What's New in Digi One IAP Release "E", .
plus how to upgrade your firmware \Dign

11

What’s New in Digi One IAP Release “E”

Keywords: IA, DOIAP, DORPIA, upgrade, ASCII, Rockwell, Modbus

Abstract: This document summarizes the major changes in the latest Digi One
IAP (protocol-aware, multi-master) firmware release E, as well as the benefits of
the new features. This document also includes step-by-step instructions for
upgrading the older firmware in a Digi One IA RealPort to the new Digi One IAP.

New Features Summary
e ASCII import/export capabilities for Modbus and Allen-Bradley protocols

e Protocol bridging capabilities (for example, DF1 to ModbusTCP or Modbus to
Ethernet/IP) allow cross-platform communications
e Better support for Ethernet/IP:
o Full conformance to latest ODVA tests
0 Both connected (CM3) and unconnected (UCMM) messaging
o0 Ethernet/IP client (outgoing) supports CIP connection path

e Peer-to-peer communications for Allen-Bradley
e Supports full routing or destination tables from serial or network master

o New Custom protocol with better timing handling, as well as support for
transmit or receive only.

e Increased socket connections from 32 to 64
e DUET WebUI and configuration wizard provide easier configuration
ASCIl Import / Export

Allows Allen-Bradley or Modbus  ControlLogix + Ethernet/IP
PLCs to use protocol READs to
poll for input from ASCII
devices such as barcode and
RFID readers, scales, motion
control devices, and operator Position Sensor J
panels. Also aIIow§ the PI__C to Weight Scale
WRITE output to display signs,

printers, and so on, from PLCs.

LED Sign Board

D
Dii Oxe IAP

Jowiay3g

Feature: Incoming Modbus and A-B protocols can query for ASCII messages as
and the response is returned as ASCII data packed within register data.
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Benefit: Most Modbus and A-B PLCs allow only their own protocols using
Ethernet or serial. This feature allows the use of these protocols to import (or
export) ASCII strings by register reads/writes.

1.2  Protocol bridging capabilities

ControlLogix + Ethernet/IP

Enables simple read/write conversion

between certain 1A protocols; for

example, a Rockwell PLC polling

Modbus/RTU slaves or a Modbus/TCP

master polling Rockwell ControlLogix. MB/TCP  MB/TCP
Mas & Slv Mas & Siv

jousay33

D
Dha O 1AP

Feature: Digi One IAP can map
Modbus to/from AB protocols

| j MB/RTU
Benefits: Allows a Modbus/TCP ‘ Serial Slave
master to poll an AB PLC or an AB LL L] Ll

protocol Master to poll a Modbus/RTU
device. A key benefit over competing solutions on the market:

e Enables Ethernet PLC without the need for a second UTP cable, IP address,
and hub/switch. The Ethernet PLC uses only its main Ethernet port with
native IA protocols.

e Enables Serial PLC without blocking access to the serial PLC by native
protocols. In other words, a DF1 PLC can be polled by Modbus concurrently
to being accessed by RSLinx.

e The Digi One IAP is significantly less expensive.

1.3  Network to Network Routing ModbusIRTU-only

£

For both Ethernet PLC and Serial PLC, enables concurrent access by both
native and mapped protocols.
Feature: The Digi One IAP allows Application via
messages from any Master to be Digi RealPort
routed through destination tables. .
Previous, firmware allowed this

! —rn
only for serial Masters. MBTCP  MB/TCP

Slave Slave Y

Benefit: Allows protocol bridging m(—_(—

and mapping between Network mmrm im | MB/RTU
Masters and Network Slaves. The ‘

serial port can even be ignored.

Some examples:

e Modbus/RTU on a PC using RealPort polling Modbus/TCP PLC using Ethernet.
e ControlLogix using EtherNet/IP to query older AB/Ethernet (CSP) only PLC.
e AB/Ethernet (CSP) ActiveX controls polling a ControlLogix PLC.

wiay33

- ]

3

Slave
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1.4  Better support for Ethernet/IP
Feature: Ethernet/IP with conformance to latest ODVA tests (Winter 2004)
Benefit: Meeting conformance test has an obvious value
Feature: Support for both connected and unconnected messaging

Benefit: Allows full client or server access to either ControlLogix or the Rockwell
1761-NET-ENI. Previous firmware did not support connected messaging in or
out, and many Rockwell products support only connected messaging when they
originate a connection to the Digi One IAP.

Feature: Ethernet/IP client (outgoing) supports CIP connection path

Benefit: The CIP connection path allows a DF1 Master to move messages
through the ControlLogix backplane to one of many processors in any slot.

1.5 Peer-to-peer Communications for Allen-Bradley

Feature: Allows multiple A-B
PLCs to communicate as peers
without interfering with RSLinx
or OPC access.

ControlLogix + Ethernet/IP

2
gl

Benefit: Previous Digi One IA
RealPort firmware forced AB
PLC to be either Master or RSLoslx
Slave; it did not allow RSLinx
or OPC to access the PLC
concurrently to the PLC issuing
MSG blocks. Now the PLC can
act as Master and Slave at
same time.

Benefit: Many new _u_
applications and system

designs can be supported. This also makes the Digi One IAP behave more like
the Rockwell 1761-NET-ENI. However, because the Digi One IAP supports up to
64 incoming/outgoing sockets, this design is much more powerful in real world
systems over the two guaranteed peer-to-peer connections in the ENI.

PLC5E
SLC5/05

otosix|»

5

#g#

1.6 New Custom Protocol

Feature: New Custom protocol with better timing handling than the user-
defined protocol, and support for Simplex (transmit-only or receive-only).

Benefit: Allows Digi One IAP to act as concentrator; for example, allows:

e 64 Digi One SP + barcode readers connected to one Digi One IAP to
gracefully interleave messages at a single serial port

o Up to 64 clients to connect to a Digi One IAP, all seeing a copy of any serial
data received at the serial port
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1.7

1.8

2

1®;

Increased socket connections from 32 to 64
Feature: Supports up to 64 incoming or outgoing sockets

Benefit: Some OPC servers attempt to open one socket per RS-485 slave, so 32
RS-485 devices expect 32 sockets. The Digi One IAP allows 64 sockets, so a
second OPC server can access for faster recovery if the first OPC fails and needs
to reopen 32 sockets ASAP. Overcomes limitation with the CEV in which only
eight sockets are supported and Schneider tells users not to put more than four
RS-485 slaves on a CEV. The same conservative design with a Digi One IAP
allows 32 RS-485 slaves.

New WebUI and Configuration Wizard

Features: New built-in WebUl oo — n
uses profiles; matches the rest | & -~
of the Digi terminal/device '::" S
server product lines; l‘_‘:‘m
Configuration Wizard program

provides step-by-step
configuration.

& e TTPETT— e
b F Y

Digi One TAP Configuration and Management

Benefits: Provides easier
installation and configuration

a1 14011 0ontafiadiia_ndo -

e ]

Protocol Bridging
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Upgrading Old Digi One IA RealPort or IAP units
3.1 What version do | have?

Starting your Web browser and logging into the Digi One IAP (or IA RealPort)
brings you to the page shown next. The Firmware version shown here is
82000770_D1 (or release D1).

Ak | e o e e s e e
‘@i Information
IConnectware™
Setup WWizards The web interface utility is designed to help wou configure the Thigi One T4
Confimure EealPort easily. The menu to the left expands to display the various sub-topics
[Eeport
A dmin Te access the Help pages choose the syrmb ol
Loz Cut
Below are the current system settings.

Mlodel: Digi One
Type: L& RealPort
Firmwware version: YWersion S2000770_D1 092372003

DHCF: Of
IP address: 132.168.1.64
MAC address: 00:40:94:24:10:24 =
i £l 2 EX oF | | ==

If you have the new Web Ul shown next, you probably don’'t need to upgrade.
To see the Firmware Version, click Device Information. The final firmware
version will be listed as 82000770 _E. An example beta firmware will be listed as
82000770_E_SA7, where this is System Assurance build 7 — the higher the
number the better. Any other form (such as that show below) represents an
unofficial build which should rarely bee seen in the field.

v| <k Harne | JBookmarks ‘mozilla.org ‘Latest Builds

\D I I CINY Digi One IAP Configuration and Management

Connectware™

9 Help

Haome Device Information

Configuration System
Net_wlork Maodel: Digi One 1aP
Serial Parts Firmware Version: GDB Version lynnt20 D5/27/2004 22:32:06 COT
Jsers MAC Address: 00:40:90:22:CF:94
Security
System CPU Utilization: 9%
Applications Up Time: 16 hours 3 minutes 9 seconds
PPP Power Sources: External power supply Powered
Industrial Automation 202.2af powered Ethernet Mot Powered
Management "
Serial Ports RIS N
Connections DHCP: off
IP Address: 192.168.1.20
Administration Host Name:
Backup/Restore
Update Firmware Metwork Diagnostics b
Factory Default Settings Metwork Protocols  Route Table
Device Information
Reboot Serial Ports 2 Diagnostics
Logout Industrial Protocols =
He L 2 D oA | Fo=[=r
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3.2

3.3

What do | need to upgrade?
You need two files:

e The POST file, which you can think of as a BIOS or loader. The POST file you
need is named 82000779_D.bin (or 82000779_D.pos). It is critical to load
this file first, before you load the new firmware. Loading the POST file a
second time is not a problem, so if you're in doubt, reload it.

e The EOS file, which is the application firmware. The EOS file you need is
named 82000770 _E.bin. If you have a Beta or prelease version, it is
named 82000770 _E_SA5.bin, where “SA5” indicates the version of the Beta.
The final firmware will lose the “SA5” extension and become
82000770_E.bin. (Lynn, possible to get rid of all this naming convention
stuff?)

Reset Config

Before you upgrade reset your configuration. Your old IA settings will not be
saved during the upgrade.

1. At the left of the window, click ,and then click Reset Config

2. To reset, click Continue.

| fitHome | WEBookmarks #F mozila.org 4 Latest Builds

\D g.‘ ¥ Reset Configuration

IConneciware™

Setup Wizards Youhave asked to reset the configuration to factory default settings, which will wipe out all configuration
Co e changes except DHCF and IP settings. The Digt One LA RealPort will automatically reboot after the reset.

Report
IAdmin Cauntion! Choose Contire to reset the Digt One LA RealPort.

Password Cancel | Continue |

Reboot

Upgrade
Copy Co ation

Reset Config
Who
Log Out

% 3 2 G B | Fo-[=a & ,
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3.4

Upgrading the POST
1. Click Upgrade under the Admin heading.
2. Click Upgrade BOOT/POST image.

You must upgrade the POST first; accidentally reloading the new POST a
second time will not cause a problem, so if you are not sure it has been
upgraded, then upgrade it again.

3. Click Next>=>.

| TifHome | SEBOOKMAarks < mozila.org 48 Latest Buids

‘ » ‘ | . | b Upgrade Digi One [A RealPort's Firmware (EOS) or BOOT/POST Image

Connectware™

Setup Wizards Choose to upgrade the Firmware (EO3) or BOOT/POST (Power-Cn-Self-Test) Image.
C o e
Feport ¢~ Upgrade Firnrware (EOS)

Admin & Upgrade BOOT/POST Image
Password

Eeboot
Toarade Cancell Next))l

Copy Co ation

Eeset Config
Whe
TLog Out

$b £L £ E3) o | | Fo-[=a [ 4

You can upgrade using HTTP (that is, your Web browser); click Next=>=>.

—

“thHome | w.!Bookmarks lmozilla.org lLatest EBuilds |

‘ » I I . | b Upgrade Digi One IA RealPort's BOOT/POST Image

\Connectware™

Setup Wizards Choose to upgrade the BOOTPOST (Power-On-Self-Test) inage usmg HTTP (through the Web
Co £ Interface) or using a TFTF server.
E.eport
Admin  Upgrade BOOT/POST Image using HTTP
Password ¢ Upgrade BOOT/POST Image using TFTP
Eeboot
Uparade
Copy Co ation
Eeset Config
Whe
Log Out

Cancel << Presvious Next >

s &b 2 B3 &H4 | Done '@,?JE p
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1. Click Browse, and browse to the new POST file from your hard disk:
82000779_D.bin. (Lynn: how about something like: “You might want to
name...?”) but | like to rename mine .pos just to distinguish them from the
EOS/firmware .bin files)

2. Click Upgrade Now.

The upgrade takes a few seconds. Be sure not to power down or disturb the
Digi One IA RealPort during this process.

'| % Home | ‘,!Bookmarks ‘mozilla.org 4Latest EBuilds
‘ ] | | o[} Upgrade Digi One IA RealPort's BOOT/POST Image
IConnectware™
Setup Wizards Touhave asked to upgrade the BOOT/POSET (Power-On-Self-Test) unage using HTTE.
Confimire
Feport Enter or Browse for the BOOT/POST image and then choose Upgrade IMow to initiate the
| A dmin BOCTPOST mage download to the Dig One LA RealPort.
Password
Reboot Model: Digi Cne
Upgrade Type: L4 EealPort
Copy Configuration  C'urrent BOOT/POST Revision: Post revision: 1
Eezet Config
Who i
o Ot Select BOOTPOST hnage: |Ciemph820007  Browse... |
Upgrade MNow | =
=
ik £ <2 E8) &3 | Done | Fo-[=a [F 4

When you see this Web page, you are finished. You will see an error message if
any errors occurred, if the file was corrupt, or if it was of an incorrect type. Click
Reboot. In about a minute your Web browser can access the Digi One IAP.

v| Tk Home | ‘!Bookmarks -‘mozﬂla.org -‘Latest Builds |

1 » !- [y Upgrade Digi One 1A RealPort's BOOT/POST Image

IConnectware™

et Wizards Upload status: Image is valid.

Confimare

[Feport EBOOTPOST upload to the Digt One LA RealPort has

LAdmin succeeded. You will need to reboot for these changes to take
Passwerd effect. Eeboot now?
%&bo:;e Rehboot |
Copy Co aticn
Eeset Confiz
Whe

[Log Cut

5% LB Z (B @ | boe Fo-[= |,
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3.5 Upgrading the EOS (firmware)

You end up back at the main Web page. You won't see any difference, but the
new POST is now running.

1. Click Admin Upgrade.
2. Leave Upgrade Formware (EOS) selected.
3. Click Next=>=>.

v| % Home | thookmarks -‘mozilla.org -‘Latest Builds
A\D | | o[ Upgrade Digi One IA RealPort's Firmware (EOS) or BOOT/POST Image
IConnectware™
Setup Wizards Chaose to upgrade the Firmware (EQ3) or BOOT/POST (Power-On-Self-Test) Image.
Configure
[Eeport @ Upgrade Firmware (EQOS)
LAdmin ¢ Upgrade BOOT/POST Image
Passwerd
Eeboot
TTperade Cancel | [-ext »> |
Copy Co ation
‘ﬁé”ﬂ\é B N cZi | Done |=E =] E 4

Basically. you go through the same steps as before.
1. When you are prompted to upgrade using HTTP, click Next>=>.

2. To select the EOS file, click Browse and navigate to the EOS file on your
system. The released version is named 82000770_E.bin.

w

Click Upgrade Now.
The upgrade takes place.

Be sure not to power down or disturb the Digi One IA RealPort during this
process.This step takes longer than the POST upgrade because the EOS is
much larger.
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v| _/l‘*Home | ‘,!Bookmarks lmozilla.org lLatest Euilds
A\ ‘ I- | i Upgrade Digi One 1A RealPort's Firmware (EOS) Image
‘Conneciware™
Setup Wizards Caution! You have asked to upgrade the Firmware (EOS) image using HTTP.
Co e
Report Enter or Browse for the Firmware unage and then choose Upgrade Now to mitiate the Firmware image
| Admin download to the Digt One IA RealPort.
Password
Tehoot Model: Digi Cne
Upgrade Type: [& RealPort
Copy Configuration  (wrrent Firmware Version: Version 82000770 _D1 09/23/2003
Reset Config
Whe . ) I—
T o Out Zelect Firmware: |Citemp320007  Browse... |
Upgrade Now |
i &L 2 (3 &2 | Done | Fo-[=a &

You want to see the message Image is valid. Click Reboot, and wait a minute
for the result.

| _fl‘*Home | “!Bookmarks ‘mozilla.org ‘Latest Euilds |

‘@i Upgrade Digi One 1A RealPort's Firmware (EOS) Image
iIConnectware™
oo Wizards Upload status: Image 1z valid.
e e
[Eepott Firmware upload to the Digi One TA RealPort has succeeded.
LA dmin Tou will need to reboot for these changes to tale effect. Eeboot

Password now’

Reboot

E— Feboot

e _Reboot |

Copy Co ation

Reset Config

e L \Z E2 &3 | Done | ==l [af

PN: 90000639 A http://www.digi.com/ support/ia Page 10 of 11



What's New in Digi One IAP Release "E",
plus how to upgrade your firmware

3.6 Theresult

After the upgraded unit reboots, log in and see the new home page.

[E igi One IAP Configuration and Management - Mozilla

g [m[ 3]

i Fle  Edit  Wiew Go Bookmarks  Tools  window  Help

ﬁ - @“ v \a :§§ I& http:ff192.168. 1. 64findex.htm

Back Farward Reload St.0p

j &2 _Search |

= 3

|
:

_/&Hume| ‘,!Buukrnarks 4muzi||a.urg 4Latest EBuilds

Digi One IAP Configuration and Management

s

Connectware™

Configuration Gitiing St

Metwork
S | Paort: . . .
Uizl nres Tutorial Mot sure what to do next? This Tutarial can help.
Security
Systemn System Summary
applications Model: Digi One [AP
PPP 1P Address:  192.168.1.64
Industrial Automation MAC Address:  00:40:9D:24:10:2D
Management
Serial Ports Description:
Connections Contact:
Administration Location:

Backup,/Restore

Update Firmware ey, cigi.com

Blnme Home

9 Help

Factory Default Settings
Device Information

Reboot Copyright © 1996-2004 Digi International, All rights rezerved,

Logout

He Eb 2 [ o |

=
o[ &,
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