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1 INTRODUCTION

This guide details the steps involved in generating a .MIB file for use with an SNMP client.

This guide has been written for technically competent personnel who are familiar with the use for DIGI
hardware and understand the use of SNMP.

Whilst this guide is carried out using the web interface only it is perfectly feasible to carry out each stage at
the command line, these commands will be highlighted at the relevant places.

2 VERSION

Version Number  Status

1.0 Published
1.1 Updated and rebranded
1.2 Updated for new web Ul
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3 SUPPORTED MIBS

As well as the Device Generated MIB, described in this quick note, DIGI Transport devices also support the
Sarian-Monitor MIB and a number of standard MIBs. A list of supported standard MIBs is provided below.
The Sarian Monitor MIB has a restricted set of parameters that you can poll any DIGI Transport device with
to retrieve statistics relating to WWAN, Config, PPP and System parameters.

The DIGI Transport range of routers supports a number of standard MIBs as well as DIGI Transport MIBs,
described above, these MIBs are listed below:

The following standard MIBs are supported:
SNMP MIB (RFC3418)
Interfaces MIB (RFC2233)*
IP MIB (RFC2011)
IP Forwarding Table MIB (RFC2096)
TCP MIB (RFC2012)
UDP MIB (RFC2013)
VRRP MIB (RFC2787)
SNMP MPD MIB (RFC3412)
SNMP USM MIB (RFC3414)**
* The following groups/tables in RFC2233 are not supported:
ifXTable, ifStackTable, ifRcvAddressTable
** The following groups/tables in RFC3414 are not supported:
usmUserTable
DIGI supported MIBs:
Device Generated MIB
Sarian-Monitor MIB

Please note: The Device Generated MIB described in this Quick Note is a MIB that is specific to the
serial number, firmware release, firmware build and model number of the unit it was generated
from. If the firmware is updated a new MIB file will need to be generated. The same MIB file
generated on one router, cannot be used on another router, even if the hardware is identical.
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4 CONFIGURATION

4.1 Setting up Router Specific ID information

When polling the router, it is possible to have the SNMP application be able to identify the device by a
unique name and provide location and contact information.

Navigate to Configuration > System > Device Identity and setup the details, but enter information that

relates to you:

Configuration - System > Device Identity

¥ Device Identity

Next click ‘Apply’

— Description: Digi Transport SNMP demo
— Contact: UKsupport@digi.com

—p Location: Ilkley, United Kingdom

Device ID:

Router Identity: ss%s>
Hostname: digi.router

Secondary Hostname:

Configuration successfully applied. Click here to save configuration.

Figure 1: Optional System Information Configuration

at the bottom of the page, and then save the new configuration to flash.

If configuring this option via a terminal session the commands used are listed below:

snmp 0 name < Name to identify your router.>
snmp 0 contact <Name of contact>
snmp 0 location <Location of device>

Parameter Setting Description

Name:

DIGI Transport

Router SNMP Demo Name to identify the router.

Contact: UKSupport@digi.com | Name of contact.
Location: IIkIey, United Location of device.
Kingdom
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4.2 Setting the SNMP enterprise values.

The first compulsory step in this process is to define the SNMP Enterprise number and name. Navigate to
Configuration > System > General and complete the relevant fields (highlighted below):

Configuration - System > General

Allow CLI access trom X.25 address: 99
With TRANSIP, use access level: Med [+]

Default WEB page: default.asp

Miscellaneous

Use Config 0 z] when the router powers up
Allow anonymous FTP login
Additional FTP NAT port: 0

PSNMP Enterprise Number: 16378
—PSNMP Enterprise Name: Sarian

Only resolve DNS requests for domain:

Serial LED to display: | W-WAN signal strength [+] status

Figure 2: Enterprise number and name entry

Next click ‘OK’ at the bottom of the page, and then save the new configuration to flash.
If configuring this option via a terminal session the commands used are listed below:

cmd 0 ent nb <enterprise #>
cmd O ent name <enterpriseName>
config 0 save

Page | 7



MIB FILE CREATION FOR USE WITH SNMP CLIENTS

Parameter Setting Description

SNMP enterprise 16378 SNMP enterprise number
number

SNMP enterprise Sarian SNMP enterprise name
name

Where <enterprise #> is the SNMP enterprise number and <enterpriseName> is the SNMP enterprise name
specific to the installation.

Please note: If the default enterprise number and name shown above is changed and it is intended
to use the Sarian-Monitor MIB, the values in the Sarian-Monitor MIB file will also need changing to
the details specific to the installation:

sarian OBJECT IDENTIFIER ::= { enterprises 16378 }
sarian-monitor OBJECT IDENTIFIER :: { sarian 10000 }

For example if using enterprise number 23134 and enterprise name digitransport change the above

to:
digitransport OBJECT IDENTIFIER ::= { enterprises 23134 }
sarian-monitor OBJECT IDENTIFIER ::= { digitransport 10000 }

Then save the file and reload into the SNMP management system.

Please Note: If the enterprise number is changed, the Digi Transport will need to be rebooted for
the new value to take effect.

Please Note: Whenever the Enterprise name and Number are changed, these must be identical and
consistent across all MIBs generated or loaded into the management system. If the values in
either of the DIGI Transport MIBs correspond with other MIB values in the organisation, the
responses received may not be correct when polling through the devices via the SNMP
management system. Using the defaults above should not lead to any such conflicts.

4.3 Collecting the MIB data from the DIGI Transport

The next step is to get the DIGI Transport to output the MIB data. Navigate to Administration - Execute a
command page type ‘MIBprint’ in the text box. Then click ‘Execute’.

Administration - Execute a command

—» Command: mibprint

—> Execute

Figure 3: Mibprint example

If connected to a terminal session then the same command can simply be issued. At the command prompt
(listed below):

mibprint
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An example of the output received from the web interface when the command has been input is listed

below.

Administration - Execute a command

Command: mibprint

Command: mibprint
Command result

Sarian = 16378

dre4le = 49

Ver5125 = 5125

Buildd9 = 14393
asy.8.rxbytes = 1, @
asy.@.rx_break = 1, @
asy.@.rx_overrun = 1, @
asy.@.rx_parity_err = 1
asy.@.msg_short = 1, @
asy.@.buf_short = 1, @
asy.@.txbytes = 1, @
asy.@.tx_und = 1, @
asy.8.rx_frame_err = 1,
asy.@.dtr = 1, @
asy.@.rx_overrun_buf =
asy.@.rx_overrun_ppp =
asy.@.rx_oversize_ppp =
asy.l.rxbytes = 1, @
asy.l.rx_break = 1, @
asy.l.rx_overrun = 1, @
asy.l.rx_parity_err = 1
asy.l.msg_short = 1, @

, B

8

, B8
5]

1
1,
1, e

, B

Figure 4: Mibprint output

There is a large output, this should then be copied into a text file, and saved into a folder for use in the next

step.

Please note: If u
containing the o

sing Firefox web browser this is done slightly differently. Right click on the frame
utput select This frame - View Frame Source (as shown below), then copy and

paste from the window that is opened.

When pasting the output into a text file, make sure that the output retains its formatting with

carriage returns

<CR>. If the output is pasted and has wrapping enabled or is all on one line, the

rest of this procedure will fail.
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Administration - Execute a command

Command: mibprint

Execute |
Command: mibprint Back e
Command result ez

Reload

Sarian = 16378 SHE
dresld = 48 Bockmark This Page
WVer5125 = 5125
Buildss = 14393 Save Page ..
asy.0.rxbytes = 1, 0 Send Link...

y.0. break = 1, 0 . .
85y Tx_bres " View Background Image
asy.0.rx_overrun = 1 -
asy.0.rx_parity_err = Select All
asy.0.msg_short = 1, 0 This Frame 4 Show Cnly This Frame
asy.0.buf short = 1, { o) -

— o Dim pen Frame in New Tab
asy.0.txbytes = 1, 0 View Page Source ; -
asy.0.tx und = 1, 0 View Page Info Open Frame in New Window
asy.0.rx_frame err = 1,70 Reload Frame
asy.0.dtr = 1, 0
asy.0.rx_overrun buf = 1, 0 Bockmark This Frame
asy.0.rx_overrun ppp = 1, O Save Frame fs..
asy.0.rx oversize ppp = 1, 0
asy.l.rxbytes = 1, O Print Frame..
asy.l.rx break = 1, 0
77\ L= View Frame Source =

Cop View Frame Info reserved,

Figure 5: How to save the output

4.4 Generating the MIB file

In order to generate the MIB file from the text file, download the correct MIB.exe file from the DIGI
website. This can be found at:

http://transport.digi.com/downloads/mibexe

Please note: There are two versions of the MIB.exe file, MIBlexe.zip and MIB2.exe.zip.
MIB1lexe.zip should be used for firmware versions up to 4832
MIB2exe.zip should be used for firmware releases after 4832

There is included in each .zip file a copy of the Sarian-Monitor MIB file that should work for most
DIGI Transport devices.

When the zip is downloaded, extract it to the same folder where the text file is saved. Open the command
prompt and browse to the folder containing the MIB2exe.exe file and the previously created text file. Use
the MIB2exe.exe file to generate the .MIB file from the text file. The command is listed below:

MIB2exe.exe <text file name>.txt <new MIB file name>.MIB

Where <text file name> is the name of the text file and <new MIB file> is the name of the .MIB file being
created. In the example below both values are WR41. An example of the typical output for this can be seen
below.
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B Administrator: Command Prampt‘“ e o S

ERC -~ SHAUNDocuments~Inbox sarian progs>mibZexe.exe WR41.txt WR41_.mib

UBMIBERE Uer 2.8 HMar 3 2006 13:47:43
IRorking. - .

t@Lines processed: <4446

t@MHodes added: 645

Obhjects Added: 4446

Output filename: WR41.mib

Done .

C=~SHAUN“Documents~Inhox \sarian progs>_

Figure 6: Compile the MIB

This will have generated a .MIB file in the folder in which the MIB2exe.exe and the initial .txt file was
stored. This can then be used with an SNMP client.

Please note: The same device with a different firmware revision and/or different features enabled
will need a different MIB file creating; this is due to additional features that may be available on
different unit and the unique values attributed to firmware version, firmware build and model
number that forms part of the initial MIB tree.
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5 THE BASICS OF USING MIB FILES WITH SNMP

In order to monitor the device with an SNMP client SNMP users need to be configured. Navigate to
Configure - SNMP -> Users -» User #. The below example uses the community name: Public.

Configuration - Remote Management > SNMP > SNMP Filters

[¥] Enable SNMPv3

Use UDP Port: 161

SNMPv3 Engine ID: | 80003ffa0300042d019bf7

w SNMP Users
w SNMP User 0
SNMPv1 / SNMPv2c
- Community: ssssss

— Confirm Community: esssss

SNMPv3
Username:
Authentication: @ None ) MD5 ©) SHA1

Authentication Password:
Confirm Authentication
Password:

Encryption: @ None = DES  AES
Encryption Password:

Confirm Encryption Password:

» SNMP User 1
» SNMP User 2
» SNMP User 3
» SNMP User 4
» SNMP User 5
» SNMP User 6
b SNMP User 7
» SNMP User 8
» SNMP User 9

» SNMP Filters

» SNMP Traps

—» Ty )

Figure 7: Setup the community string
Once this has been set, use a MIB client to poll the DIGI Transport device for required information.
Below is a screenshot of the output of a get for the enterprise name that has been setup for this device.
e Inthe left hand pane, the tree that the MIB tool has built from the MIB that was generated above.

e Inthe middle pane, the results of starting the MIB tool and confirming the MIBs that have loaded
successfully.

e Aquery foroid.1.3.6.1.4.1.16378.59.5081.23127.32.1.11.0. is performed.
e The result returned is the value set earlier to ‘Sarian’.

e ATeraTerm serial connection to the router running the command ‘cmd 0 ent_name’ returns the
same value ‘Sarian’ can be seen in the diagram also.
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e Inthe right hand pane, the text of the MIB file. This shows that ‘buildzw’ is the parent node for
‘cmd’ and this is the parent node for ‘cmd-0’ which is where the value ‘cmd-0-ent_name’ resides.

MIB Bre
Select Server About

r

I ospf.conf | o radius.cfg | I corfig.da [ I corfig.dad

@
]
H

v

Clear Detais [

6.1.4.1.16378.59.5081.23127.32..11.0 |

1. sarian-monitor
&0 wath
& i versos1 sumib_cors.txt
O LGy |[adding file \mibs\RFCI213 MT3.my
1 eth Adding file .\mibs\RFC1228-MIB.my..Done
1 macfilt Adding file .\mibs\RFC1231-MIS.my..Done
[Adding file .\mibs\RFC1243-MIB.my
(7 |rdding file .\mibs\RFC1253-MIB.my
[Adding file .\mibs\RFC1271-MIB.my
Adding file .\mibs\RFC1285-MIB.my
Adding file .\mibs\RFC1315-MIE.my
Adding file .\mibs\RFC1381-MIB.my..Done
Adding file .\mibs\RFC1382-MIB.my..Done
Adding file .\mibs\RFC1398-MIB.my
[Adding file .\mibs\RFC1406-MIB.my..
Adding file .\mibs\root_mib.txt..
[Adding file .\mibs\Sarian-Monitg;

Updating orphans.
Building OID Name,

T Y

Received 1 record(s) in 94 milliseconds.

cmd-0-subject
emd-0-secip
and-0-route-dnn
and-0-entnb
amd-0-autocmd
and-0-cmdnua
and-0-asyname
and-0-from

sssesesee

and-Dsave

- @ cnd-0-sechostame

Below is the ou

Figure 8: Example polling a device

tput seen when using cacti:

_ Digi Device ID: ss%s> Serial #:67048 = | [l Cacti x| (i Problem loading page K|t

—
console

New Graphs
e

Graph Management

Graph Trees

e
e
Host Templates
Data Templates
Import Templates
Export Templates
[
e

Logout User

t

graphs

DIGI TRANSPORT SNMP DEMO (10.1.63.15)
SNMP Information

System:Diga TramsPort WRALH-AEU-EOD 3erf:87965 Software Build VerSOBL. Mo
5-750-0100,0 MAC: 000424015784

Uptime: 852187 (0 day=, 2 houss, 28 minates)

Hostnase: DIGI TRANIFORT JNMF DEMO

Location: Ilkley, Unived Ringdom

Contact: URSupportldizs.com

Description
Give this hest a meaningful description.

Fully qualified hostname or IP addrass for this device.
Host Temy

of host.

Disable Host
Chack this box to disable all chacks for this host.

n Detection
The mathod Cacti ill use to determine if 2 host is available for polling.
WOTE: It iz recom: that, 3t 3 minimum, SNMP slways be slectsd.

Ping Timeout Value

The timeout valus to use for hest ICMP 2nd UDP pinging. This host SNMP timeout valus applies for SNMP pings.
Ping Retry Count

The number of times Cacti vill attempt to ping = host before failing.

SNMP Options

SNMP Version
Choosa the SNMP varsion for this davica.

SNMP Community
SHMP raad community for this davica.

Enter the UDP port number to use for SHMP (default is 161).

SNMP Timeout

The maximum number of milliseconds Cacti vill vait for an SNMP response (does not work vith php-snmp support).
Maximum OID's Per Get Raquast

Specified the number of OID's that can be obtained in a single SNMP Get request.

Additional Options.

Choose viat type of host, host template this is. The host template vill govern what kinds of data should be gathered from this type

*Create Graphs for this Host
*Data Source List
*Graph List

DIGI TRANSPORT SNMP DEMQ

(1018318 )]

[ pisable Host

Availability/Reachability Options

SNMP M

400
1

Version 2

Figure 9: Cacti view of a polled device
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Below is the text output from the above screen shot showing the details configured that have been pulled
back on the SNMP queries Cacti has done when the unit is added and the device configuration page is

accessed (as above):

DIGI TRANSPORT SNMP DEMO (10.1.63.15) SNMP Information

System:Digi TransPort WR41H-AEU-EQO Ser#:87949 Software Build Ver5081. Nov
8-F80-0100,0 MAC:00042d01578d

Uptime: 892187 (0 days, 2 hours, 28 minutes)

Hostname: DIGI TRANSPORT SNMP DEMO

Location: Ilkley, United Kingdom

Contact: UKSupport@digi.com
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