Welcome to the XBee Sniffer!

Before Installation
There are several requirements which must be in place before installing the XBee Shiffer.
Wireshark

This program requires Wireshark 1.12.0 (32 bit) to run. If you do not have this version of Wireshark installed, you may follow the directions in this Digi Installation
Wizard, or you may install it manually beforehand. This program is not compatible with any other versions of Wireshark.

Sniffing Firmware

In order to install the appropriate firmware on the sniffing XBee, one must do the following:

1. Open up (New) XCTU and click the (?) in the top toolbar

2. Click Update the Radio Firmware Library, select Local file, and navigate to the packaged zip folder (xb24-dm_A070.zip).

3. This should install hte firmware in XCTU and allow you to flash it to modules. The firmware is under "XB24-DM -> XBee DigiMesh 2.4" with version
A070.

Installation

1. Upon entering the installer, the first page you will see is the welcome screen.

Welcome to the Digi Sniffer Installation Wizard

Start

2. After the welcome screen, you will see the End-User License Agreement page.



END-USER LICENSE AGREEMENT

END-USER LICENSE AGREEMENT
DIGI DEVELOPMENT EIT
(PN 93008416)

Thi=s end-user license agreement i= a legal agreement between you
(either an indiwvidual or a =single entity) and Digi Intermatiomal, Inc.
("Digi") for use of Digi Techmology. Thi= license applie= to the
product with which it was shipped, which may be a Development Eit or a

unit of Digi Hardware. By using Digi product, you are consenting to be

hroimd iy and are hersming 5 nartr +n thiz end-nesr lirense amresment

Accept Do Not Accept

3. Inthe event WireShark 1.12.0 is not installed or installed to a non-default directory, you will see this page. If you already have WireShark 1.12.0
installed, locate installation and skip to step 16 of these instructions. If you do not have Wireshark, or have a different version of Wireshark, click install
on this screen to get the correct version. If other versions of Wireshark are found, the installer will prompt you to uninstall them. It is recommended
that you do so.

X

Wireshark 1.12.0 32-bit installation not detected

Wireshark 1.12.0 32-bit is reguired for the application to run correctly and the
installer could not find an installation, install Wireshark 1.12.0 or locate install?

Install Locate

4. This is the first page of the Wireshark Installer setup.



[ M Wireshark 1.12.0 (32-bif) Setup [

Welcome to the Wireshark 1.12.0
(32-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue,

4 | Cancel
b
5. This is the WireShark license agreement page.
i "l
A Wireshark 1.12.0 (32-bit) Setup o]
License Agreement
Please review the license terms before installing Wireshark 1.12.0 (32-hit). ﬂ
Press Page Down to see the rest of the agreement.
This text consists of three parts: -~

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark,
Part III: Other applicable licenses.

When in doubt: Part II/TII is the leqally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Wireshark 1.12.0 (32-hit).

| < Back H I Agree ] | Cancel

6. This is the component selection screen of the Wireshark Installer. Please select appropriate components. It is recommended that you leave all items
selected.



M Wireshark 1.12.0 (32-bit) Setup

Choose Components

Chonose which features of Wireshark 1.12.0 (32-hit) you want to install.,

“

Select components to install:

Space required; 102, SMB

Wireshark Installer (ko)

The following companents are available for installation.

..[w] TShark

Wireshark 2 Preview
-- Plugins / Extensions
Tools

Liser's Guide

Description

Paosition wour mouse over a component bo see its

description,

< Back ][ Mext = J [ Cancel

7. This is the additional tasks selection screen of the Wireshark Installer. Please select appropriate tasks.

M Wireshark 1.12.0 (32-bit) Setup

Select Additional Tasks

Which additional tasks should be done?

“

Create Shortouts

[] Desktop Icon
Quick Launch Icon

File Extensions

(") Mone

Wireshark Installer (ko)

Wireshark 2 Preview Start Menu ITtem
[ wireshark 2 Preview Desktop Icon
Wireshark 2 Preview Quidk Launch Icon

@ Assodate frace file extensions to Wireshark
(") Assodate frace file extensions to Wireshark 2 Preview

Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, out, pcap,
pcapna, pkt, rf5, snoop, syc, tpc, tri, trace, trc, vwr, wpc, wpz

< Back ][ Mext = ] [ Cancel

8. Select the installation directory for Wireshark. It is recommended that you use the default path.




-
M Wireshark 1.12.0 (32-bit) Setup ==

Chooze Install Location
Chioaose the folder in which to install Wireshark 1. 12.0 (32-hit). ‘

Choase a directory in which to install Wireshark.

Destination Folder

C:'\Program Files (x86)\Wireshark

Space required; 102, SMB
Space available: 354, 1GB

Wireshark Installer (ko)

< Back ][ Mext = ] [ Cancel

b

9. In the event one does not have WinPcap, a software required to run WireShark, installed, the user will see the following screen.
i ™

‘ Wireshark 1.12.0 (32-bit) Setup e L
Install WinPcap?
WinPcap is required to capture live netwark data. Should WinPoap be installed? ‘
Currently installed WinPcap version
i WinPcap is currently not installed i
|

Install

...................................................

(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

Wireshark Installer (ko)

< Back ][ Install ] [ Cancel

10. This is the first page of the WinCap installer.



-

{7 WinPcap 4.1.3 Setup l = | |ﬁ

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

hittp: fwww. winpcap.org

Mext = ]| Cancel

11. This is the license page of the WinCap installer.

(5 WinPcap 4.1.3 Setup [

‘l E) . License Agreement
¥ ln caP Please review the license terms before installing WinPcap 4. 1.3,

Press Page Down to see the rest of the agreement.

Copyright () 1999 - 2005 MetGroup, Politecnico di Torino (Ttaly). &
Copyright {c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright () 2010 - 2013 Riverbed Technalogy, San Francdisco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.
2 Rn_adist’ihuﬁpljs in I:_ulinary ﬁ:u_rm.must reprlnduln:e the above cnpﬁ,.ffight notice, this _Iist of =

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.3,

< Back H I Agree ] | Cancel

12. This is an options page of the WinCap installer.



L= e S

{31 WinPcap 4.1.3 Setup

| l) . Installation options
4 l n caP Please review the following options before installing WinPcap

4.1.3

| Automatically start the WinPcap driver at boot time!

< Back |[ Install ]| Cancel

13. The WinCap installation process has completed.

(77 WinPcap 4.1.3 Setup [

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1. 3 has been installed on your computer,

Click Finish to dose this wizard.

14. Once the Wireshark Installation process is complete, you will see this screen.



[ M Wireshark 1.12.0 (32-bit) Setup l = | |"""‘""

Installation Complete
Setup was completed successfully. ‘
Completed
Cutput folder: C:\Program Files (x8a)\Wireshark -

Extract: capinfos.exe

Extract: capinfos.html

Cutput folder: C:\Program Files (x8a)\Wireshark

Extract: rawshark. exe

Extract: rawshark. himil

QOutput folder: C:\Program Files (x8&6)\Wireshark

Extract: user-guide.chm... 100%:

Execute: "C:windows'system32\eduinit.exe” -ClearlconCache
Completed
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I'||
1
£
=
m
et
=
W
i1
i}
(]
m

15. This screen ensures the installation process is complete. Click finish; it is not necessary to run WireShark. Congratulations! The first half of the
installation procedure is completed.

Completing the Wireshark 1.12.0
(32-bit) Setup Wizard

Wireshark 1.12.0 {32-hit) has been installed on your
computer,

Click Finish to dose this wizard.

[C]Run Wireshark 1,12.0 (32-hit);

[] show Mews

|
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16. Next, this screen will prompt the user to install the Digi Sniffer application.



Install Digi Sniffer

Install

17. This screen welcomes you to the Digi Sniffer Setup Wizard

-

' Setup - Digi Sniffer

N

Welcome to the Digi Sniffer Setup
Wizard
This will install Digi Sniffer version 1.0.0 on your camputer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = ]| Cancel

18. Select the installation directory for the Digi Sniffer. It is recommended that you use the default location.




-

i Setup - Digi Sniffer T

Select Destination Location
Where shaould Digi Sniffer be installed?

Setup will install Digi Sniffer into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.

| Browse...

At least 48,4 ME of free disk space is required.

< Back ” Mext = ][ Cancel

19. This screen ensures the appropriate shortcut is created for this program in the Start Menu.

-

2 Setup - Digi Sniffer lil_l_Jih

Select Start Menu Folder
Where should Setup place the program's shortcuts?

' = i Setup will create the program's shortouts in the following Start Menu folder,

To continue, didk Mext. If you would like to select a different folder, dick Browse,

L)ig | Browse...

[ Don't create a Start Menu folder

< Back ][ Mext = ][ Cancel

20. This screen allows the user to create a desktop icon.



-

i Setup - Digi Sniffer

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Digi Sniffer,
then did: Mext.

Additional icons:

LCreate a desktop icon:

21. Before the application installs the program, it gives the user an overview of tasks which are about to be executed.

-

o Setup - Digi Sniffer

Ready to Install
Setup is now ready to begin installing Digi Sniffer an your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files (x8a)\Digi'\Digi Sniffer

Start Menu folder:
Digi Sniffer

Additional tasks:
Additional icons:
Create a desktop icon

< Back ][ Install ][ Cancel

22. This screen shows the user the Digi Sniffer installation is complete, and the application is ready to run. To run the application immediately, check the
"Launch Digi Sniffer" checkbox before finishing.



’ lonlsi=h

' Setup - Digi Sniffer

Completing the Digi Sniffer Setup
Wizard

Setup has finished installing Digi Sniffer an your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup,

23. Upon finishing, one should see the following screen in the installer. Click exit to close the installation wizard.

Thank you for installing Digi Sniffer

Exit

24. Voilal The installation is complete, and the application is ready for use! If the user chose to launch the application, it will display this loading screen and
begin running. Otherwise, the application can be launched from the start menu or desktop icon.



Version 0.99 - beta
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<|--- ##Using the program -->

NOTE: The sniffing module MUST be on a baud rate of 115200.



