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1.0 INTRODUCTION

Remote Manager is a database driven management system that can be used to:

manage firmware and configuration upgrades on remote Digi Transport routers
collect hourly performance data and produce graphs and reports based upon this data
highlight problem sites in real time on a map

show the current location of sites on a map from GPS information
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check that the configuration files on the remote units match the base configuration files

Remote Manager is NOT an SNMP or event based management tool.

1.1 Database

The database is capable of storing:

unique identifiers for each router (e.g. site name, site number, serial number, address)
connection details for each router

user configurable site-specific parameters for each router

commands to issue in order to update the configuration

files to load in order to update the configuration and/or firmware

history of commands issued and files loaded for each router
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group membership (a router can be a member of more than one group)

1.2 Front End

Remote Manager allows any files, or update commandstobequickl y assi gned to fAgr ol
routers. Updates on individual routers or groups of routers can then be performed by the following
methods:

1 Active Mode i remote manager actively connects to one router at once

1 Multi Active Mode T Remote Manager actively connects to up to 50 routers concurrently
9 Listening Mode i single operation on each serial number
1

Listening Mode i reoccurring operations on each IP address (operation runs again if serial
number associated with the IP address changes)

i Listening Mode i reoccurring operations on each IMSI (operation runs again if serial
number associated with the IMSI changes)

1.3 Active Mode / Multi Active Mode

In Active Mode Remote Manager actively connects to one router at once using a variety of
connection methods, t he most common being ADirect
update the configuration and/or firmware as appropriate.

Multi Active Mode provides the same functionality as active mode in addition allowing connection
to up to 50 routers concurrently.



1.4 Listening Mode

I'n I'istening mode Remote Manager will Alisteno

number and other information from the remote router. Once such a packet is received, if an update
is required, Remote Manager will connect to the router on the IP address and perform the
operation.

Listening mode can be used to automatically upgrade the firmware and configuration including site
specific settings as routers are installed and/or swapped out. This is sometimes referred to as
AfZero Toucho

In order for this to be possible it is necessary to know in advanced one of the following:
9 The serial number of the router that will be sent to each site
9 The IP address of each site

1 The IMSI number that is allocated to each site (IMSI is a unique identifier on every
GSM/UMTS SIM card)

There are three types of listening mode operations:
1 Single operation on each serial number
1 Multiple operations on each IP address

1 Multiple operations on each IMSI

1.5 Poll Schedules
Remote Manager can be scheduled to poll units automatically on a regular basis to:

9 Collect network performance statistics and generate reports. The reports can be saved to
disk and emailed automatically.

9 Collect text files (such as event logs and configuration files). The files can be saved to disk
or zipped up and emailed automatically.

1 Check configurations i the complete configuration of the remote routers can be compared
with golden configuration files. A report can be generated and emailed showing any sites
that do not adhere to the golden configuration.

1.6 Audit Trail

Remote Manager stores details of all files and commands ever issued to remote routers in order to
facilitate auditing. These reports can be exported to other programs. (e.g. for further data
manipulation or just viewing on different PCs)

f
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2.0 INSTALLING REMOTE MANAGER

2.1  System Requirements

The System Requirements for Remote Manager vary depending upon the number of remote units
to be managed and also the number of units to be operated on simultaneously. For less than 1000
units the following specification should be adequate

1 Pentium or AMD processor 2.0 GHz or faster

1GB Memory

3.0 GB Hard Disk Space

Microsoft Windows XP Professional operating system

Microsoft Windows 2003 server (at least 2GB RAM recommended)
Or Microsoft Windows Vista (at least 2GB RAM recommended)
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1 communications ports. (Up to ten may be required when operating in multi-active-mode
using a non Direct IP connection method with multiple simultaneous connections.)

2.2 Installing Remote Manager

To install Remote Manager run the supplied msi program. Make a note of the chosen destination
installation folder as it will be required later.

Reboot the PC if prompted to do so.

2.3 Installing the Communications Device Driver

If you intend to dial out over ISDN using a non-direct IP connection method, before launching
Remote Manager it is necessary to install the driver for the local communications device (i.e.
Terminal adaptor) that is to be used by Remote Manager. Any Sarian or Digi Transport router can
be used that has both a serial port and an ISDN interface.

To i nstal/l t he driver in Wi ndows XP, access t he
Opt i ,docatéd in the Printers & Other hardware sub section.

Click on the AModekmsaAddb. and then clii

Add Hardware Wizard

Inztall Hew Modem M
Do you want Windows to detect your modem?

Windows will now try to detect your modem. Befare
continuing, you shold:

1. If the modem iz attached to your
computer, make sure it is tumed an.

2. Quit any programs that may be using
the modem.

Click Nest when you are ready to continue.

Jw Dion't detect my madem; | will select it from a list;

< Back ” et » Jl Cancel




On t
chec

=13
lw)

he dialog box which then appears check the
k box and click fANext. o

Add Hardware Wizard

Inztall Hew Modem .

Select the manufacturer and model of your madem. IF your madem is nat listed, or if you

M have an installation digk. click Hawve Digk.

Manufacturer Models )
{[Standard Modem Types] | 55 Communications cable between twa computers
Sarian

¥ Standard 1200 bps Modsm

s T © e

_g Thiz driver iz digitally zigned.

Tell me why diver signing is important

b

[ < Back “ MHewxt » l’ Cancel ]

Click on fiHave Diskod and browse to the Remote Man
afilecaledA RemManMul ti .infod. Thi s $aridnwreDigi Trasspos optaro pr i a
with a serial and ISDN interface. CI i ck on fAOpend then c¢click AOKoOo. T
12 different names to enable a different driver to be used for each communications port on your

PC:

Com01 Sarian Systems ISDN Device
Com02 Sarian Systems ISDN Device
Com03 Sarian Systems ISDN Device etc ..

Select the name matching the COMM port number that you wish to install the Sarian Device on.

Cl i ¢ k @ Ne xhedVvindowshconmairdcation port that your device is connected to and click
ANext o again. If a driver signing warning dialog
fFinisha Repeat this procedure for as many serial communication ports as you wish to use with

Remote Manager. (Remote Manager currently supports 10 serial communications ports.)

2.4 Configuring Remote Manager

Launch Remote Manager (see section 2.6). If a registration code is required you will need to

contact your vendor to receive this.

On the AMain Screenodo toolbar click the AOptionso

The following dialog box will be displayed:



¢ Options ==

General IListening Dplions] Active Options | Multi Active Settings | User Interfacel Users] Permissions] Email] Report Dplions]
Standard | Advanced | SSH |

ISDN dial pre-fix: I 1] Analogue dial pre-fix: |

FTP up timeout (s]: | 1800 FTP down timeout [s]: 180

DUN Pause: I 0 Local comm port #: | 1 Retry open comm port time (s): ] 10

Retry telnet #: I 0 %120 Connect Time(s): | 50 Use %% for v120: v
‘web browser path: ]C:\F’rogram FileshIntemet Explorerhiexplore.exe Browse |
Database path: |C:\Documents\ProgrammingiCode CooptRemote Managerisou ~ Browse | Upgrade DB l
ISDN device for - -
DUN connections: lComm Sarian Systems ISDN Device L]
Analogue modem for
DUN connections: ITDSHIBA Software Modem Ll
0K I Cancel I

I n the Mmimhopatt c#o f i ednmuncations port mummkeer tHtG/our ISDN device
iS connected to.

In the ISDN device for DUN connections drop down list, select the ISDN device installed following
the instructions in the previous section.

Finally click the OK button.
If Remote Manager is to be used in Multi Active Mode f or non fADire
connection methods (where up to ten units can be operated on simultaneously), it is

necessary to select the other COMM ports and ISDN devices on the screen accessed
by t he 0 M$ettingso A atbi.v e

2.5 Configuring Internet Explorer

As Remote Manager can make use of Internet Explorer it is necessary to ensure that the following
settings are correct.

In I nternet Explorer select Al nternet Optionso fr
Under fABr owsdlnigc kHicsnt o$etot i ngs. Ensure that I ntern
fornewerversionof st ored pageso AAutomaticallyo. Click O
Next select the AConnections Tabo. Ensure that AN

Finally click on LAN Settings and ensure that Internet Explorer is NOT configured to use a proxy

server or automatically detect settings or use an automatic configuration script. All check boxes on

this screen should be un-c hec ke d. Click OK on this screen and
screen.



2.6 Launching Remote Manager

A shortcut to launch Remote Manager can be found in the Windows start menu. After launching
Remote Manager you will need to loginwitht he def ault wusername of fAuser
ipassowor d

Clicking on the AOptionso button and sel e
edit or remove username and password combinations.
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3.0 MAIN SCREEN OVERVIEW

The Remote Manager fAmai

and a status bar at the bottom.

n -documentwndow with a Lolbartasthe dop

& Remote Manager B8]
Zz2 & » B G 8 H $H © e
Site Editor Operations Results Multi View Group Setup  Import / Export Options Poll Schedules Reports Stat Setup MAP
[@ Derby (F5 to refresh) =) B Find '&lljrﬁ
Site Name: | Derby ‘ ‘ Site Name: |
Site Number: | 0022 Site Code: | Node: | [ T I B l Site Code: I
\ I
Connection |File Linksl Update Commandsl Parametersl Groupsl Mergel Historyl Stats | Address/Nutes] PPP ISDN Number: I
V1201SDN Number: |
ISDN or SMS #: Usemare: Alistair 1P Address: [ NUa: |
PPP ISDN Number: Password: oo Serial Number: | Modet: |
VI2DISONNumber [ Sem#: [ HELDE ] M |
Site-Specific Parameter: v
%25 NUA: T Sotwae [ i flicos Eiy
Group: |~ Advanced |AII _'_l
Sarian P Address: 217.34.133.24 Model:
. . elected to Group(s) Select All Clear Search
PCIPAddess [ | Auomatic httppottno: r Dyna/(ChIId W|ndow \ | l |
Connection Methods ————————— Connect NOW: %‘SM—N”‘S I m
S 0030 Bridlington
Primary: [Direct 1P ~l Web ] et &gg; [C)O[r; (tim)
; I Hlee s
Secondaty:  [None | +120 (Diak-up) Dione Dione -
o e 0024 Gainsborough
Tertiary: | None L‘ %.25 (D channel] 0016 Gz:?hanr’: 0 = |
0025 Grimsby
Test 0004 Halifax
Test 001 Haworth
0003 Hull
Delete Operate New Save gggg :!kl?)"" ;
eighley
o Kenda v

38 units found

Scheduled Updates Disabled

Listen Ops Disabled UDP R¥s: 0

1

Scheduled Polls Disabled

(Insert! at start of search field for NOT. Wild cards * allowed.)

Clickingonatool-bar button wil

| cause

child windows can be moved (and sometimes re-sized) by the user. The next time the same child

window is opened it will appear in its previous position i.e. its position when last closed.
Holding down the Ctrl and Shift keys, and repeatedly pressing the Tab key allows the user to

switch between the child windows. This is useful if a child window you wish to use is hidden behind

another child window.

To exit the program, click on the cross at the top right of the main screen. If Remote Manager is
currently performing a remote operation, a system beep will sound and Remote Manager will not
program as

terminat e. To exi't t he

active mode operations are cancelled and scheduled polling is disabled.

soon

S ,gmo S S i
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4.0 SITE EDITOR

The site editor screen is primarily used to add or edit details for individual routers. The top of this
screen contains fields in which to record the site name and site number. The middle section of this
screen contains a number of tab-selected areas used for various purposes. The bottom section of
this screen allows the site details to be saved, new units to be created and existing units to be
deleted.

Unli ke most other areas of Remot e dMama e ra,r ec maon g ¢
the database until the fASaveo button is clicked.
(4 Haworth (F5 to refresh) =icio)
Site Name: | Haworth
Site Number. | Test 001 Site Code: | Node: | CODDAFS
Connection IFiIe Linksl Update Commands] Parametersl Groupsl Merge] Historyl Stats ] Address/Notes]
ISDN or SMS #: | Username: | alistair
PPPISDN Number: | 123 Password: | e
Y120 ISDN Number: | Serial #: | E5472
K25 NUA: l Firmware: l 5074
Router IP Address: | 192.168.50.254 Model: [ DRE420-HI&
http port no: I [~ Dynamic P IMSL: ]
PC IP Address: I v Automatic v UseSSH&SFTP E)%
— Connection Methods | 1 Connect NOW:
Primary: |DirectIF' L] Web ‘ Telnet
Secondary: I None :_] SSH
Tettiary: [None ~| V120 \ .25 (D)

Delete I Operate I New

Site Name

The ASite Nameo field is a text field used to sto
must have a name.

It is recommended that each site has a unique name but this is not a requirement. Two or more
sites may have the same site name.

Site Number

The ASite Numbero field is also a text field and
12



Every site in the database must have a number. It is recommended that each site has a unique
number but this is not a requirement. Two or more sites may have the same site number.

This field is not limited to numerical characters it is recommend that leading zeros
are included in any number scheme that does not start with a letter. E.g. for site 1 use

R0000010 instead of nlo. This wild/ ensur e
certain other sections of Remote Manager, the results will be as you are likely to
expect.

Site Code

The Site Code field is a text field that may be used for any purpose. Remote Manager does not use
this field for any special purpose.

Node

The purpose of thisfieldist o f aci |l it ateo aaft oimadi i du aldiferemidy uni q
routers. See section 4.1.6 for more details.

4.1 Tabbed Areas:

4.1.1 Connection

The connection tabbed pane stores the connection details for the individual router selected. It also
stores other miscellaneous information for example the firmware version, serial number and model

type.
This area also provides instant access to remoteroutersvi a t he NO@WoOnheotti onal it

ISDN or SMS#

For ISDN sites with MSNs, this field can be used to store the main ISDN number of the remote
unit. Usually this will not be a number that the remote unit will answer on, so Remote Manager will
never dial this number. The number(s) that the remote unit will actually answer on should be stored
inei ther the APPP | SDN Numbero field or the fAV120

For cellular deployments, the phone number of the remote unit should be stored here. This number
will be used if Remote Manager needs to send an SMS message to the remote unit.

PPP ISDN Number

This field should be used to store the PPP ISDN number of the remote unit. The remote unit should

be configured to answer with PPP when #dAdialledbo
dial-up-networking (DUN) connection to this number during a A Remot e Operationo o
NOWO session

V120 ISDN Number

This field should be used to store the V120 ISDN number of the remote unit. The remote unit
should be configured to answer with V120wh en Adi al |l edo on t tageswillusember .
this number for certaintypesof i Re mot e Opar atli2®dn G Comnec.t NowoO sess

X.25 NUA

This field should be used to store the X.25 NUA of the remote unit.

Remote Manager will use this NUA to connect to remote units during certain types of i Re mot e
Operatio n 0 anXr25f Connect NowoO session.

13



Currently Remote Manager is capable of connecting to remote units over X.25 via 2 methods.
9 Via a serially connected TransPort or Sarian router which is connected to an X.25 network

T Via a nGansRow&gr i a ohds conhected to an X.25network. The A Gat ewa)
TransPort/Sarian" must have an IP address accessible from the Remote Manager PC.

Remote Manager wil |l append the remote com
AX. 25 NUAO when <cal |l i ng.nadermdcomectvtd alcommand|l ow F
session on the remote router.)

Router IP Address

This field should contain the IP address of the remote unit. The default IP address is 1.2.3.4 as this
is the default IP address of a TransPort/Sarian unit answering with PPP instance 0.

If the router has an IP address directly accessible from the Remote Manager PC then this IP
address should be entered here.

It is possible to configure a primary and backup IP address in this field. This is useful if the remote
unit can be connected to the network via more than one interface (or APN or SIM in the case of
cellular). To use this functionality, both IP addresses should be entered into the same field
separated by an exclamation mark. Also ensure that on the fOptionsds ¢ r eRetmy cdnnection #:0
is set to a value greater than zero.

By default, over IP interfaces Remote Manager will attempt to connect to the remote unit via Telnet
using TCP port 23 or SSH on port 22. However if the remote r o u t Teelned server is available on
a different port number, this can be specified after a colon.

The following text represents the syntax for the fRouter] P Addr esso fi el d:
<Primary IP>[!<Secondary IP>][:<Telnet port number>]

The square brackets are used above to indicate that everything other than the primary IP is
optional.

http port no

If the web server on the remote TransPort/Sarian is to be accessed via a non standard http port
number (e.g. a number other than 80) this number can be configured here. Remote Manager will
then use this port numberf or any #fAConnect NOWO Web sessions.

Dynamic IP address

When Remote Manager is used in AListening Modebo
receiving the IP address of the remote unit in a UDP packet. If this IP address is dynamic rather

than static, then Remote Manager needs to behave differently so this check box should be
checked.

PC IP Address

By default, when dialling into a remote router using Windows™ dial-up-networking, the remote
router will assign an address to the PC during the PPP negotiation. The remote router may be
configured not to do this. In this case the IP address of the PC must be specified manually in this
field.

Please note that in this case the i A ut o nslaetkibaxanust also be un-ticked.
Automatic

Nor mal | y t h echeikAoxtshoma Ibeitickéd. This indicates that when connecting to a
remote unit via Windows™ dial-up-networking, the remote unit will assign an IP address to the PC
during the PPP negotiation. In the case where this does not happen this check box must be un-

14



ticked and the APC I P Addresso field must be popu
Username
The username field should contain the username that Remote Manager will use to authenticate
with the remote unit. This username will be used for command line sessions (e.g. via Telnet, SSH,
X.25 or V120) as well as for the dial-up-networking (DUN) connections.
Password
The password field should contain the password that Remote Manager will use to authenticate with
the remote unit. This password will be used for command line sessions (e.g. via Telnet, SSH, X.25
or V120) as well as for the dial-up-networking (DUN) connections.
Serial #
This field can be used to store the serial number of the remote router.
Remote Manager can be configured to collect this information from the remote

units.
Firmware
This field can be used to store the version of software (firmware) loaded on the remote unit.
Remote Manager can be configured to collect this information from the routers.
Model
This field can be used to store the model type of the remote router. Remote Manager can be
configured to collect this information from the routers.
IMSI
This field can be used to store the IMSI from the SIM card in the remote router. Remote Manager
can be configured to collect this information from the routers.
Use SSH & SFTP
When this check box is ticked, instead of using Telnet and FTP for remote operations, SSH and
SFTP will be used.

fﬁ"b
Clicking this key will toggle the display of the MD5 Fingerprint text field which shows the SSH MD5
fingerprint Remote Manager has stored for this site. If the MD5 finger printer for a site has changed
it is necessary to enter the correct finger print into this field or to delete it. If the finger print is
deleted from the site editor, Remote Manager will update the field next time it connects to the site
via SSH or SFTP.
This applies to Operations only, the fi el
NOWO SSH sesMDb5 nf.i nfgheer print wil/ be checke

SSH session however.
Connection Methods

Connection met hods ofconeectidgtd réneote enitst A way s o0

Three list boxes allow a primary, secondary and tertiary connection method to be specified for
each unit. These settings will be used for any remote operations that can be accomplished entirely
by command line access to the remote unit.

15



In the case of uploading files to the remote unit, direct IP or a PPP connection will
always be used. If the primary connection method is set to Direct IP then direct
IP will be used, otherwise PPP will be used.

The following connection methods are currently available:
X.25 D channel

Remote manager will connect to the remote unit by placing an X.25 call This can be achieved

through a locally connected TransPort/Sarian unit which is connected to an X.25 network or via a

iGat e WwansPor\Sar i ano whi ch i s X.26n neevork. e d T hteo faGmt e w
TransPort\Sarian" must have an IP address accessible from the Remote Manager PC. To enable

fgat eway modeod see t hien ctomd i fgQp taitd N0 sedrt & enryg.s

Remote manager will connect to the remote command sub address (99) to access the remote

command session and perform the operation.

PPP ISDN B channel

Remote manager will create a dial-up-networking (DUN)c onnect i on usmon g etltee t ferdo
il SDN Device for DUN connectionsod on the options
After launching the DUN connection Remote Manager will connect to the IP address specified in

the Al P Addresso field to perform the operation.
V120 ISDN B channel

Remote manager will connect to the remote unit using v120 rate adaptation via a locally connected
Sarian or TransPort router or terminal adaptor. The v120 ISDN number will be called and then the
remote command session accessed to perform the operation.

Direct IP

Remote Manager wi | | connect directly to the I P address
scenario the Remote Manager PC must have direct IP access to the remote unit. This is the most
commonly used connection method.

Analogue Modem PPP

Remote manager will create a dial-up-networking (DUN)c onnecti on using the fimo
iAnal ogue modem for DUN connectionsodo on the optio
After launching the DUN connection Remote Manager will connect to the IP address specified in

the Al P Addr eosmstieoderaterr. d t o per f

V120 then PPP

For sites that answer with V120 but when an IP connection is required for the operation.

Remote Manager wil/ connect via V120, i ssue the c
via PPP and issue the0 caosynada. fAibhingd wvd206o0o | onge
firmware can be configured to detect whether an incoming call is PPP or V120.

V120 variable ring count then PPP
For sites where multiple routers answer with V120 on the same ISDN number and an IP

connection is required for the operation.

Remote Manager will connect via V120 and check if the serial number of the router it has
connected to is the router it needs to update. If the serial number is wrong it will increment the ring
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count of the remote router (ATS0) hang up and try again until the correct router answers.

If the serial number is correct it will enable PPP answering, hang up and reconnect via PPP.
Direct IP via router PPP

Remote Manager will first establish a Telnet/SSH connection with the gateway router, (as
configured under Options A General A Advanced A X.25 Telnet Gateway/ PPP Sarian Gateway.
It will program the specified PPP instance with the ISDN phone number, username and password
from the site editor. It will issue a PPP deactivation command to ensure the gateway PPP link is
down. Finally it will establish a Telnet/SSH connection to the remote router routing through the
gateway router. This feature means that the gateway router does not need to be programmed with
the phone number of each site. It also means that each site can be configured with the same IP
address. This connection method can obviously not be use to connect to multiple units
concurrently.

Connect Now

The fAiConnect Nowo functi onal it yemateluhitoowga anyhoétheu s e r
correctly configured connection methods. Command line access is allowed through all connection
methods , web browser access through IP based connection methods only.

Web

Clicking on the AWebo button will c anitaceordReg mot e
to the following rules:

| f iDirect |l PO is selected as the primary conr
when fAWebo is clicked then Remote Manager Wwi
connect to the IP address specifiedin t he Al P Addresso field.

If any other selection is present in the primary connection method, then Remote Manager will
launch a DUN connection before launching the web browser.

WhenDUNi s used to connect to the remot eappesar.t e,
Clicking this button will hang-up the DUN connection.

When the fiPymamiress o c heicsteadbfasing the IP Addreds i the
Al P Addresso field Remote Manager wil/l l ook up
i n theal Age&rifield i n t he l i stening tabl e. Ad
connected to the remote unit it will log in via Telnet/SSH and check that the serial number of
the remote unit is as expected. If the serial number is incorrect the user will be warned.

fthe Crtk ey is held whi st the AWebd button is cl
connect to the secondary IP address rather than the primary IP address.

I f the fAUse SSH & SFTPO check box iusingHTTPX ed .
rather than HTTP.

In all cases Remote Manager will attempt to authenticate with the remote user using the
username and password in the site editor before launching the web browser. The web
browser will be connected to <ip of site>default.asp. The user will therefore not be required to
enter a username and password manually.

Telnet

ClickingTelmgtdo tbhuet tfon wi | | cause Remote Manager
according to the following rules:

| f iDirect Il PO is selected aseSHIFEkeypis helchdowry conr
wheifelnétd i s clicked then Remot #ultNamnal gpegramand! | I

connect and authenticate to the | P address spec
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If any other selection is present in the primary connection method, then Remote Manager will
launch a DUN connection before launching the in-built terminal program.

When DUNi s wused to connect to the remote site, a
clicking this button will hang-up the DUN connection.

See section 5.0 for details on using the in-built terminal program.

When the fiDynamic | P addressodo check box is chec
Al P Addresso field Remote Manager wsetial nurhberok up
i n t he iSeri al #0 field i n t he l' i stening t atb

connected to the remote unit it checks that the serial number of the remote unit is as
expected. If the serial number is incorrect the user will be warned.

SSH

Clicking on the ASSHO button will cause Remot e
to the following rules:

| f iDirect Il PO is selected as the primary conr
when ASSHO is cl i cked,nchieinbutlteermva pragra and sonmnéct | a u
and authenticate to the | P address specified ir

If any other selection is present in the primary connection method, then Remote Manager will
launch a dial-up-networking (DUN) connection before launching the in-built terminal program.

When dial-up-networking (DUN)i s used to connect to the remot
button will appear. Clicking this button will hang-up the dial-up-networking (DUN) connection.

See section 5.0 for details on using the in-built terminal program.

When the fiDynamic | P addressd check box is chec
Al P Addresso field Remote Manager will l ook up
i n t he iSeri al #0 field i n t he l' i stening t atb

connected to the remote unit it checks that the serial number of the remote unit is as
expected. If the serial number is incorrect the user will be warned.

If the Ctrrkey i s hel d whi st the AWebd button is cli
connect to the secondary IP address rather than the primary IP address.

V120 Dial-up

Clicking on tulpe ofAMW2AQG oDiwa Il | cause Remote Manc:
theremot e wunit using the | SDN number specified i

connected, Remote Manager will access the remote command session, authenticate with the
remote unit and then launch the in-built terminal program.

See section 5.0 for details on using the in-built terminal program.
X.25 (D channel)

Clicking onchhenalX)@5bg¢gDton will cause Remot e
the remote wuni-t using the NUA specif dBRanoté n t he
Manager will access the remote command session, authenticate with the remote unit and

launch the in-built terminal program.

See section 5.0 for details on using the in-built terminal program.

4.1.2 File Links

The HfAFkislce ariena all ows file lIlinks to be assigned t
from the PC to the remote unit during a remote operation.
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@ Remote Manager B[=[]

7 8 # E G 8 H $ © W ¥ A

Site Editor Find Operations Multi View Group Setup  Import / Export O;‘;ﬁons Poll Schedules Reports Stat Setup
[@ Barnsley (F5 to refresh) =] =] B8 Find

Site Name

Site Name: | Bamsley
Site Number: | 0010 Site Code: | Node: |

Site Number: Site Code: |

Main ISDN Number:

Connection  File Links IUpdale Commands | Parameters | Groups | Merge | History | Stats | Address/Notes | ERESDE Rinber

V120 1SDN Number:
Firmware Files L’ IP Address:

| Full Path I Serial Number:

WWalistairc\RM FILESYR4420\mage1 127 \\alistairc\RM FILES\IR4420 sEaEt
Walistairc\RM FILES\IR4420Nmaged.c3 Z 3 5
Whalistairc\RM FILESHR4420\ OGCODES. TXT e RN Eat i View I Evortes R oo i |
Meb  \alistairc\RM FILES\IR4420004304975 web - 2
shios1 MalistaircARM FILES\IR44204sbios1 Qo - @ - ¥ | Osearch {2 Foiders | [23]~

\ Address |2 \ilistaircIRM FILESVIR 4420 B

Folders

File Catagories © g4 Sarian
File Links = 9 alistairc
Bl :

e B S
=) shios 1

# L RelNotes
= & RMFILES
Add Catagory Remove Catagory Clear ® 3 R4420
@2 Printers and Faxes
() Scheduled Tasks
Delete Operate Ne: © 1§ Ben
— ® ® Coin
® J Despatch
* a Frands
* Q Jonbennett
£ ﬂ Jriley
] ﬂ Jules
i #_ W Karen
< m
5 objects selected 2.05M8 % Local intranet

| Scheduled Updates Disabled | Listen Ops Disabled [ UDP RXs: 0 [ Scheduled Polls Disabled 7

The drop down |l ist (top) contains a number of fil
help organise the file links. For example it might be desirable to split the files into 2 categories e.g.
firmware files and configuration files.

The main list view (centre) displays a list of the files links assigned to the current unit that are also
members of the category selected in the drop down list.

To add file links to the list, simply open Microsoft Windows Explorer, select the files you desire to
Aldnkclick and drag these files into the list vie

The files themselves will not be stored in the database. It is the responsibility of the user to create
a folder structure in which to store the files.

Even if Remote Manager is currently to be run on only one PC and all the files to be uploaded are
stored on that same PC, it is recommend that files are mapped via a network UNC (universal
naming convention). This will allow other PCs running Remote Manager on the network to access
the same files in the future.

An example of a UNC is as follows:
\\RemMan1\RemManFiles\2002.07.09 Cust\image

\\RemMan1 A This is the network name (host name) of the PC running
Remote Manager.

\RemManFiles A This is the share name (or the name of the shared folder) on the
PC running Remote Manager.

\2002.07.09 Cust A This is the sub-folder name of the folder containing the files to
be linked.

\image A This is the name of the actual file that is linked to the current unit
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The fAClearo button can be used to quickly delete
currently selected unit.

Individual units or groups of units can be selected in the list view with the mouse or keyboard and
then deleted by pressing the ADeleted button on t
the AFile Linkso screen.

New file categories can be added gpry@emawnmdd iRem
Categoryo buttons respectively.

If a file category is currently in use (i.e. at least one file link is a member of the
category) it cannot be removed.

It is important to understand that file links are assigned to units on an individual basis. i.e. if 10 files
are linked to 10 units, the underlying database will contain 10 x 10 = 100 file links. This means that
it is possible to link individual files to individual units. (e.g. a config file). However it is not
recommend that individual configurations are managed in this manner as Remote Manager
provides separate support for site-specific parameters.

If a file is linked with any of the following names, special behaviour will occur when the file is
actually loaded onto the remote unit:

shiosl

A move fAsbiosl sbioso wildl command wiThisltechniqgue i s s ue
must always be used if the boot loader (shios file) is to be upgraded.

imagel

Ademageo afmrdent hiemagel i mageod commands wiinhagefilbe i ss

will only be updated if and when the FTP upload of the new image file has been successful. This
reduces the risk associated with upgrading the image on file on a remote unit. This technique can
only be used on remote units with enough free flash space for simultaneous storage of two copies
of the image file.

*web

If uploading a file with the three character .web extension or wb2 extension, Remote Manager will
first check to see if there is already a file on the remote unit with a .web or .wb2 extension. If there
is Remote Manager will delete it before starting the upload. In order to use the minimum amount of
flash space necessary on the remote unit, Remote Manager will not upload the web file until any
imagel and sbhiosl files have been fully upgraded i.e. the commands mentioned in the previous
two paragraphs have been issued. To FTP a .web or .wbh2 file to the router, it is therefore
necessary to ensure that Arename and rebootodo oper
AFil e aghudr aGoinofni Updated operation. I f this is not

other extension and issue an update command to rename it back to .web or .wb2.
4.1.3 Update Commands
The fAUpdat e Coisiwhere dommands thatare to be issued to a remote unit (in order

to update the configuration) are entered.

The update commands area contains a large text area where multiple lines of text can be entered.
Each line of text is treated as a separate configuration command and will be issued to the remote
unit when a relevant remote operation is executed.

To enter a command simply Atypeodo (or Ap
thet ext field on the AUpdate Commandso t a

To remove a field, simply delete the command from the largetext f i el d on t
area.

It is important to understand that each command is assigned to each unit on an individual basis.
i.e. If 10 commands are assigned to 10 units, the underlying database will contain 10 x 10 = 100
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command assignments. This means that it is possible to assign individual commands to individual
units and thus update the values of site-specific parameters. However it is not recommend that
site-specific parameters are managed in this manner as Remote Manager provides separate
support for site-specific parameters.

For a AFile & Configuration xpdgtadmyr emontmandp evi &
character will cause the command to be entered BEFORE the files are uploaded. (Rather than

after the file is loaded and (optionally) the unit has been rebooted as is the case with any command

not prefixed wi t h A ~0.) A save ¢ o mnaaynpdefixeadscommants so iftheu e d af
operation option fAReboot and reconnect a ffixeed r upl
commands will not be saved to flash.

1 Anycommand prefixedwi t h Ai~0 will be ignored by the fACo
1 Commands that are entered here will look similar to the contents of the config.dao file.

1 To set a TransPort/Sarian router parameter value back to its default, set it to an
exclamation mark.

eg.to remove a username from the fppp 0 1
following command:

Appp O username !0

For more information on the u/2& of the A~0 charac
4.1.4 Parameters

The parameter area lists the names and values of site-specific parameters. The values of site-
specific values can be edited manually be selecting the appropriate cell and typing in the value
from the PC keyboard.

The following special keys/key-combinations are available:
Ctrl+C A Copy

Ctrl+V A Paste

Ctrl+X A Cut

Delete A Deletes the entire entry

Backspace A Deletes the last character in the entry.

Double clicking a site-specific parameter value will display the selected value in a special editor if
more powerful editing is required (The editor supports the use of cursor keys etc.).

Each group of units can have site-specific parameters assigned to it. Therefore the site-specific
parameters that are displayed on this screen are dependant upon the group(s) that this unit is
currently a member of; See section 9.0 (Group & Site-Specific Parameter Management) for details.

Remote Manager can be configured to connect to the remote sites and obtain the values of the
site-specific parameters and store them in the database automatically. See section 7.2.5 for
details.

Site-specific parameters values can be imported or edited in bulk by making use of the
Import/Export facility. See section 10.0 for details.

4.1.5 Group Membership

The AGroup Membershipd area can be used to view o0
member of.

The list box on the left hand side (LHS) shows the group(s) that the unit is currently a member of.
The list box on the RHS shows the group(s) that the unit is not currently a member of.
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To assign the current unit to a new group or groups, simply select the group(s) that you wish the
unit to be a member of on the right hand side (RHS) a n d

button.

click

t he

iAssign

To withdraw membership from a group or groups, simply select the group(s) that you do not wish

t he

uni t to be a member of

4.1.6 Configuration Merge

on t he

LHS

and cl i

The Configuration Merge facility allows many of the values in the editor to be assigned to whole
groups of units rather than just the unit currently loaded in the editor. This is necessary if new
firmware or configurations are to be rolled-out to groups of units.

Additionally it is possible to clear site-specific parameters for groups of units and to assign
individual file links to i

screen.

Merging the current details to groups of units

Currently the following values can be merged:

T

=A =4 =4 =4 =4 4 4 -4 -4 -9

1

Update Commands
File links
Connection Methods
IP Address

Dynamic IP

PC IP address
SSH/SFTP mode
Automatic IP
Username
Password

Stat Collection settings
SSH MDS5 fingerprint

ndi vi du

a l

s el

ck t

uni t's based

To use the configuration merge facility simply select the group or groups to which the current
configuration is to be transferred. Make the appropriate selection in the drop down list to either:

- Update units that are in ALL of the selected groups

or

- Update units that are in ANY of the selected groups.

Ne xt click the ATransfer cCu

rrent configuration to

A dialog box will then be displayed with options relating to the list above.

Make the appropriat e Nexge blawvdhuttom & pragress bar Will display thé e

progress of the configuration merge. This procedure can take several minutes for large groups of
units. This procedure cannot be cancelled oncethei Mer ge No w0

Clearing site-specific parameters from groups of units

bu

tton has

The values of all the site-specific parameters for all the units in the selected groups can be deleted.
This is achieved by selecti
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Bulk linking of individual files to individual units.

It is possible to add file links for individual files to individual units in an automated manner.

This i s made

possibl e

by the i

necl

uns i Doent aoi fl

node field will usually (but not necessarily) be set to a unique value for each individual unit. A

stoh es cir o

file/folder structure should be set up such thatsub-f ol der s with the name of t
exist in some folder.
For example, consider 3 units each with separate node names:
I nodenamel
I nodename?2
I nodename3
A folder should be created which has the H@ANodeo
example figure below.
. Hode Route E]@
File Edit Wiew Favorites Tools Help ;’f
OBack - tr' /.-x: Search [ Folders E\*
Address || CrikmpiMode Route v E] e
Folders X | nodenamel
' 1I2inodenamez
+1-{2) Program Files fad
#) RECYCLED ICinodenannes
+-J) Joftware
+1+) Swstem Yolume InfFormation
=) tmp
+-) MWode Route
1) test files
) win 9 .
{3 WINDOWS v
< | >
3 objects (Disk free space: 1,17 GE) 0 bytes J Iy Compuker
When the merge operation is run, the files in each of the sub folders will be added as file links to
the unit(s) where the sub-f ol der name matches the ANodeo field v
To perform this operation, first select the group(s) of units that the file links are to be added to.
Then c¢click the ALlienckt efdi Igerso upos ubnaistesd iunposne node nar

The following dialog box will be displayed.
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&3 Node file merge facility

First selectthe "root" folder which should contain
sub-folders with hames matching the units' node names:

E3C:A

Atmp
£ Node Root
(2 nodename1
([ nodename?
[ nodename3

EE -

Next select the file catagory of which to make the new
files members of. NB all other files already mappedto a
unitin the selected catagory will be removed.

[Fimware Files R

Cancel | Merge Now

Select the root folder in the top section of the dialog box. (The root folder is the folder that contains

the sub-f ol ders with the same nandeesd afsi etlthdes . ¥y alNieext ofs
category that the new files links are to be members of in the bottom section of the dialog box.
Finally <c¢licko thtwet tioke rgred Niotwe f il e | i nks wil!l be
progress bar will display the progress of this procedure.

Copy Site Number to Node

This button when clicked will copy the contents of the site number field to the site node field. This is
useful if your folder structure of site specific files is based on site number.

4.1.7 History

The history area displays historical information pertaining to the unit currently loaded in the Site
Editor

Listening mode IP address history

I f Remote Manager has been used to perform an ope
then the IP addressesus ed (which may be dynamic) wi || be v
address historyo box.

Additionally, Remote Manager will display at the top of this list, the last IP address it received via a
UDP packet for this unit regardless of whether a remote operation has been performed on the unit
via AListening Moded or not.

Remote operation session history

All the remote operations ever performed on the current unit are listed in the remote operation
session history list. Clicking on a list entry will display a summary of files loaded and commands
issued during the selected operation.

The #nADisplay ALL historyodo button wildl i st t he
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operations for the current unit.
4,1.8 Stats

If stats are to be collected from a unit by means of a scheduled poll, afterthe i St at i styped CIl as
has been created on titmestbe Sappet to Be unitign this mlbed pana of

the site editor. Highlight the required stat class on the right and assign it to the unit by clicking the
AfAssign selected usderaedts. t o uni to button

Remember t hat adiltyean lfieMsed @ epply the current selection to
entire groups of units.

4.1.9 Address/Notes

The address section can be used to store the address of the remote unit. If the post code or the

Latitude and Longitude fields are populated then these will be used by Remote Manager to plot the

site on the Map. The Map iMAPOV ibsuitbtloen bpyr oosliideldi ntgl
MapPoint ™ is installed.

The notes field is intended to be used for historical purposes e.g. on 1% December this site rang up
with problem AX0 and the solution was to do AYo.

The fAiGo to Lat/ Long or Post Code on mapo button c
site currently loaded in the site editor.

4.2 Creating, saving and deleting units

421 The fANewoO button.

~

To create a new uni-t click on the ANewo button. T
changes have been made.

A new unit is not actwually cr butdnedlickedn t he

The user will be prompted to specify whether or not the new unit should be based upon the
settings currently present in the editor.

Choosing AYeso will cause the new unit to:
1 Be a member of all the groups that the current unit is a member of
1 Have the same site-specific data that the current unit has
1 Have the same connection methods that the current unit has
1 Have the same update commands that the current unit has
1 Have the same file links that the current unit has
The following fields will be wiped blank:
Site Name
Site Number

Main ISDN number
PPP ISDN number
V120 ISDN number
X.25 NUA

Serial Number

=A =4 =4 4 4 4 4

Software Version
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= =4 =4 =4 4 -4

Model

Site Code

Node

Address Fields
Note Field

http port number

422 The nSaveo Button

To update the database with the settings currentlyinthesiteed i t or c¢cl i ck t he fASavec
No changes made in the site editor are saved to t
423 The fADel eteo Button
To delete a wunit in the database <click dhesittehe AL
editor. It is not possible to delete units that:

1 Are member of groups

1 Have site-specific parameter values

1 Have file links

1 Have update commands

1 Have history (i.e. Have been involved in a Remote Operation.)

 Have stats
To delete units thatcannotbe del et ed by this met hod95. see APower
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5.0 BUILT-IN TERMINAL PROGRAM

The built-in terminal program allows command line access to the Remote TransPort/Sarian unit.
The built-in terminal program is usually launched bythe use of the ACONNECT NC
the ASite Editoro.

r&é‘ Remote Unit E]@

at
0K

XModem Send I Close l

' 4

Whenever the terminal program is launched by Remote Manager, Remote Manager will
automatically authenticate with the remote unit so it is not necessary for the user to do so.

It is possible to open more than one terminal program simultaneously when the remote units can
be connected to using a direct IP connection.

The AXModem Sendo button can be used t TDandPorteonsf er
Sarian router via the X-modem file transfer protocol. The remote unit must be prepared for this file
transfer e.g. by issuingthei x modem <f i | enameommar@dR>0 Sar/ OS

The terminal program has copy and paste features built in. These can be accessed either by right
clicking in the text area and making the appropriate selection on the pop-up menu or using the
control keys:

Ctrl+C A Copy
Ctrl+V A Paste

The paste command includes a special feature to paste clipboard contents line by
line leaving a short pause between lines. This means that remote units can have their
configurations updated by the user simply pasting into the terminal program a few
updated lines from the config.dao file.

Clicking the fAClosed button wi indcasedthe somnedtitnéotheer mi n
remote unit as well. (V120 & X.25 over ISDN D-Channel)
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6.0 FIND

The AFindd screen can be used to search for wunits
i Load the units into the site editor
9 Assign the units to a group (i.e. prior to performing a remote operation on the group)

1 Remove the units from a group

The search criteria can be entered in one or more of the following fields:

i Site Name

1 Site Number

1 Site Code

1 Main ISDN Number

1 PPP ISDN Number

1 V120 ISDN Number

1 IP Address

T NUA

9 Serial Number

1 Model

91 Software Version

1 Node

1 Site-Specific Parameter Value

9 Notes
The search can also be restricted to units that are members of any one group by making a
selection in the AGroupo drop down | ist.
Clicking the AAdvancedod check box allows the sear
several selectable groups. Making a selection in the drop down list (only visible when the
fAdvancedd check box is checked) allows realblts t

selected grSeupstedAlL or wunit anybdbfthasel ac e dmegbeups o
Selectedo) .

If entries are made in more than one of the search criteria fields, the search results will only contain
units that satisfy all of the search criteria i.e. match all search fields.

By default, the site name field automaticall y fcvairldds 06 t he sear ch. For exan
in the site name will result in a match i f ALeedso is found anywhere in
Al so by default all other fields must match exact
All fields ( apart from fASite Nameo) all ow the wuser to s

character (*). A few examples follow:

Searching for A01274*0 in th
1

PPP | SDN Number f i €
PPP ISDN number begins withthear ea code A0 4
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Searching for A*9906 in the ASeri al Number o field
number ends with the numbers fA9960.
ng

Sear chi for A*393A*0 in the Site Number fei el d
number contains the characters A393A0 in order bu

Prefixing the search field with an exclamation mark (!), will result in a hit if the unit does NOT
contain the value entered into the search field.

Once the search criteriakhas been entered, clicking the ASearctl
The number of matches will be displayed on the LHS and the individual search results are
displayed in a list at the bottom of this screen.

Double clicking a search result will select a unit to be loaded into the site editor.

Clicki Add/Rembve Sé&l ect ed to Group(s)o button will all
the search results to be added or removed from one or more groups.
Clicking the fASel ect eaAritdfeaundbut t on wi | | select all
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7.0 OPERATIONS

A fAiRemote Operationo is some function that is per
9 collecting data from the remote unit
9 updating the configuration of the remote unit
1 uploading new firmware to the remote unit
Remote Manager supports 3 main methods of executing a remote operation:
1 Active Mode
M Multi Active Mode
9 Listening Mode (of which thee are 3 sub types)

Active Mode

In Active Mode Remote Manager actively connects to one router at time once using a variety of

connection method s , t he most common being ADirect | PoO. On
update the configuration and/or firmware as appropriate. Remote Manager can be configured to

update 10006s of routers vi a sequdntialyeo thiscalldtakebut it
long time.

Multi Active Mode

In Multi Active Mode actively connects to up to 50 routers concurrently, using a variety of
connection met hods, t he most common being ADirect
update the configuration and/or firmware as appropriate. Remote Manager can be configured to

updat e 1000 06 sMubiActive madé, and & suficieat bandwidth is available, the average

time per operation can be up to 50 times as fast as Active mode.

Listening Mode

Listenngmode operations are created by ticking the <chc¢
ARemote Operationso screen. When fAExecute Operat:.
choice of three operation sub types.

The AEnabl e Listen OJewecrebnunust e nsedtoendble ksterihg mdde
operations.

Listening Mode i single operation on each serial number

This mode is designed primarily for rolling out updates to routers with dynamic IP addresses. It can
also be used during commissioning to automatically apply a configuration to a router when it first
connects to the WAN network and sends a UDP heartbeat packet.

To use this mode the correct serial number must be present for each site in the site editor. Also the

remote routers must be configured to send a UDP heartbeat to the Remote Manager PC IP

address. (The parameters for this are called "Heartbeat IP/destination” and "Heartbeat interval (s)"

on the TransPort or Sarian router® Ethernet or PPP interface configuration web pages.) If the IP
address is dynamic, then the ADynamic | PO check b

Remote Manager will wait until it receives a UDP heartbeat containing the serial number of a unit
that it is due to perform an operation on. Once such a UDP heartbeat packet arrives, RM will
perform the operation on that unit. If successful the operation will be marked as complete and no
further changes will be made to the remote router.

Listening Mode i reoccurring operations on each IP address

This mode is designed for use in a system where each site has a fixed IP address that is somehow
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locked to the site and not the router.
To use this mode the correct IP address must be present in the site editor for each site.

Once an operation has been set up for a group of units, any UDP packet that arrives from an IP
address matching that in the site editor for one of the units in the operation will trigger an update.
Once this update has occurred the serial number of the site will be updated in the site editor. No
further operations will be performed on this IP address provided the serial number does not
change. If the unit on site is swapped out and replaced with a new unit, then the serial number in
the UDP packet from the fixed IP address will change and another operation will be performed. It is
thus possible to have routers automatically updated with the latest firmware and site specific
settings when they are swapped out.

Care must be taken not to havier emocrceurtrhianng 00 naep efr Lait
one site at once. Sites can be added or removed
screen, right clicking on the operation session i
Sessiono

Listening Mode i reoccurring operations on each IMSI

This mode is designed for use in a system where each site has a SIM card allocated to it. To use
this mode the correct IMSI (SIM card) number must be assigned to each site in the site editor.

Once an operation has been set up for a group of units, any UDP packet that arrives with an IMSI
number matching that in the site editor for one of the units in the operation will trigger an update.
Once this update has occurred the serial number of the site will be updated in the site editor. No
further operations will be performed on the router with this IMSI number provided the serial number
does not change. If the unit on site is swapped out and replaced with a new unit, provided the SIM
card is taken out of the old unit and inserted into the new unit, the serial number in the UDP packet
from this IMSI will change and another operation will be performed. It is thus possible to have
routers automatically updated with the latest firmware and site specific settings when they are
swapped out.

Care must be taken nottohavemor e t han one fAkievstcenirmgnihlodeperat
one site at once. Sites can be added or removed
screen, right clicking on the operation session i
Sessiono

7.1 Choosing units for remote operations.

Remote operations can be performed on individual units or one or more groups of units.

To perform a remote operationononeor mor e groups of wunits, ensur e
displayed and make anappropr i ate selection in the fAGroups to
l'ist select either AUNnits in ANY selected groupo
selected groupo is selected then a rembataeaper at
member of any of the selected groups. I f AUnits i
operation will only be performed on units that are members of ALL the selected groups.

To perform a remote operation on an individual unit, ensurethat t he ABy Siteodo tab
then type the site name or number into the text field. When a match is found the unit details will be
displayed in the area below.

To switch between entering a single unit by site number or site name, click the
labelent i t 1l ed ACIick here to search by number ¢

It is usually easiest to perform an operation on just a single group of units. Use of the
AAdd/ Remove Selected units from Group(s) owaptatt on
ensure that the group contains only the units you want to perform the operation on.
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7.2 Operation Types

The operation to perform is chosen by making

a se

Clicking on the nAConf ildisptaga dapgboxathai alowsvariols ogtian® n - wi |

to be set for the chosen operation.

It is important to realise that these options are global in nature. For example, consider that a
remote operation is created and executed with the operation options configured with certain
settings. Consider also that some of the updates were unsuccessful and the user has decided to
re-run the same operation at a later time. If before the operation is re-run, the operation options are
changed, the new operation options will apply when the operation is re-run.

To re-run an operation see section 8.2.
The following section details the remote operations and their various options.

7.2.1 Directory Wiping Update

This operation was included for a specific project and is unlikely to be useful for the majority of
users.

7.2.2 Configuration Update

When run in active or multi active mode, the "Configuration Update" operation will attempt to
connect to the remote unit via the primary connection method. If this fails an attempt to connect on
the secondary and then tertiary connection methods will be made.

Assuming one of the connection methods is successful, once connected, any configuration update
commands assigned to the remote unit will be executed and normally saved.

ftheiCheck remote for correct serial number o
remote unit Remote Manager will check that the serial number of the remote unit matches that
currently stored in the database for the unit. If the serial number does not match then the operation
will be aborted.

In the operation options, if the "Include site specific parameters" check box is checked then any
site-specific parameter values currently stored in the database will also be programmed into the
remote unit.

I f the fASave Ch &ticged,gh@en aften issaikg thie corfiguration update commands
Remote Manager will save the changes to flash on the remote TransPort/Sarian by issuing a
ficonfig 0O saved command.

If the "Check for read only config.da0" check box is selected, Remote Manager will check the
status of the config.daO file. If this file is found to be read-only then it will be marked as read-write,
the save command issued and then marked as read-only once again.

I f the AMar k &fimwarebnfFegunatiremd onlyodo check
Remote TransPort/Sarian that belong to the following list will have the permission changed to read-
only. (If the permission is currently set to read write.)

image
filter.bin
sregs.dat
x3prof
nobios.bin

image4.c2

=A =4 =4 =4 4 4 -4

image5.c2
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f contains fA.webo
1 containsii. wb 20

1 logcodes.txt

1 config.da0

1 config.dal

1 fw.txt

| f AfCol |l ect seri al # and firmware version when d
the serial number and firmware version of the remote unit and overwrite the values in the database
for this unit to match.

I f ASet time before disconnectingod is ticked then
time on the remote unit to the current system time on the Remote Manager PC.

7.2.3 File Update

The fFile Updated operation uploads the files assigned to the remote unit via FTP or SFTP. In an
i A c tMode@operation Remote Manager will connect to the remote unit either via PPP or direct
IP. This depends upon the setting of the primary connection method for the individual units.

In the operation options, it is possible to configure this operation to only upload files of the selected
categories by making the appropriate selection in the list box. Checking the "All file categories"
check box will ensure that files in all categories will be uploaded to the remote unit regardless of
the selection in the list box.

If a file named sbiosl is uploaded, a "move shiosl shios" command will be issued in order to
upgrade the boot-loader. (But only if the "Reboot and reconnect after upload” check box is ticked.)

If a file named imagel is uploaded, idel i mageo
issued. (But only if the "Reboot and reconnect after upload"” check box is ticked.) This is so that the

image file will only be updated if and when the S/FTP upload of the new image file has been
successful. This reduces the risk of upgrading the image file on a remote unit. This technique can

only be used on remote units with enough free flash space for two copies of the image file.

If uploading a file with the three character .web or .wb2 extension, Remote Manager will first check
to see if there is already a file on the remote unit with a .web or .wb2 extension. If there is Remote
Manager will delete it before starting the upload. In order to use the minimum amount of flash
space necessary on the remote unit, Remote Manager will not upload the web file until any imagel
and sbiosl files have been fully upgraded. (This only occurs if the "Reboot and reconnect after
upload" check box is ticked.)

If the ACheck remote for correct serial number o
remote unit Remote Manager will check that the serial number of the remote unit matches that

currently stored in the database for that unit. If the serial number does not match then the

operation will be aborted.

If the "Reboot and reconnect after upload” check box is ticked (default), the unit will then be
rebooted after the S/FTP upload is complete and any sbios and image files have been fully
updated. Remote Manager will then re-connect to the remote unit in order to check that the unit is
still functional. Before attempting to re-connect Remote Manager will wait for the amount of time
speci fied i n t Xeecandsdorrenoont el Wian itt XtXo r eboot o

If the "Check for read only files" check box is checked then Remote Manager will check if any of
the files on the remote TransPort/Sarian are read-only before attempting the upload. If any read-
only files are found they will be marked as read-write, overwritten and then marked as read-only
again.
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I f the AMark all C ofile$ asg eraat ioond y& FEihremikfiledbenmthe i s

Remote TransPort/Sarian that belong to the following list will have the permission changed to read-
only. (If the permission is currently set to read write.)

image
filter.bin
sregs.dat
x3prof
nobios.bin

image4.c2

contains nA.webo

. wbh20o

o

contains
logcodes.txt
config.da0

1

1

1

1

1

1

1 image5.c2
1

1

1

1

1 config.dal
1

fw.txt

I f ACol |l ect seerivalr s# oaan ds hi¢kédr tndmBReraocde Manager will read the
serial number and firmware version of the remote unit and overwrite the values in the database for
this unit with the values just read.

| f AnCol |l ect | MSI1 0 is ticked, R e moeemae ulMtaandaogeearite
the values in the database for this unit with the current value.

| f iUse Remot e Di, Ranoté Manager svill tryitcsupldad the fded to the remote
directory specified for the file category. Note that most TransPort/Sarian firmware does not support
remote directories and that this behaviour is reserved for special projects.

7.2.4 File & Configuration Update

When run in active mode or multi active mode, the "File & Configuration Update" operation will first
connect to the remote unit via PPP or direct IP. This depends upon the setting of the primary
connection method for the individual units.

Remote Manager will then upload the files assigned to the remote unit via S/FTP. In the operation
options it is possible to configure this operation to only upload files of the selected categories by
making the appropriate selection in the list box. Ticking the "All file categories" check box will
ensure that files in all categories will be uploaded to the remote unit regardless of the selection in
the list box.

If a file named sbiosl is uploaded, a "move sbiosl shios" command will be issued in order to
upgrade the boot-loader. (But only if the "Reboot and reconnect after upload” check box is ticked.)

t

If a file named iemhgemageouphdadbéen fden i magel

issued. (Again only if the "Reboot and reconnect after upload” check box is ticked.) This is so that
the image file will only be updated if and when the FTP upload of the new image file has been
successful. This reduces the risk of upgrading the image file on a remote unit. This technique can
only be used on remote units with enough free flash space for two copies of the image file.

If uploading a file with the three character .web or .wb2 extension, Remote Manager will first check
to see if there is already a file on the remote unit with a .web or .wb2 extension. If there is Remote
Manager will delete it before starting the upload. In order to use the minimum amount of flash
space necessary on the remote unit, Remote Manager will not upload the web or wb2 file until any
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imagel and shiosl files have been fully upgraded. (This will only occur if the "Reboot and
reconnect after upload" check box is ticked.)

I f the ACheck remote f @dkbox s tickee thén afteeconnecting to eashb e r 0

remote unit Remote Manager will check that the serial number of the remote unit matches that
currently stored in the database for that unit. If the serial number does not match then the
operation will be aborted.

If the "Program site specific parameters" check box is ticked, then any site-specific parameter
values currently stored in the database will be programmed into the remote unit normally after the
reboot.

If the "Reboot and reconnect after upload" check box is ticked (default), the unit will then be
rebooted after the FTP upload is complete and all sbios and image files have been fully updated.
Remote Manager will then re-connect to the remote unit and issue the update commands and
optionally program in any site specific parameter values. Before attempting to re-connect Remote

Manager will wait for the amount Xedcontisifooremoeprtci f i e

to rebooto

If the "Reboot and reconnect after upload" check box is not ticked then the upload commands and
site specific parameter commands will be issued immediately and saved.

Any Aupdate commandso prefixed wi tpload.ii ~0

This can be a handy way to disable potentially dangerous parts of the configuration
whilst the FTP upload completeseg. i~ppp 1 rebootfails !
automatic reboot of the remote unit during the FTP wupload. When the
TransPort/Sarian is rebooted by Remote Manager at the end of the FTP transfer any
such configuration changes will be lost (e.g. in the above example the reboot
behaviour will be restored to normal).

If the "Check for read only files" check box is ticked, then Remote Manager will check if any of the
files on the remote TransPort/Sarian are read only before attempting the upload. If any read-only
files are found they will be marked as read-write, overwritten and then marked as read-only again.
Additionally, before attempting a configuration change save, Remote Manager will check the status
of the config.daO file. If this file is found to be read-only then it will be marked as read-write, the
save command issued and then marked as read-only once again.

I f  Alvags mark firmware & c onf i g f i | eheck boe ia ticked, all fiksdon the Remote
router that belong to the following list will have the permission changed to read-only. (If the
permission is currently set to read write.)

1 image
filter.bin
sregs.dat
x3prof
nobios.bin
image4.c2
image5.c2

contains A.webo

o

contains fA.wb2
logcodes.txt

x3prof

config.da0

=A =4 =4 =4 =4 4 4 -4 -8 - -4 -4

config.dal
35

0

c

W

0l



T fw.txt

| f the ACol |l ect seri al # and firmware versiono c¢h
the serial number and firmware version in the database with those on the remote site at the end of
the operation.

I f t he A Cahéckhoxidtickedyifemate Manager will overwrite the IMSI in the database
with the current IMSI read back from the site.

I f AUse Remote Directoriesod is ticked then Remot e
directory specified for the file category. Note that most TransPort/Sarian firmware does not support
remote directories and that this behaviour is reserved for special projects.

I f AAdd GPRS PIN no to confi g. deaxtractthelcarentRIN t i cked
number, PPP 1 username and PPP 1 password from the site and replace the PIN number,

username and password in the config.daO file with these details before uploading. Note that the

config.daO file you are loading must contain the exact text:

modemcc 0 epin *

ppp 1 username *

ppp 1 epassword *

For this replacement to work.

I f the AAppend SSPs to config.dax filed check box
parameters to the bottom of the config.daO file before uploading the file to the site. This is essential

if you are going to reboot the remote site and the site specific parameters are required in order for

it to reconnect to the network. Note that any [CFG] and [END CFG] statements must be manually

stripped out of the config.dax file that Remote Manager is configured to load. This is because the

SSPs will be appended literally to the end of the config file and if [END CFG] is present they will be

after this line and thus ignored by the router.

I f the ASwitch to SSH after r eboopageasrelodtsahe kemdieco x | s
uni t it will enabl e t he\SsFiTtPed ef doirt drhidsa tsa bt aes ea nedn tart
the site using SSH rather than Telnet after the reboot. This is useful if the new configuration files

that have just been loaded have disabled Telnet and enabled SSH.

7.2.5 Retrieve Site Specific Parameter Values

When run in active mode or multi active mode, t he ndkedpdxiviei ¢ par amet e
operation will attempt to connect to the remote unit via the primary connection method. If this fails
the secondary and then tertiary connection methods will be used if required.

Assuming that one of the specified connection methods is successful, the current value of any site-
specific parameters will be read from the remote unit and saved into the database. The serial
number, software version, model number and IMSI will also be recorded if the appropriate check
boxes are ticked.

I f the fAiCheck remote for correct serial number o
remote unit Remote Manager will check that the serial number of the remote unit matches that

currently stored in the database for the unit. If the serial number does not match then the operation

will be aborted.

I f Indtead ofisaving site specific data from unit to database, check that the data on the remote

unit matches that stored in the database06 check box i s ticked. Then ins’
the site specific parameter in the remote unit and storing them in the database, RM will check that

the current values in the remote units match those in the database. If they do not match then the
operation will fail and the reason for the mismat
the AOperationso screen.)

Normally when connecting to a remote unit RM will delete all the values it has stored for the site
specific parameters and then read back the new values. If an error occurs whilst reading back
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some of the new values then t biomtdeeaernvaluesofaxistingb | a n k
SSPovalues check box is ticked then the current values will not be deleted, any values still present
will be overwritten with the current value.

7.2.6 Connectivity Test

When run in active mode or multi active mode, the "Connectivity Test" operation will attempt to
connect to the remote unit via the primary connection method. If this fails the secondary and then
tertiary connection methods will be used if required.

Assuming one of these connection methods is successful Remote Manager will optionally "log-in"
to the remote unit depending upon the status of the log-in check box on the operation options
screen.

Checking the "Override individual unit connection methods" check box will cause Remote Manager
to use the connection methods specified here rather than those specified on the individual units
when performing the connectivity test.

The ATry al/l selected connection methodsd check
connection methods regardless of whether an attempt on the previous connection method was
successful or not. If special site specific parameters are available (CT Primary, CT Secondary &

CR Tertiary), then the result of the connectivity test on each connection method will be stored in

the site specific parameter. See section 9.3.5 for more details.

7.2.7 BERT Test

Remote Manager can run a Bit Error Rate Test (BERT) on remote TransPort/Sarian units provided
that the remote units respond to the fAloop ad co
2000 series TransPort/Sarian or later.

Remote Manager will collect:
1 The number of bit errors (up to a maximum of 922337203555477 errors).
1 The number of seconds in the test containing at least 1 bit error.

1 The number of Severely Errored Seconds (SES). This is where more than 6000 bit errors
occurred in one second.

When a BERT is run Remote Manager will first connect to the remote unit using the available
connection methods. Next Remote Manager will instruct the remote router to answer the next call
with the ISDN interface set to loop-back mode. Remote Manager will then instruct the locally
connected router to perform a BERT test on the remote unit and collect the results. If the router
connected successfully on the unit's v120 number then the BERT test will be performed on the
v120 number, otherwise the BERT test will be performed on the PPP number.

The I ength of time in seconds for the BERdmottest <c
Operation Optionso.

On a healthy ISDN line 1 or 2 errors in a 60-minute test (3600 seconds) is acceptable.
7.2.8 Set time after connecting to remote units

I f the ASet time after connecting to remote units
1 Configuration Update
i File Update
1 File & Configuration Update

operation, Remote Manager will set the time of the remote unit immediately after connecting. If this
fails for any reason Remote Manager will not terminate the operation with an error (as it would for
every other problem)
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7.3 Launching update operations.

Anumber of check Openaters Goeen determinefivhich type of operation will be
performed.

The AListening Modeo check box is used to deter
accomplished by listening mode or active mode.

The fiSchedul ed Operati on f oractiveanbde pperatiorhtebe kundia x wi |
later time.

The fAMtveModed check box wildl Cc a u s raulti tadiive modp seeat i on
section 7.6).

The ARetry Fai lwilcas ®emoth Rlandkger boaesrun any operations that fail first
time. The number of retriest hat wi | | occur i s det erAaiverOptbnsby t h
tabbed pane of the AOptionso screen.

The dAHal't Check Boa if ticked wilb cause Remote Manager to terminate the remote
operation session if an operation on a single unit fails. This can be used if you are not confident
about the changes you are making and wish to avoid repeating any serious mistakes you might
have made on all the units in the session.

Once the appropriate settings édtaiven d etewnt tnoard es h a thle
initiate the remote operation.

7.4 Results

The result of each operation attempt wil!/ be disp
clicking the AView Logd button. Any f aeé fhilure wils wi | |
also be visible in the log. This log is lost when Remote Manager is shut down but it is possible to

save a copy of this |l og by c¢clicking on the ASave

later in the results screen. See section 8.3.

7.5 Active Mode

For an active mo d e operati on, as soon as t he AExecut e C
Manager will attempt to connect to the first unit to be updated. A progress bar positioned at the
bottom of the th Renmdt escOpema wi | | di splay the pr.

attempted / total sites to connect to. If appropriate a further progress bar will appear when
fS/FTPi n dil@s to the remote unit to display the S/FTP progress for the site currently being
updated.

Clicking AStop Operationo at any time wil!/ cause
soon as the action on the unit currently being updated is complete. It is possible to re-run (or
resume) an operation at a later stage by clicking on the fRetry Operationsd6 but t on i n the

S ¢ r e &ter Gelecting the operation session in the list. Units that have not been attempted will be
attempted first followed by units that failed on previous attempts. Units on which the operation was
successful last time will not be updated again. It is also possible to instruct Remote Manager to re-
run the operation on individual units regardless of whether the operation was successful in any
previous attempt. See the results section (8.1) for guidance on this.

It is possible to use more than one instance of Remote Manager (on more than one PC or on the
same PC) to speed up the active mode operations. To do this, ensure that all instances of Remote
Manger (on the different PCs) are reading from the same database. On the primary RM PC, set an
active mode operation running. On the other Remote Manager PCs, find the currently running

operation in the ARemote Operation &k)Lhck onntheSu mma
fRetry Operationsd b udnd this will cause the other instances of Remote Manager to work on
the same fAOperation Sessiono simultaneousl!ly. Re mc

to ensure that more than one instance of Remote Manager will not attempt to update the same site
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at the same time. Once a site has been successfully updated it will not be updated by further
instances of Remote Manager. Any sites that are skipped because they have already been
operated on successfully or are currently in the process of being operated on will be shown by
black entries in the log.

7.6 Multi Active Mode

Wh e n fi MatiietMo d e O i s s e | e c anagdr, will Renneottte up Mo 50 units
simultaneously to perform the remote operations. The maximum of 50 simultaneous units can only
be achieved when using the f#fADirect | PO connecti

maximum number of 10 units can be updated simultaneously;
9 dial up networking connections
M v120 connections

1 X.25 connections

Wit h AdidweMboide 0, i f not usi ng ADi itismetessanPto comfiguren e ct i
Remote Manager to use as many COMM ports and ISDN devices as are required. This is
accomplished by makingc hanges on t he A Mudtdabbed gaoenohteecfitO pSsadotni n g
screen (See section 11.6.).

For any connection method other than nioPrPnaPall SADANc tH
Modeo t ActveMatled should Berfabnl Dt reetal Pdmplgonnec
ensure that the TransPort/Sarian devices attached to the PC communications ports are capable of

making simultaneous calls on the protocols that are to be used (i.e. v120, X.25 etc).

For the connection met hod APPP It&Sr®ddnfidre the Rematee | 0 i t
routers so that they all have different IP addresses. It is also necessary to ensure that no two

remote routerst hat wi | | be connected to simultaneousl y h
Otherwise the PC would not be able to determine which dial-up-networking (DUN) connection to

route the IP packets through.

The easiest way to achieve this is to ensure that each Remote TransPort/Sarian has an IP address
on a different network.

It is normally necessary to re-configure 2 parameters on the remote TransPort/Sarian unit to
achieve this. These are the PPP parameters fipaddroand fipminofor the PPP instance that will be
answering the ISDN call.

Ai paddro is the actual | P address of t hsetheRFPP i n:
address that will be assigned to the dial-up-networking (DUN) adaptor of the PC. Unlike with
normal polling mode, these 2 IP addresses must be in the same network.

With nor mdbdaac¢t-tupanetwokinga(DUN) connection that Remote
Manager <creates will have the TCP option AUs
set. This means that all packets to an IP address on a different network will go
through this connection. This is why when a TransPort/Sarian with the default
configuration assigns the PC an IP address of 10.10.10.0, the PC is able to route
packets to the TransPort/Sarian on IP address of 1.2.3.4 (on a different network)
through this connection. Wi t h  fAMivel Ma d e 0 , the fAUse defaul
remote networ ko imthda diabup natworking @dnnectiant So the IP
address of the dial-up-networking (DUN) adaptor on the PC must be on the same
network as the remote TransPort/Sarian6s | P addr ess.

An example of a suitable class C addressing scheme follows. For every site set the last digit of the
IP address to 1 and the fipminovalue to 2. Change the second and/or third octets of the IP address
to alter the network for each site.
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Entry ppp O ipaddr ppp 0 ipmin ‘

Site 1 192.0.1.1 192.0.1.2
Site 2 192.0.2.1 192.0.2.2
Site 3 192.0.3.1 192.0.3.2
Site x 192.78.32.1 192.78.32.2

When fA Kecute Op e r a tis digked, Remote Manager will display the progress of each
simultaneous update on t he @ BMulstcir e ¥ine w Tomprises & scmolaldenlist of 50
status areas that show the individual progress of all units undergoing a remote operation.

7.7 Listening Mode

Clicking on the fiExecute Operati on oMulbVidwbsocreenion A L i
be displayed. This screen comprises a scrollable list of 50 status areas which show the individual
progress of alll units undergoing a Iis¢thensamescreeper at i
that is used in multi active mode.)
¥ Listening Mode Remote Update (Listen Operations Enabled) =)-
10.1.9.10 -
FTP uploading image. File 3 of 6.
I
10199
2 FTP uploading image. File 3 of E.
I
101.9.8
FTP uploading image. File 3 of E.
I
10197
4 FTP uploading image. File 3 of &.
|
101.96
FTP uploading image. File 3 of E.
= =
Close Display H

If listening mode operations have not been enabled already in the current Remote Manager

session then Remote Manager will not yet attempt any operations. To enable listening mode
operations click on the fAEnabl e Operationso butto
will change to fAListen Ops Enabl edo.

40



Whenever Remote Manager is running i t Ali stenso for UDP
units containing the IP address, unit identity and serial number of the remote unit.

Whenever such a packet i's received, it S
Manager similar to the one shown below:
r' AlLIP addresses E]@‘

Unit Icientity | Serial Number |IP Address | Time Stamp

Test4%s> 6527 10194 04/08/2002 16:00:00

Test5%s> 5559 10.1.95 04/08/2002 16:00:00

Test6%s> 2840 10.1.96 04/08/2002 16:00:00

Test 7%s> 4997 101.9.7 04/08/2002 16:00:00

Test8%s> 5477 10198 04/08/2002 16:00:00

Test9%s> 5482 101.99 04;/08/2002 16:00:00

Test10%s> 2235 10.1.9.10 04/08/2002 16:00:00

Test10%s> 5879 10.1.2.88 04;/08/2002 16:00:00

Wash Angel GPRS Test 7403 62.136.14.216 26/11/2002 09:51:50

ss57404> 7404 10.246.248.35 26/11/200212:27:40

Close I Refresh |
The | istening table can be accessed by cl

RXs:0) in the status bar at the bottom of f

updated every time a UDP packet is received.

Whenever Listening Operations are enabled, Remote Manager will continuously check the

database for any units that require updating. If the serial number of a unit that requires updating is

found in the HALiIistening Tabled and various ot hert
perform a remote operation on the unit.

I f a wunit I's marked as having a dynamic |
screen of the ASite Editoro and if the rei
Manager will wait for a new UDP packet containing the new IP address after the
reboot before completing the operation.

7.7.1 Listen Operation Options

A number of Listening Mode Operation Options govern the exact behaviour of Remote Manager
with regard to updating remote units in listening mode. These options can be found by clicking on
the AOptionsodo button of ktimeg mai n hteo dilLb astt eln dh gt O

7.8 Scheduled Operations
It is possible to createan i Act i ve Mo dAetive Mord efioMuolpteir at i on t o be ru
in time. This is a scheduled operation. To create a scheduled operation:

1 Onthe Remote Operations screen,tick t he box | abelled fiSchedul e

i Click on the date and time controls underneath this check box and enter the date and time
you wish the operation to run.

Select the individual site or groups to update as normal.
Select the operation type as normal.

Ti c k t haetiveimddedcheick box if the operation is to be carried out by multi active
modeo.

Click on fExecute Operationo

Enter a name for the operation
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The scheduled operation has now been created. Provided that scheduled operations are enabled
the operation will be run on or after the scheduled date and time.

To enable scheduled operatednOpecht ¢k nCGpdertattle od IS
screen. Then click the but t on fAEnabl e Scheduled Updateso. The

the status bar will change to AScheduled Updates

Also visible on this screen are any scheduled updates that have not yet been run. By clicking on
AEdi t Schedul tecohangd theitime apmiishghie scheduled update will run. Clicking on
iDel ete Schedul eo wild. r e mescheduleihe entry from the

It is still possible to view the deleted schedule as an operation in the Results

screen and even manually runthe oper ati on b yRettyl Qperdionsog o n
button.
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8.0 RESULTS & RE-POLLS

The Operation Results can be accessed by clicking

This wildl di splay the M@ARemote Operation ®etssi on
Operation Sessions ever attempted.

The results section is where re-polls of individual units and failed operations are
initiated.

8.1 Remote Operation Session Summary

The operation sessions are sorted by date with the most recent at the top. Clicking on a session
name will display the statistics for the session in the area below.

Ejﬁemote Op?atfoli Session §hmmary _@_@
Session Name ICreatiDn Date |User Name
Get 3SP '05/11/200913:54:34 | ACRAVEN
Screen Shot Test 13/09/2002 21:21:09  Sarian
New site 30/07/2002 10:33:35  Sarian
New Site 25/07/2002 12:40:01  Sarian
New site 24/07/2002 14:29:59  Sarian
New site 24/07/2002 13:33:34  Sarian
Collect up-to-date sites specific values 17/07/2002 16:33:31  Sarian
Update Operation 10, Customer A Firmware Upgrade 12/07/2002 21:17:14  Sarian
12/07/2002 16:23:18 _ Satian
Update Operation 8, Customer A Collecting Parameters 12/07/2002 16:19:11  Sarian
Update Operation b, Customer C Configuraiton Update 12/07/2002 16:16:58  Sarian
Update Operation 5, Customer D Configuraiton Update 12/07/2002 16:15:59  Sarian
Update Operation 4, Customer E Configuraiton Update 12/07/2002 16:12:11  Sarian
Update Operation 3, Customer F Firmware Upgrade 12/07/2002 16:04:29  Sarian
Update Operation 2, Customer G Firmware Upgrade 12/07/2002 15:53:29  Sarian =
-Update Operation 9, Customer B Configuraiton Update ~VIEW FILTER (Use Wild-Card )
Date of poll: 12/07/2002 16:23:18
Total units in session: 49
Operations notyet attempted: 0
Successful operations: 49
Unsuccessful operations: 1]
Time of first operation: 12/07/2002 16:23:19 Hide Selected Entries
Time of last operation: 12/07/2002 16:23:58
Valid From: I~ Show Hidden Entries
Valid ta:
Reset Locks | IActive Mode _:_I
Refresh View Activity Log | Retry Operations Close

The statistics include:

1 Date of poll
1 Total units in session
1 Total operations not yet attempted
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Successful operations
Unsuccessful operations
Time of first operation
Time of last operation
Valid From:

Valid to:

Wherever t her e ar e unsuccessful operations, t he
highlighted in bold red text.

View Filter
The vie
into th
the title.

It is also possible to permanently filter out (or hide) certain entries. To do this select the entries you

wish to hide @e&ndedIleicdlk dtoh e uit Hioch. Whenever the faSl
is NOT checked, the hidden entries will not be displayed.

= =4 =4 =4 4 -4

all ows unwanted operatisnemén A®O

w filter
[ I d will cause Remote Manager to only

s fie

To unhide all entries, hol d dé&nmriesos tbiufttt oamand c¢cl i ck

To unhide individual entries, click the checkbox A Show Hi dden Entri eso, sel ¢
toun-hi de and t hestmidli skl tlkéeé efddnbutton.

Operation Type
By making selections in the drop down list, it is possible to change the operation type e.g. from
Listening mode to Multi Active Mode.

Refresh

Clicking the refresh button will cause the display to be updated (i.e. with any recently created
remote operations).

8.2 Retry Operations

Clicking t he A Rlutton will capse Ramotie oviarkager to attempt to perform
operations on all units in the selected session that have either failed or not been attempted
previously. The remote operatio ns  wi | | be at tneodepnt egarbd/l eisAsc td fv et he
for Listening Moded setting. When this budltton
automatically be launched to display the progress of the operations. If the original operation was

created in multi active mode then the retry will also take place in multi active mode.

8.3  Session Results
Double clicking a session entry will cause the individual results for the selected session to be

displayed in a new window. By making the appropriate entry in the drop down list at the top of the
screen this window can be configured to display all results, successes only or failures only.
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[ Screen Shot Test Results:
Show: |AII ~|

|| — Site Number l— Site Name | ‘ Time Stamp ] — Result |— Reason — Extranfo
20-1 20-1 13/09/2002 21:23:41 Success No further informat
20-2 20-2 13/09/2002 21:26:32 Success No further information
20-3 20-3 13/09/2002 21: Success Nao further information
20-4 20-4 13/09/2002 21: Success No further information
20-5 20-5 13/09/2002 21: Success No further information
20-6 20-6 13/09/2002 21: Success No further information
21-1 21-1 13/09/2002 21: Success No further information
212 21-2 13/09/2002 21: Success No further information
21-3 21-3 13/09/2002 21:45:24 Success No further information
21-4 21-4 13/09/2002 21:48:06 Success No further information
21-5 21-5 13/09/2002 21:50:48 Success No further information
21-6 21-6 13/09/2002 21:53:29 Success No further information
22-1 22-1 13/09/2002 21:56:11 Success Nao further information
22-2 22-2 13/09/2002 21:58:54 Success No further information
22-3 22-3 13/09/2002 22:01:37 Success No further information
22-4 22-4 13/09/2002 22:04:19 Success No further information
22-5 22-5 13/09/2002 22:07:01 Success No further information
22-6 22-6 13/09/2002 22:09:43 Success No further information
23-1 23-1 13/09/2002 22:12:24 Success No further information
23-2 23-2 13/09/2002 22:15:06 Success No further information
23-3 23-3 13/09/2002 22:17:47 Success No further information
23-4 23-4 13/09/2002 22:20:29 Success Nao further information
23-5 23-5 13/09/2002 22:23:10 Success No further information
23-6 23-6 13/09/2002 22:25:51 Success Nao further information
24-1 24-1 13/09/2002 22:28:33 Success No further information
24-2 24-2 13/09/2002 22:31:15 Success No further information
24-3 24-3 13/09/2002 22:33:56 Success No further information
24-4 24-4 13/09/2002 22:36:37 Success No further information
24-5 24-5 13/09/2002 22:39:18 Success No further information
24-6 24-6 13/09/2002 22:42:00 Success Nao further information
<l d

Retry Selected Unit(s) Print | Save |

Each column can be re-sized and the new column and window size will be remembered for next
time this screen is loaded.

Clicking on the column titles will allow the columns to be ordered alphanumerically by the column
clicked (The default is to order the entries by the Time Stamp).

The ASaveodo button can be used to save the current

The APrinto button can be used to send the curren

8.3.1 Retry Selected Unit(s)

Clicking the fRetry Selected Unit(s)o button will cause Remote Manager to re-run the remote

operation on the selected unit(s) whether or not the previous attempt was successful. When this
button is clicked the ARemote Operationslagythecr een
progress of the operations.

Retries initiated in this manner willalwaysb e carri ed out Moy emeoiftreal A Act i
original operation was runini Mu | t i MoAdcetoi.v e

8.3.2 Activity Summary
Double clicking any entry in the Session Results screen will cause a history window to be

displayed listing any files uploaded, commands issued or site-specific parameters set during the
remote operation.
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[EH Activity Summary B @[x]

FILES LOADED:

Load Date: 13/03/2002 21:21:26 File: C:\Remote Manger Files\Cutomer 1 Files\LOGCODES. TXT
Load Date: 13/09/2002 21:21:37 File: C:\Remate Manger Files\Cutomer 1 Files\nobios.bin

Load Date: 13/09/2002 21:21:54 File: C:\Remate Manger Files\Cutomer 1 Files\image5.c2

Load Date: 13/09/2002 21:22:07 File: C:\Remate Manger Files\Cutomer 1 Files\sbios1

Load Date: 13/039/2002 21:22:11 File: C:\Remote Manger Files\Cutomer 1 Files\FILTER.EIN
Load Date: 13/03/2002 21:22:50 File: C:\Remate Manger Files\Cutomer 1 Fileshir1140.web

Load Date: 13/09/2002 21:23:33 File: C:\Remate Manger Files\Cutomer 1 Files\image

COMMANDS ISSUED:

NO COMMANDS ISSUED

SITE SPECIFIC PARAMETERS:

NO PARAMETERS SET

Close |

It is also possible to access this data on a per-unit basis via the history tab of the
site editor

8.4  Activity Log

One potenti al d Session Roeascukb naelfo fitAhcet i v i t y  Sisithamiaonly o

shows the result of the most recent attempt of an operation. For example if an operation fails twice

S

c

r

and on the third att eSegsibn Rietsuil $ ssucceeehulwi | 1 he hid
Summ

ASuccesByd bringing up the detailed AActivity
work out that there was more than one attempt at the operation (e.g. if it shows a file was loaded
twice or a command was issued twice) but sometimes it will not be (e.qg. if the serial number check
failed, or the attempt to connect was not successful).

Clicking AView Activity Logo wil!/ show a 1| og
in this log if an operation is attempted three times and fails on the first two attempts, the reason for
failure on the first two attempts can be found.

of

I n addition to recording any remote operations

attempts.
5 Activity Log S[E[>]
Search Log; I ‘ Date Filter: [~ From: I04/1 2/2006 | To IU4/1 222006 o~ ! Search Hit F5 for refresh
1 Log # | Log Entry l User I Time Stamp | &)
‘ 1 Connect now (TELNET) attempt to IP address "192.168.9.99" Drake Detecto... Sarian 14/09/2006 13:49:42 ™
2 Connect now (TELNET) attemptto IP address "192.168.2.99" Theatre Royal... Sarian 14/09/2006 13:52:06
3 Drake Detector (0002) result: (2) - Failed to connectto remote unit. Reason: ... Sarian 14/09/2006 13:53:38
4 Mayflower West A (0007) result: (2) - Failed to connectto remote unit. Reaso...  Sarian 14/09/2006 13:53:38
5 YMS05 (0012) result: (2) - Failed to connectto remote unit. Reason: Unablet..  Sarian 14/09/2006 13:53:39
6 YMS15 (0016) result: (2) - Failed to connectto remote unit. Reason: Unablet..  Sarian 14/09/2006 13:53:41
7 Barhican Detector (0001) result: (3) - Failed to login to remote unit. Reason: ... Sarian 1470972006 13:53:41
i YMS08 (0013) result: (3) - Failed to login to remote unit. Reason: Did notrec..  Sarian 14/09/2006 13:53:43
9 Theatre Royal Detector (0009) result: (0) - Success. Sarian 14/09/2006 13:53:47
10 FO3 Gdynia Way (0005) result: (0) - Success. Sarian 14/09/2006 13:53:47
1 YMS01 (0010) result: (0) - Success. Sarian 14/09/2006 13:53:47
12 Western Approach Detector (0027) result: (3) - Failed to login to remote unit. .. Sarian 14/09/2006 13:53:47
13 Regent Street Detector (0008) result: (0) - Success. Sarian 14/09/2006 13:53:47 I
| 14 Masdlnwer Fast A (NNNRY result (N - Success Sarian 14/M9/20NK 137347 ‘V‘

Print Save
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The fADate Filterodo can be udsmagied bnahe becreemi By defablteoniya mo u n t
operations run on the current date will be displayed.

The fASearch Logo field can be used to only displeé
in the fASearch Logo fiel d. efltbetextym wishhtesedicB mraandc h L o ¢
then click the ASearcho button. tTakr ¢ hev €& Dtah e da

box.
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9.0 GROUP & SITE-SPECIFIC PARAMETER MANAGEMENT

To access the group and site-specific parameter management clickonthe A Gr oup Setupi |
the main toolbar.

Most Sar/OS parameters can be configured as site-specific parameters that Remote Manager can
both set and read.

Remote Manager assigns site-specific parameters to groups. This means that the site-specific
parameters available in the site editor for any one unit are dependent upon the groups that the unit
is a member of.

The AGrouPpeciSiitce Par ameter Management o0 section
panes. These allow:

9 Groups to be created, edited or deleted
9 Units to be assigned / removed from groups on a bulk selection basis

1 Site-specific parameters to be created, edited or deleted

9 Site-specific parameters to be assigned or removed from groups

9 All units in selected groups to be deleted (including the deletion of the unit history)

9.1 Groups

The AGroupsoO screen allows groups to be created,

V@ 'Group & Site Speciﬁé‘ Parameter Wanagement S|E

Groups I Power Group Membershipl Site Specific Parameters I Assignments ] Power Delete ]

Add. Edit or Delete Groups:

Bravo Group
Charley Group
Delta Group
Echo Group
Foxtrot Group
Golf Group
Hotel Group Add Group
India Group
Juliet Group
Whisky Group

Edit Group

Delete groupl(s)

Clear group(s)

FEE

Close |
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9.1.1 Creating a new group

To create a new group click on the AAdd Groupo bu
click OK.

9.1.2 Editing agroup

Toeditan exiting group name, select the group to be
group name as appropriate.

9.1.3 Deleting a group

To delete a group select the group or groups to d
If the group to be deleted has members then the user will be warned about this but still allowed to

delete the group. NB The sites that are members of this group will not be deleted; they will simply

cease to be a member of the deleted group.

9.1.4 Clearing agroup

Toremove allunit s from a group oOor groups, sel ect t he arpy
Group(s)oO0 button.

9.2 Power Group Membership

The APower Group Membershipo screen allows wunits
group in bulk.

The group that the units are to be added/removed from should be selected in the drop-down list on
the RHS. The site names of all units that are currently a member of that group will be displayed in
the list below.

&3 Group & Site Specific Parameter Management BE

Groups Power Group Membership | Site Specific Parametersl Assignments | Power Deletel

This page allows multiple units to be quickly added/removed from the group selected on
the RHS

(" Orderby stename (= i

View filter for units not currently a memeber of group

selected on RHS. Group to which units will be added or removed:
|4LL GROUPS ~|  |Charley Group ~|
10063  [Park Road) [ 10.1.9.10(10.1.9.10)
10064  (Abbey) y 10.1.9.11(10.1.9.11)
10065  (Boundary) - 10.1.9.6 (10.1.9.6)
1007  (SALFORD) 10.1.9.7 (10.1.9.7)
10073 [Pelican) 10.1.9.8 (10.1.9.8)
10078 [Tumnpike Garage) 10.1.89.9 (10.1.9.9)

1008 (Grove Road)

1008  (STRETFORD)

10081  [Haughs)

10084  ([Acre Lane)

10085  (Showground)

10087 (Stuart)

1003  [MANCHESTER [MARKET ST))

10096  [South Mimms Truckstop)

10098 (Tey)

10106 [wWelsh Harp)

1011 (BOLTON (NEWPORT ST))

1011 [Brooklands)

10111 (Brimsdown) :
1012 [WARRINGTON) b

Assign selected units on left ta group on right Remove selected units on right from group l

Close |
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The main list on the LHS shows all units that are not a member of the group selected on the RHS.
The drop-down list on the LHS is a filter for this view. This makes it possible to view on the LHS all
members of AGroup A0 that are not currently

al

SO

select AGr oupdoo liin tt hoen drhoep RHS and slewnkstohthdl Gr o ur

LHS.
To assign or remove units from the group selected on the RHS, select the appropriate groups in
the | ist boxes and then click MfAAssi gn veskleced

units on right from groupod as appropriate.

9.3 Site Specific Parameters

The ASite Specific Par-apeditvalues th bexteated,editedand l[daleted.
A site specific parameter can be nearly any configuration parameter on a remote TransPort\Sarian
router. These parameters are completely user configurable i.e. the user enters the command to
both read and set these parameters on the router into Remote Manager.

Sometimes special customer specific values (i.e. non router parameter values) are incorporated
into Remote Manager. In this case the set-text and read-text entries act only to tell remote
manager that the parameter in question is the customer specific value. In this case Remote
Manager will function as it has been programmed to rather than executing the command on the
remote unit. An example of this follows:

One Remote Manager user stores their own customer specific configuration files on the
Sar i\anaus s dlash. Rénmote Manager has been programmed to read a version number out
of one of the customer specific files and store this in the database as a site specific parameter.

& Group & Site Specific Parameter Management BE

Gloupsl Power Group Membership : Site Specific Parameters 3| Assignmenls] Power Delete I

Add, Edit or Remove Site Specific Parameters:

Name Set Text Read Text £
Dione patch version update.cmd

Eda 1 hotcard ON eda 1 hc_on edalhc_on?

Eda 1 hotcard port eda 1 hc_asynb edal hc_asynb ?

Edacom 1 merchnum eda 1 merchnum eda 1 merchnum ?
Edacom 1 TID eda 1 termid eda 1 termid ?

Email From event 0 from event 0 from ?

Email Subject event 0 subject event 0 subject ?

Email To event0to eventOto ? bl

Delete Edit Add

Repeat Set Commands:

Add Repeat Command l

Delete Repeat Command |

Close
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9.3.1 Creating a new parameter

To create a new site-specificcp ar amet er, click on the AAddo button
displayed:

/< Add / Edit Site Specific Parameter

Standard Settings

Name: [ it Identification
Set Text: | cmd 0 unitid
Read Text: | cmd 0 unitid ?

Advanced Settings

I~ Read parameter value from external access database

Column # in exteal access database:

Cancel | oK |

I n Naemed field enter t Bpecifiopamametenf t he new site

In the @8xto fiel d, coremandets prograne in thea sité-IPeRific value. For
example,t he A UNi t Iparameterisket (cfart 0 m ntdoh eommamdiline as folkows:

fcmd O unitid the_name< CR> 0
(Where <CR> is Carriage Returnand fi t h e _ risahm gafue of the parameter)
In the above example the following text would nee

ficmd 00 unitid

n teadiRext o f i el dcomnmmahdeo read the siteSspecific @eBameter (from the
outecammand | ine). I n the above example, the foll
Texto field:

ficmd O owunitid ?

—_

Click AOKO to create the new site specific par ame

9.3.2 Editing a parameter

Toedit an exiting parameter, select the parameter vy

9.3.3 Deleting a parameter

To delete a parameter, select the parameter you w

Currently it is not possible to delete site-specific parameters that are assigned to groups. If it is
necessary to delete a site-specific parameter that is assigned to a group or groups, first remove the
group assignment. See section 9.4.

9.3.4 Repeat set commands

When Remote Manager is programming the value of site specific parameter into a remote unit,
sometimes it is necessary to program in this value more than once i.e. into many parameters.

An example of this is where Remote Manager is being used to manage routers with an
authorisation table in (e.g. This is the case when a router is used with an Edacom device.). A
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merchant number or floor limit may need to be set for several different card ranges yet only one
site-specific value is required in Remote Manager. The Repeat set command facilitates this.

To add a repeat set command click on the AAdd Rejy
the Aset texto for the repeat command. There is n
be assigned to any one site specific parameter.

9.3.5 Special Read Only parameters.
Remote Manager is programmed with special behaviour for a number of read only site specific

parameters. To use these features, create a new parameter, | eave the nset texto
firead texto to labeoval ue from t he tab

Suggested Name Read Text Description
Stores the result of the last connectivity test on the
Con Meth 0 conmethO primary connection method
Stores the result of the last connectivity test on the
Con Meth 1 conmethl secondary connection method
Con Meth 2 conmeth2 Stores the resul_t of the last connectivity test on the
tertiary connection method
ASY 1 BAUD asylbaud Reads the baud rate of ASY 1
Module Make gprsmake Reads the GSM/ 3G modul e
Current PPP 1 IP ppp 1 status Reads the current PPP 1 IP address
Signal Strength modemcc 0 signal ? Reads the current GSM/3G signal strength.
Module Firmware modemcc 0 firmware ? Reads the firmware version on the GSM/3G module.
ADSL Status #1 adslinfo 0 Reads the current ADrcS)lIJ_tg:gdem status on legacy
SA Count sastat Reads back details of the IPSEC security associations
currently up and stores a count of these.
Up time uptime Reads the routers up-time the time since the last reboot
Flash Size flashsize Attempts to work out the flash size by adding flash used
to flash free from the output of the dir command.
ADSL Status #2 adslst Reads the current ADSL modem status on DR64x0
routers
ISDN ST at\mibs=st.dstat Reads the ISDN status

9.4 Assignments

The assignments screen allows each site-specific parameter to be assigned or removed from one
or more groups.

First select the appropriate site-specific parameter in the drop down list. Any group that this
parameter is assigned to will be displayed on the LHS. The groups that this parameter is not
assigned to will be displayed on the RHS.

To assign or remove this parameter from a group or groups, make the appropriate selection(s) in
the | ist and then click the AAssign site specifi
value fromsel ect ed groupso button as appropriate.
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&8 Group & Site Specific Parameter Management B(E) =
Groupsl Power Group Membershipl Site Specific Parameters  Assighments | Power Delete
Assign or Remove the Selected Site Specific Parameter from the Groups Below:
Unit Identificatior] ~|
Is assigned to: Is NOT assigned to:
Echo Group Alpha Group
Golf Group Bravo Group
Hotel Group Charley Group
Delta Group
Foxtrot Group
India Group
Juliet Group
Whisky Group
Remove site specifc value from selected groups. Agssign site specific value to selected groups. I

9.5 Power Delete

The APower Deleted screen all ows ent iandestatigticsotas ps o f
be deleted from the Remote Manager database. Currently this option is enabled for expert users
only and a special password is required.

Before you use this feature PLEASE take a back up of the database file. (The
|l ocation of the database can be found in t
screen. I f the ADat abase P heckthe Rémote Mahagers g r €

application title bar.)

Now that you have read the about how important it is to back up the database first, we will give you
the password that you need to use power delete:

fgoforito
(one word no quotation marks)
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10.0 IMPORTING AND EXPORTING UNITS

The I mport and Export facilities <can
main toolbar.
The Import and Export screen comprises:
9 adrop down list where the type of import/export is selected
9 agroup list where the groups to be imported / exported are selected
1 buttons to perform the import / export
(= Import / Export
|Imporb"Updatee’Export units with site-specific data by primary key. _:I
Alpha Group \
Bravo Group _
Charley Group Type of import
Delta Group
Echa Group or exporf
Foxtrat Group

Hotel Group
India Group

! Groups to import
or export
Whisky Group

Juliet Group
Import & export
buttons

7 Include date of first remote Operation

I~ Include group membership

Export ‘ Impaort l

Cancel | 0K |

The drop down list contains 2 default CSV import / export types:

1 Import new units or update existing units by site number.

1 Import/Update/Export units with site-specific data by primary key.

be

accessed

Depending upon the software version it may also contain other project-specific imports that can
import or export to other types of file. The Import / Export buttons that are available depend upon
the Import / Export type selected.

A CSV file is a Comma Separated Value file. This is a text file where commas are
used to separate fields. This type of file is understood by most spreadsheets and
some databases.

10.1 Common
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The two most common reasons for using this feature are:

1 To import a large number of units into the Remote Manager database for the first time. To
achieve this, the recommend procedure is to first create a template and then import by site
number. See section 10.2. However if it is necessary to also import the values of any site
specific parameters, this can be achieved by importing by primary key, see section 10.3.

1 To change the values of a large number of sites specific parameters in Remote Manager®
database in order to later deploy these changes to the remote sites. See section 10.3.

10.2 Import by Site Number.
To perform this type of import, Al mport new unit s
selected in the drop down list.

This import type does not support any sites specific data, i.e. importing the values of site-specific
parameters.

This import / update facility will only import CSV files with the correct header (i.e. field titles). It is
therefore recommended that the ACreate Templ ateo
with the correct header before hand.

Units imported by this method will be added to the database as new units if the following condition
is met; a unit that is a member of the groups selected does not already exist in the database with
an identical site number.

If a unit with the same site number is found in the database and that unit is a member of one of the
selected groups then the unitdéds details wildl be u

To use this function:
1 Select Al mport new units or uptbeadtopdowndist.st i ng un
T Next click on the fiCreate Templatedo button and

1 Openthe CSV template in your chosen application (e.g. a spreadsheet) and make entries
in the appropriate fields. Save the CSV file to disk.

1 In Remote Manager, select the group or groups that you wish the imported units to be
members of.

T Click the Al mportd button and choose the CSV f

The units in the CSV file wildl be i mported into
added and the units updated will be available at the bottom left hand side of the Import / Export
screen.

10.3 Import or Export by Primary Key.

To perform this type of import, s-sepedficdatalfylpnmargr t / Up
keydo in thet drop down | is

This import / export method does support importing or exporting values of site-specific parameters.

As the site-specific parameters available are dependant upon the groups that units are members

of, the number of fields in any exported or imported CSV file is variable.

10.3.1 Exporting units with site-specific and or group data

To export units with site-specific data, select the group or groups containing the units that are to be
exported.
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Ensure that Al mpor t / Updpedfie daBrbypmimar y u ikiety ® Wwist s ed iefc e
drop down list.

If the group membership is also to be exported, tick the Include group membership check box. (If
ticked, a column will be created in the exported CSV file for every group selected on the Import /
Export screen. If t he exported unit is a member of any o
made intheappr opri ate column for this wunit, if not the
0
e

Click on the AExporto button and save the fA.txtod

The txt file wildl covabuesa ACsmmaf Sabhrahedsit
number of columns in the list will be dependant upon the groups selected and the site-specific
parameters assigned to those groups.

It is important to make the exact same group selection and also that the site-
specific parameters assigned to the groups have not changed if re-importing this list.

Once the data has been saved to disk, it can be manipulated in spreadsheets and with other tools.
New sites can be added and the values of any existing sites including the site-specific parameters
can be changed. To add a new site, for the new row in the CSV file ensure that the primary key
column is left blank. To change the data for an existing site, ensure that the primary key column is
not changed from the value exported.

The primary key column is included to reduce the chance of accidentally updating the values of the
wrong site when re-importing data. (Unlike the site number, the primary key will always be
completely unique for each site in the Remote Manager database.) This does mean that the data
cannot be imported into another Remote Manager database without first deleting the values in the
Primary Key column.

If it is necessary to open this file in Microsoft Excel, it is recommended that following procedure be
followed.

Choose Open from Microsoft Exceldés file menu.
I n the tipedbedrop down | ist select fAText Fileso
Navigate to the Atxto file exported from Remot

Choose fiDelimitedo a<kthiidNexympe of data and cl i
Choose a comma as the type of separator and cl
Selectallthecolumnsand mar k each c¢ ol u(hisisas impofiamtstepd) f or ma
Click AFinisho

Finally resize the columns as necessary.

=A =4 =4 4 =4 4 4 -4 -4

When saving the file, choose CSV as the file type.

In Microsoft Excel, opening the file as a CSV file can cause data corruption in
some fields e.g. the ISDN number field. If a field contains no non-numeric characters,
MS Excel wi | | treat this field aSDNinimberhe f i
begins with a 0, the 0 will be deleted. The above procedure will avoid this problem.

An Excel Macro could be written to speed up the import process
10.3.2 Importing units with site-specific data

To import units with site-speci fi ¢ dat a, ortpdate/Ex@ort unisanith sietspegqific
data by primary keyo is selected in the idporieppg dowr
tck the Al nclude group membershipd check box.

As the number of fields required in the CSV file changes with the number of site-specific
parameters and also the groups selected (if group membership is included), it is advisable only to
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attempt to import a file that is based closely on a file previously exported using this function. Also
care should be taken to ensure that the same group or groups of units are selected for the import
as were selected for the original export. If a different selection of groups is made and this group
selection causes the units to have different site-specific parameters, Remote Manager will refuse
to import the file.

To import the data:

9 Select the groups that the imported units are to be members of.

T Click on the Al mporto button and select the fi
I f the #AlmcMardee rGsroiup 0 cel, ¢henkthe irtximpiorsed willi onljkbe made

members of the selected groups if there is a AYes
not set to AYeso then the units imported wild.l b ¢
member.

I f the Al ncludeoGecbepk Mbmkei shiNWT checked, bet hen
made members of all the groups selected. In this case units imported will not be removed from any
other groups of which they are already a member.

As detailed in the previous section 10.3.1, CSV file rows with a primary key value
will update the values for units already in the database. CSV file rows where the
primary key value is blank will be added to Remote Manager as new units.

A count of the units added and the units updated will be available at the bottom left hand side of
the Import / Export screen during and after the import.
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11.0 OPTIONS

The Options screenc an be accessed by clicking the AOptions
This facility consists of several tabbed panes.

11.1 General Standard
The general screen contains global options which affect the operation of Remote Manager.
11.1.1 ISDN Dial Prefix

The ISDN dial prefix is a digit which when set will be prefixed onto the ISDN number before
dialling. This is useful when connected to a private exchange and an extra digit is required to
access an outside line.

11.1.2 Analogue Dial Prefix

The analogue dial prefix is a digit which when set will be prefixed onto calls made through the
analogue DUN connection. This is useful when Re mot e Manager 6s modem i s
PABX and it is necessary to dial an extra digit t

11.1.3 FTP Up Timeout (s)

This is the maximum time in seconds that Remote Manager will allow for the FTP upload of a
single file (e.g. during a file upgrade remote operation). If the file transfer of a single file takes any
longer than this then an FTP timeout error will occur. The default value is 1800 seconds, which is
30 minutes. This value is suitable for firmware to be upgraded over very slow links.

11.1.4 FTP Down Timeout (s)
This is the timeout that is used when Remote Manager is downloading a file from an FTP host and

network connectivity with the host is lost. This appliestoaf Co mp a r epollF(5de sestion x,x).
The default value is 180 seconds which is 3 minutes.

11.1.5 DUN Pause

This feature is included for compatibility with Windows 95/98/Me. For all other operating systems
the value should be set to 0. This is the value in milliseconds that Remote Manager will pause
before launching a dial-up-networking (DUN) connection.

11.1.6 Local COMM Port

This is the PC communications port number that Remote Manger will use for remote connections.
11.1.7 Retry opening acomm Port time

This setting is used to specify the time in seconds that Remote Manager will wait whilst retrying to
open a comm. port. This is useful in a scenario where Windows has not yet closed the comm. port

from a previous dial-up-networking (DUN) attempt. This can occur occasionally when a remote unit
does not answer. If you experience this problem then try a setting of 30 to 60 seconds in this field.
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11.1.8 Retry Connection #
If an attempt at establishing a Telnet/SSH session with a remote unit has failed, Remote Manager
will try to connect again the number of times specified by this parameter. If two IP addresses

(separated by a f! ¢ peelcdrfa cettde ri nd ditaheee s fisitefediter) then i n t
this value must be greater than fA10 if a connect.i

11.1.9 V120 Connect Time (S)

This is the maximum time in seconds that Remote Manager will wait for a v120 connection to be
established. The default is 60 seconds.

11.1.10Use %%% for v120
Usually, to establish a remote command session with a unit over a V120 ISDN call it is necessary

to send the %%% characters before logging in. In some special configurations/firmware versions
this is not required, for these situations un-tick the use %%% check box.

11.1.11Web browser path

This is the location of the web browserth at Remot e Manager will  aunch
AWebatton has been clicked. CIl i ck weabdgrowser pathBorbe ws e 0
selected.

11.1.12 Database path

This is the | ocation of the database that Remot e
allows an alternative database to be selected. NB If Remote Manager is launched with a command

line argument specifying the location of the database to use, then this field will be greyed out.
11.1.13ISDN device for DUN connections

This is the name of the fAiModemod ( aifl befusediwhenI|SDN Wi nd
DUN connections are created.

11.1.14 Analogue modem for DUN connections:

This is the name of the AModemd (as found in Wi
analogue modem DUN connections are created.

11.2 General Advanced

11.2.1 External database for password and site specific parameters.

For security reasons some customers wish to store site passwords and values of sites specific
parameters in a separate database to the main Remote Manager database. This functionally can
be configured here.

11.2.2 Save Analyser Trace of Errors
When this feature is enabled, Remote Manager will connect to the unit specified here and save a

snap shot of the analyser trace every time a remote operation fails. The analyser traces are saved
in trnaerdaeso s uBRdmote Mamager mdtallatiam éolder.
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11.2.3 X.25 Telnet Gateway / PPP Gateway

The X.25 Telnet Gateway can be used to allow Remote Manager to connect over X.25 to remote
unit when the terminal adaptor connected directly to Remote Manger is not connected to an X.25
network. Instead of connecting via the local terminal adaptor, Remote Manager will access a
remote ISDN device via Telnet.

These setting are also used for the ADirect | P vi
for details.

IP Address
Thisparamet er contains the | P addreGlamhelr@mit 25| &SOdNe
Username

This parameter contains the user name to use to authenticate with remote ISDN device in the
Telnet session.

Password

This parameter contains the password to use to authenticate with remote ISDN device in the
Telnet session.

PPP Instance #

The PPP instance number to program with the phone number, username and password to connect
to the remote site.

X.25 Enabled

When this check box-Chanmrédlea& kns dill beeattethiied fieDthe X.25
Telnet gateway rather than the locally connected terminal adaptor.

11.2.4 Always use rasdial

This setting wildl cause Remote Manager to al ways
network connections. The alternate behavio u r is to use Internet Expl o
(which shows the conneettohNOWbogesessspnbboand Cmod e

remote oper at isalways. useffar engltdactavd mode remote operations and polling
operations.

11.2.5 Use PORT (instead of PASV) mode for wininet FTPtransfers

When wusing FTP to downl oad f i | shedule dy default Rembte @ Cor
Manager will use PASV mode. PASV mode has been found to work more reliably especially when

connecting to many remote sites at once. Should you need to use PORT mode instead, then tick

this check box.

11.2.6 Always use wininet.dll for FTP

This option is for debugging and should NOT be enabled normally.

11.2.7 Use FTP/SFTP to download files

During a #dcol | ect, thi§ optioa ditaces thae BTE loreSFTPpslould be used to
downl oad the file rather than the Atypeod command
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11.3 General SSH

SSH authorisation can use password mode, public key mode or public key failing back to password
authentication preferences. The mode required can be set here.

When using public key authentication, the private key file and key pass phrase must be selected
here. Use the freeware program PuTTYgGen to generate the private key.

11.4 Listening Options

The ALI stoesdi sgr ®pni contains setting that affect t
operating in AListening Modeo.

11.4.1 Maximum number of retries

This value determines the maximum number of times that Remote Manager will attempt an update
on any one individual unit before giving up permanently.

11.4.2 Retry count for same IP address

This value determines the maximum number of times that Remote Manager will attempt an update
on any one individual unit on a particular IP address. This is useful when units have dynamic IP
addresses or are not necessarily accessible on the network at all times.

When this number of retries has occurred, Remote Manager will delete the IP address from the
table above (but store it in the history) and wait for another UDP packet before making another
attempt at the operation on this unit.

on t he f

Only IP addresses specified as dynamic i.e.as accesse
I e deleted

d
screen of the ASite Editoro wil b
11.4.3 Minimum time in minutes between retries

This parameter determines the minimum time that Remote Manager will wait before retrying an
operation on a remote unit via listening mode.

11.4.4 Time in minutes to consider an IP address valid

When set to a non-zero value, this parameter determines the amount of time in minutes to consider
an IP address in the listening table valid. If this parameter were set to 5 for example, no updates
would be attempted on any unit if a UDP packet has not been received within the last 5 minutes.
This parameter is useful for units that have dynamic IP addresses.

11.4.5 Play sound upon receipt of UDP packet

If this check box is ticked, t hen Remote Manager wil/l attempt to
AWHOOSH. WAV0O | ocated in the Remote Manager i nsta
received.

11.4.6 Delete dynamic IP addresses after update

When checked, immediately after a successful listening mode operation, the dynamic IP address
for the unit will be deleted from the listening table. (The IP address will be stored in the history
however.)

Only IP addresses specified as dynamic i.e.asacces sed on t he AConnectiono
Editoro wildl be del eted.
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11.4.7 Update unit IP address with listen mode IP address after update

If this check box is checked, then after a successful operation, the unit IP address (as accessed
from the site editor) will be updated with the IP address obtained during the listen mode operation.
This is useful when the remote unit IP addresses were previously unknown but are static i.e. will
not change.

11.5 Active Options
When a remote operation is run in active mode or multi active mode and retries are enabled, the
number of times to retry a unit for each operation type and error condition is configurable.
To change the number of retries for a particular operation type and error condition:
1 Select the operation in the operation drop down list
1 Select the error condition in the error condition drop down list

1 Change the number of retries for this operation by clicking on the spin arrows

The changes are immediately implemented in the underlying database and cannot
be cancelled by clicking the cancel button.

When the #APlay success andtcked Rémote Blanager will attenipt t@ h e ¢ k
play files called either pass.wav or fail.wav as appropriate after each remote operation. These files
must be located in the Remote Manager installation folder.

11.6 Multi Active Settings

This page contains important configuration settings for multi active mode. Multi active mode is
where Remote Manager simultaneously and actively connects to several remote units in order to

performtheremot e oper ati ons. For this to work with any
it is necessary to configure Remote Manager to use as many different COMM ports as

Ssimultaneous operations are required. | f this 1is
channel 6 then it is also necessary to configure F

simultaneous operations are required. See section 2.3 for help with installing multiple ISDN
devices.

11.6.1 Maximum Simultaneous Operations

Making an entry in this text field sets the maximum number of simultaneous operations that can be
run in multi active mode. The maximum value that can be entered in here is 50 and the minimum is
1.

NB the maximum number of units that can be updated simultaneously over
1 dial up networking connections
1 v120 connections
1 X.25 connections
is 10. 50 wunits can only be updated simultaneous|l

When this entry is less than 10, the ISDN devices/COMM ports will be used in order from the top of
the screen to the bottom. For example, if the maximum simultaneous operations were set to the
value 2. Only Connection 1 ISDN device, Connection 1 COMM port, Connection 2 ISDN device
and Connection 2 COMM port would be used.

11.6.2 Connecti on 6nd6 | SDN Devi ce
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Select the appropriate ISDN device for each connection instance.

It is important that the ISDN device selected uses the same COMM port as is set
in the adjacent COMM port o6nd6 text fiel

1163 Connection 6nd6 COMM Port

Select the appropriate COMM port for each connection instance.

It is important that this entry matches the COMM port selected for the ISDN device
in the adjacent ISDN device setting.

11.6.4 Set-up Delay

In order to work correctly with Microsoft Windows ™, it is necessary for Remote Manager to pause
slightly in between creating the DUN connections. If Remote Manager attempts to created several
DUN connections simultaneously then problems usually occur. This setting ensures that Remote
Manager will wait for the specified number of milliseconds in between creating a DUN connection.
The default value is 5000 milliseconds.

11.6.5 Launch Delay

In order to work correctly with Microsoft Windows ™, it is necessary for Remote Manager to pause
slightly in between launching DUN connections. If Remote Manager attempts to launch several
DUN connections simultaneously then problems usually occur. This setting ensures that Remote
Manager will wait for the specified number of milliseconds in between launching a DUN
connection. The default value is 8000 milliseconds. This will not impact on the time taken to
upgrade a large number of units it just offsets the launch of the Remote Operations. i.e. As soon as
the first remote operation is compete, the free communications port will be used immediately to
perform an operation on the next unit in the list.

11.7 User Interface

The user interface tab changes the behaviour of various sections of the Remote Manager user
interface. Some users may prefer behaviour that is different to the default.

11.7.1 Site Editor

Prompt For Save When Loading a new unit if modified

When this option is selected, if a new unit is loaded into the site editor and if any of the data in the
site editor has been modified, the user will be prompted to save any changes made to the
database.

Bring to front after double click on a search result

Then this option is selected, if a unit is loaded into the site editor by the user double clicking on a
search result in the Find dialog box, the site Editor will be brought to the front of all the child
windows.

11.7.2 Find Utility

Display site parameters in fields when result is single clicked

If this option is checked, whenever the user single clicks on a result in the Find dialog, the search
fields of the find dialog box will be populated with the values from the selected unit.
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11.8 Users

The users screen allows Remote Manager users to be added, edited or deleted from the currently
|l oaded Remote Manager database. I't also all ows th
screen is only visible if the currently selecteduser has @A Super o permission | e\

Entering a username and password and ticking the
RM to automatically enter this username and password at program launch. The login screen is
effectively bypassed when Remote manager is launched. This means that a computer can be
configured to load remote manger automatically at start up and no human needs to be present to

enter a username and password. Holding down shift whilst launching Remote Manager will disable

this feature.

fiJse RM Il ogin credentials to connect to siteso is
of using the username and password stored in the site editor, RM will use the username and

password that the user used when logging in to Remote Manager at program launch. Also, the

password used when the user logs into Remote Manager at program launch is not actually
checked against Remot e Manager 0s internal datab
authentication server is used and the remote sites are configured to check all authorisations

against a centralised server via TACACS+ or RADIUS.

| f ®@Féomgin with Windows usernameo is ticked, this
they used to log into Windows to log into Remote Manager.

| f fPteverminationo is ticked, Remote Manager wil

11.9 Permissions
This screen allows a super user to set the permission level required to perform each remote

operation. Double click on a Remote Operation to change the permission required to run that
operation.

11.10 Email

Remote Manager can send automatic emails containing reports. This section is where the mail
delivery is configured.

11.10.1 SMTP Server

The IP Address of the SMTP server.

11.10.2SMTP Port

The TCP port number that the SMTP service is listening on. Usually this is 25.
11.10.3Mail From Address

The email address that Remote Manager will claim to have when sending the email.
11.10.4Use SMTP Authentication.

If the SMTP server requires authentication, tick this check box and fill out the username and
password fields below.

11.10.5SMTP Username
If the SMTP server requires authentication, enter the username here.
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11.10.6 SMTP Password

If the SMTP server requires authentication, enter the password here.

11.11 Report Options

Use German Range Format

If the local settings are Germany, MS Excel reports require slighty different syntax to generate
correctly.

Use Office 2007 compatible files names

| f using Office 2007 and | ater, tick the check b
automated reports will not generate correctly. For Office 2003 and earlier un-tick this check box.

Use MapPoint North America

If the North American version of MapPoint is installed instead of the European version, it is
necessary to tick this check box.
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12.0 POLLING

The fPolling Schedule Setupo screen is where scheduled polls are set up. Scheduled polls are
special remote operations that are run on a regular basis. They can be used to:

I Collect Statistics

1 Generate and optionally email reports

1 Collect text files (such as eventlog.txt or ana.txt) and optionally zip them up and email them
1

Check configuration files (such as config.daO, fw.txt and sregs.dat). The files on all remote
units will be compared with a base configuration file, if differences are found that are not
due to site specific settings these will be highlighted in a report. The report can optionally
be automatically emailed.

12.1 Polling Principles
Cl i c ki Polh Schetluesoi but t on on the tool bar will display
&) Polling Schedule Setup %
F5 to refresh, double click to ble 7 disabl
Name I Yalid From ] Valid To ] Frequency I Operation | Retries | Enabled ]
Collect Config.dad 14/09/2006 1358:16  14/09/9999 135816 24h Om Collect Text File 1 False
Collect Eventlog 14/09/2006 1359:33  14/09/9999 13:59:33 10h Om Collect Text File 1 True
Collect fwixt 14/09/2006 1359:08  14/09/9999 13:59.08 24h Om Collect Text File 1 False
iCollect Stats 14/09/2006 14:38:42_ 14/09/9999 14:38:42 10h Om Stat Bin Poll 1 Te |
Config Check (FV 4818)  17/09/2006 00:50:15  17/09/9399 00:50:15 10h Om Compare Files 1 False
Config Check (FW 4864)  04/10/2006 17:29:46  04/10/9999 17:29:46 10h Om Compare Files 1 False
Send Report 17/11/2006 12:10:46  17/11/2006 12:10:46 Oh Om Stat Bin Poll 1 False
I” Enable scheduled poling between |00:00:00 ~~ and 235353 f;;'o"l‘;g | C:_Ti‘::;f" Delete Edit ‘ Add
A new polling schedule is added usingthe A Addd button.
A polling schedule c¢can run only between the date
Aivalid Tod col umns.
Once a poll has run, it wi || not be valid to ru

column. Usually it is appropriate to run a poll every 24 hours. If is required that the poll runs at the
exact same time each day (i.e. the polling time does not drift) then it is recommend that a
frequency of less than 24 hours is specified as the polling interval and also that a polling window is
configured. The polling window specifies the time of day at which Remote Manager is allowed to
run poll s. This is configured by ticking th
specifying a start and end time. For example, to ensure that a poll will occur at exactly 02:00hrs
every day, configure the polling window to be from 02:00hrs to 09:00hrs and configure the
AFrequencyo in the schedulhescomes Remotedarmager will Tun thes
poll. Once the poll is complete it will not be valid to run again for another 8 hours. In another 8
hours the polling window will have expired and so no further polling will take place until exactly
02:00hrs the next morning.

A schedule can be enabled and disabled by double clicking the entry.

12.1.1 Re-Run Reports

66

Cc he

wh en



The -RRe Reportsodo but t ecreatetlrenepditefor the seldctedl sthedule entry.
This includes emailing the report if the schedule is configured to send reports generated by email.
Note that this button does not cause Remote Manager to re-poll units, any reports generated will
be based upon information already in the database.

12.1.2 Clear Poll History

The ACI ear Buttdnlc aHs e s o rRednot e Manager to fAforgeto
schedules. Thus all schedules become valid for polling immediately. Provided that the polling

window times are set appropriately and scheduled polling is enabled, clicking this will cause

Remote Manager to immediately commence polling all enabled schedules.

12.1.3 Delete

The delete button will delete the currently selected polling schedule.

12.1.4 Edit

The edit button will cause the currently selected polling schedule to be loaded into the site editor.

12.1.5 Add

The add button will create a new polling schedule and load it into the schedule editor.

12.2 Creating a Polling Schedule

To create a new polling schedule click on the fAd
and tick the ASchedule Enabledodo tick box.
12.2.1 Schedule valid between dates & times

Next in the ASchedul e v atthedtarbtime anckemdchtimel. H yoe reedgéhet i me s
first poll to occur at a particular date and ti me
settings which is the time you created the new schedule entry. For the end time, if there is a date

and time in the future after which you no longer wish this polling scheduled to be run, set this as

the end date under AENnd: 0. Ot her wise highlight t
to A99990.

12.2.2 Polling Settings

Set the poll frequency in hours and minutes to the frequency at which you wish the poll to be run.
Set number of retries?

Usually it is appropriate to run a poll every 24 hours. If is required that the poll runs at the exact
same time each day (i.e. the polling time does not drift) then it is recommend that a frequency of
less than 24 hours is specified as the polling interval and also that a polling window is configured.
See section 12.1 above.

12.2.3 Operation

Under operation the drop down list is used to select the type of poll. Changing this setting also
determines which other tabbed panes are visible i

Stat Bin Poll
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Sel ecti ng A Baused ReBdtenMarRgel tb collect statistics from the remote units. The
statistcstobe col |l ect are configured in the fAStat Setu
the site editor. Various PPP bin and TPAD bin reports can be selected for polls of this type.

Download Files

Sel echoiwniogd FilesO causes Remot e Maertélgvdth thethname spedifiedanc t

the AFile name to collecto field. | mmedi ately af
optionally issue a command to the remote unit. To issue such a command, make an entry in the
ACommand t o FHRosesamplaif cbllectnp file ana.txt, a suitable command to issue might

be Aana 0 anaclro. This woul d c | eTaansPott/8agian roma |l y s e |
retrieving the same data on the next poll attempt.

If the filename to collect is eventlog.txt Remote Manager will automatically look for foutages6 i n t he
eventl og whil st collecting the file. |t is thus
Out age Report 92.1fofneose detaddsct i o n

Collected f il es wil/l automatically be saved in a fcol

installation folder.
Compare Files

Selecting ACompare Fileso wildl di splay the fAConfi
feature Remote Manager can connect to a remote site, download the configuration files (by FTP)

and compare them to base configuration files stored on the PC. A report can then be generated
highlighting any differences found. See section 12.6 for details.

12.2.4 Report Save Location

This location must be set to a valid path on the PC and is the location at which any reports
generated by the schedule will be stored. i.e. PPP reports, TPAD reports, Eventlog Outage
Reports and File Difference Reports.

Note that any files collected are not stored in this location, but rather in the
collected_files sub folder of the Remote Manager installation folder.

12.2.5 Email

Any reports generated or files collected can be automatically emailed to recipients specified in this
list. Multiple email addresses can be entered here and separated with a semi-colon.

To enable this feature also tick the check box AE

Files collected and certain large reports will automatically be zipped up before
being attached to the email. Please ensure that any SPAM detection or other software
your company uses is not configured to delete or bounce emails with such
attachments.

12.2.6 Groups

For all polling operations, the groups of units to run the operation on must be selected in the
AGroupso tab.

12.2.7 Further Details
For further details on the reports and poll types, see the sections that follow.

12.3 PPP Reports

To use the PPP reports (only visible when a Stat Bin Poll operation is selected - section 12.2.3), it
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is first necessary to configure the remote TransPort/Sarian units to collect data on the network
performance. This is usually achieved by configuring the remote TransPort/Sarian6s UDP echo
client to send UDP packets on a regular basis to a UDP echo server at the head-end location. Next

a firewall rule is required to configure the TransPort/Sarian to collect stats on these packets

and store the data in hourly bins. See section 17.0 for help with this.

Each PPP bin (one stored per hour) contains the following information:

Stat Name Description

Bin Start Time

Start date and time of bin period.

Minimum Latency The shortest round trip time measured in the hour.

Maximum Latency The longest round trip time measured in the hour.

Average Latency

The average round trip time over the hour.

Transaction Count The number of UDP packets sent in the hour.

Drop Count The number of UDP packets to which no response was received in the hour.

Out of service count

The number of times that the interface was put out of service and/or deactivated due to
the specified number of packets in a row being dropped.

Signal strength

The signal strength at the start of the hour.

Up time The total number of seconds that the
TX Bytes The total number of bytes transmitted on the interface in the hour.
RX Bytes The total number of bytes received on the interface in the hour.

12.3.1 SLA Report

An SLA Report is a Microsoft Word ™ document report based upon the weighted latencies and
weighted average transaction times of all the units in the groups selected for the report. The report

can contain data from several days.

Units that exceed specified latencies and packet loss thresholds are listed in the report.

On the ASLA Reporto
SLA Report (daily)
Tick this check box

SLA Report (last day of month)

t

t

ab

(0]

w h ithe followirgy sedtings cahle made PP Rep o

generate an SLA report eve

Tick this check box to generate an SLA report on the first day of every month, reporting on the
previous monthoés dat a.

SLA Report (last day of week)
Tick this check box

Include site without 24 bins per day

t

(0]

generate an SLA report weve

If this box is ticked then all sites that Remote Manager has any data for during the report period will
be included in the report. If this tick box is not ticked, then any sites that Remote Manager has not
managed to collect a full set of data for will be excluded from the report.

SLA/Sporadic Start hours
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It is possible to configure certain periods of the day out of the SLA report. For example you may
not be concerned about the performance at night time when your sites are not being used (Night
time is often the time when network maintenance is performed). This setting specifies the start time
for the first bin to be included in the report. To include the full 24 hours worth of data in the report
set this to 00:00:00. This setting is shared with

SLA/Sporadic End Hours

It is possible to configure certain periods of the day out of the SLA report. For example you may

not be concerned about the performance at night time when your sites are not being used. (Night

time is often the time when network maintenance is performed.) This setting specifies the start time

for the last bin to be included in the report. To include the full 24 hours worth of data in the report

set this to 23:00:00. This setting is shared with
SLA Max Latency

This is the threshold at which if the daily average latency is exceeded, a unit will be highlighted in
the report.

SLA Max Packet Loss

This is the threshold at which, if the daily average packet loss exceeds, a unit will be highlighted in
the report.

Low Latency Defaults

Clickihowt hat @&ncy Defaultsd sett i ngnonioriflgla GPRsad s u
network with low latency.

High Latency Defaults

Clicking the AHigh Latency Defaultsod setting wil
network with high latency.

An SLA example report follows:

SLA report from 13 Mar 2005 to 17 Mar 2005

(Hours of operation: 00:00:00 to 00:00:00)

Highlights of the Period

Total number of routers in service 31
Average latency for period 1517ms
Average packet loss for period 0.54%
Latency
| Average latency for network over period (5 days) | 1517ms

Average latency for network per day of period

Day 1 13 Mar 2005 1531ms
Day 2 14 Mar 2005 1514ms
Day 3 15 Mar 2005 1519ms
Day 4 16 Mar 2005 1514ms
Day 5 17 Mar 2005 1510ms

Graphical representation of latency over period
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Average Network Latency Per Day
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0 13 Mar 2005 14 Mar 2005 15 Mar 2005 16 Mar 2005 17 Mar 2005
Latency (ms) 1531 1514 1519 1514 1510
Days in report
List of sites with daily latency higher than specified value (1700ms)

Day Date Agent ID IP Address Latency (ms)
3 15-Mar-2005 Murray Store (1029) 10.19.36.254 2132
4 16-Mar-2005 Murray Store (1029) 10.19.36.254 1802
1 13-Mar-2005 Inn (1286) 10.18.75.254 2492
2 14-Mar-2005 Inn (1286) 10.18.75.254 2143
3 15-Mar-2005 Dal e6s House 10.18.44.254 1755
5) 17-Mar-2005 Dal e6s House 10.18.44.254 1864
1 13-Mar-2005 The Pink Hotel (16-01101-1) 10.22.49.254 1719
5) 17-Mar-2005 The Pink Hotel (16-01101-1) 10.22.49.254 1755

Packet Loss
[Average packet loss over period (5days) | 0.54%
Average packet loss for network per day of period
0.55%
0.58%
0.39%
0.47%
0.73%

Graphical representation of packet loss over period
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Network Packet Loss Per Day
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13 Mar 2005 14 Mar 2005 15 Mar 2005 16 Mar 2005 17 Mar 2005
‘Packet Loss (%) 0.55 0.58 0.39 0.47 0.73
Days in report
List of sites with daily packet loss higher than specified value (1%)

Day Date Agent ID IP Address Packet Loss (%)
3 15-Mar-2005 Murray Store (1029) 10.27.36.254 1.7
4 16-Mar-2005 Murray Store (1029) 10.27.36.254 2.2
2 14-Mar-2005 Bloom Supermarket (9238) 10.27.54.254 1.4
3 15-Mar-2005 Bloom Supermarket (9238) 10.27.54.254 1.1
4 16-Mar-2005 Bloom Supermarket (9238) 10.27.54.254 1.2
5 17-Mar-2005 Broad (2324) 10.27.115.254 1.0
2 14-Mar-2005 Cart Horse (2245) 10.27.11.254 2.3
3 15-Mar-2005 Cart Horse (2245) 10.27.11.254 1.1
1 13-Mar-2005 Kings Wash (2001) 10.27.24.254 1.0
4 16-Mar-2005 Kings Wash (2001) 10.27.24.254 1.3
5 17-Mar-2005 Kings Wash (2001) 10.27.24.254 1.4
1 13-Mar-2005 Inn (1286) 10.27.84.254 9.7
2 14-Mar-2005 Inn (1286) 10.27.84.254 8.5
4 16-Mar-2005 Inn (1286) 10.27.84.254 1.9
5 17-Mar-2005 Inn (1286) 10.27.84.254 11
1 13-Mar-2005 Dal ebs House 10.27.22.254 1.0
3 15-Mar-2005 Dal ebs House 10.27.22.254 1.2
4 16-Mar-2005 Dal ebs House 10.27.22.254 1.1
5 17-Mar-2005 Dal e duse (3826) 10.27.22.254 5.5

12.3.2 Latency & Loss Graphs

Latency and loss graphs are Excel workbooks containing various data such as packet loss, signal
strength and latency plotted against time.

Individual Latency & Loss (daily)

If ticked, for every site in the groups selected, a Microsoft Excel ™ workbook will be created
containing a data sheet and two charts. One chart shows packet loss and latency against time for
the previous day. The other chart shows packet loss and signal strength against time for the

previous day.
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Example charts follow:

Average Latency and Packet Loss for The Perk (#6654) (IP 10.12.192.253) on 15-Mar-2005

1400
45
4 1200
35
1000
3 . z
9 §
3 800 £
3 e °
©
a g
3 3
& 2 600 2
15
400
1
200
05
0 0

| . loss . . -
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Signal Strength and Packet loss for The Perk (#6654) (IP 10.12.192.253) on 15-Mar-2005
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Latency & Loss (last day of week)

If ticked, a Microsoft Excel ™ workbook will be created containing a chart showing the average
latency and packet loss over all the sites in the selected groups for the previous week.

An example follows:
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Average Latency and Packet Loss per hour from 13 Mar 2005 to 19 Mar 2005.
(Average values across many sites.)
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Day 1 0:00
Day 1 6:00
Day 2 0:00 ¥

Day 1 12:00 ¥
Day 1 18:00
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Day 2 12:00 F
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Day 3 0:00 ¥
Day 3 6:00 ¥
Day 3 12:00 ¥
Day 3 18:00 ¥
Day 4 0:00 £
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Day 4 12:00 E
Day 4 18:00 ¥
Day 5 0:00 ¥
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Day 5 12:00 ¥
Day 5 18:00
Day 6 0:00 £
Day 6 6:00 £
Day 6 12:00 £
Day 6 18:00
Day 7 0:00 ¥
Day 7 6:00 ¥
Day 7 12:00 ¥
Day 7 18:00

Latency & Loss (last day of month)

If ticked, a Microsoft Excel ™ workbook will be created containing a chart showing the average
latency and packet loss over all the sites in the selected groups for the previous month.

Page Per Site Performance Report (Require MS Access 2003 or later)

This is the most powerful performance report. It shows all performance data collected from the
PPP bins over the number of days specified i

This report generates a single page of graphs and other data for each site in the selected groups.

\/' A user familiar with Microsoft Access 2003 ™ should find it possible to completely
customise this report e.g. add new charts, delete existing charts or even include their
own data along side (from another data source). To achieve this open the
freport_templateemdbo f il e in the Remote Manager

Access 2003 ™ or later and mo d i FagePetSheS8umifiarydr e p o r tbinsn d

query as appropriate.
An example report is shown below:

V The report contains fictitious data, it is not representative of real data.
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