Digi Connect Port WAN VPN

\Digt Configuration of a VPN tunnel between the
Digi Connect Port WAN and a Checkpoint Firewall

1. Configuring the Digi Connect Port WAN VPN with firmware 2.6
and earlier

* YPM Settings
Identity

2 Use the following as the identity:
Identity string:

@& Llse the Mohile IP address as the identity

General Security Settings

Connection Mode: kdain A

Diffie-Hellman: Group 2

Enable Perfect Forward Secrecy (PFS)
[ Enable antireplay
Internet Key Exchange (IKE) Security Settings

3 Use the default policies to negotiate Internet Key Exchange (IKE) security setbings

& Use the following policies to negotiate Internet Key Exchange (IKE) security settings

Encryption Authentication SA Lifetime
3-DES (192-hit) SHAL 26400 secs Remove
CES (B4-hit) v WO » BE400 secs Add

YPMN - Tunnel #1 - Configuration

Description: HSG_Checkpaint
Remote WPMN Endpoint: £2.189.60.194

WPM Tunnel: ISARMP A

Tunnel Metwork Traffic from the following Local Network:
IP Address: 192.168.220.0

Subnet Mask: 256.2E5.265.0

Tunnel Metwork Traffic to the following Remote Metwork:
IP Address: 1721E192.0

Subnet Mask: 26R.2FR.245.0

Security Settings

Use the following pre-shared <ey to negotiate IKE security settings:

lUse the following policies to negotiate security settings --Highest priority listed fast:

Encryption  Authentication SA Lifetime
3-DES SHa1 856400 secs Remove

None  » MNoie w 28200 secs A
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Digi Connect Port WAN and a Checkpoint Firewall

Configuration of a VPN tunnel between the

2. Configuring the Digi Connect Port WAN VPN with firmware 2.7

and later

Enabl

Miscellaneous S

» Virtual Private Network (VPN) Settings
+ VPN Global Settings

General Security Settings

e Antireplay

ettings

Suppress SA lifetime during IKE phase 1
¥| Suppress Delete Phase 1 SA Message For PFS

Use the following

@ Use the interface

Local Endpoint

IP Address:

Subnet Mask:

Remote Endpoint

IP Address:

Subnet Mask:

Pre-Shared Key Setti

62.189.60.134

geheiml234

VPN - Tunnel #1 - Configuration

Description: Tunnel 1

Remote VPN Address: 62.189.60.194

VPN Tunnel: ISAKMP -
Local Endpoint Type: Local endpoint is a subnet -
Identity
Network Interface: | mobile0 |»

J| Megotiate tunnel as soon as interface comes up

as the identity:

IP address

Use the identity certificate X.509 distinguished name (DN)

Tunnel Network Traffic from the following Local Networl:

192.168.220.0
255.255.255.0

Tunnel Network Traffic to the following Remote Network:

172.16.192.0
255.255248.0

ngs

Use the following IP address, FQDN, or username for the remote VPN's ID:

Use the following pre-shared key to negotiate IKE security settings:
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" L Configuration of a VPN tunnel between the
Digi Connect Port WAN and a Checkpoint Firewall

ISAKMP Phase 1 Settings

General Security Settings for Phase 1
Connection Mode: Main -
Enable Perfect Forward Secrecy (PFS)

NAT-T Settings

[[] Enable NAT Traversal (NAT-T)

Keep Alive Interval:

ISAKMP Phase 1 Policies

Authentication Encryption Integrity SA Lifetime Diffie-Hellman
Pre-Shared Key 3-DES (192-bit) SHA1 86400 secs Group 2 Remove
Pre-Shared Key |» 3-DES (192-bif) = SHAT |» 86400 |secs Group 2 |+ Add

ISAKMP Phase 2 Settings
General Security Settings for Phase 2

Diffie-Hellman: Group 2 |=

ISAKMP Phase 2 Palicies

Use the following policies to negotiate security settings --Highest priority listed last:

Encryption Authentication SA Lifetime
3-DES SHA1 856400 secs Remove
3-DES - SHAT |= 86400 |secs Add

3. Configuring the Checkpoint Firewall

Firstly define the remote network ‘behind’ the Digi unit:

Network Properties - WirelessLogic_Test Metwork-192.168....

General |NAT ]

Mame:

MNetwork Address: |‘| 92168.220.0

Net task: | 255 255.256.0

LComment: |

Color: N -

Broadcast address:
* |ncluded ™ Motinchuded

ok | Cancel ‘ Help ‘

Define any specific hosts on the network as required.
Add a New Externally Managed Checkpoint Gateway:
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Configuration of a VPN tunnel between the
Digi Connect Port WAN and a Checkpoint Firewall

General Froperties
- Topology

Externally Managed Check Point Gats -G 1 P
Hame: i c Test YN
IP fiddress: [194.0.158.41 Get addiess
LComment: ‘

cor | I |

Check Point Froducts

Yersian: ‘NG with Application Inteligence _V_J iet e

Tvpe: ‘Check Point Express LJ

W] Fireyall ~
WIYEN %
(oS

5 ecuellient Folicy Server

[]5ecureClient Software Distibution Server

[Itdanagement Station w

Additional Products
I~ 'web Server

oK ] Cancel I Help ]

Enter a name for the gateway and enter the Internet-facing IP address of the Digi unit.

Under Topology, select the network you defined above:

Externally Managed Check Point Gateway - WirelessLogic Test VPN

=

- General Properties

Topology
Get
Marnz ] IP &ddress ] Metwork Mask ] IP Addresses behind interface
& ¥
Add.
WPM Comain

7 AllIP Addresses behind Gateway based on Topology information.

@ Manually defined IJ"- NralassLDgic_Tas‘t_Netwtj New...

Cancel Help
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" L Configuration of a VPN tunnel between the
Digi Connect Port WAN and a Checkpoint Firewall

Configure a new Site-to-Site Meshed VPN:

Meshed Community Properties - Wirelessl ogic_Test_Link

General

- Patticipating Gateways

‘- Excluded Services Mame: 1W’i|elessLogic_Tesl_Link

- WPN Properties
- Advanced Properties Comment: |

" Shared Secret
Color: | ] v}

Community Traffic S ecurity Policy

I Accept all ercrypted traffic.

Ok, Cancel I Help

Mote; The rule applies for all Internally Managed community members.

Loa Traffic as defined in Global Properties. Logging Tab:  |Log

|

Add the gateway you defined above, as well as the Checkpoint gateway:

Meshed Community Properties - WirelessLogic_Test Link

- General Participating Gateways

B Paiticipating

All the connections between the WP Domains of the Gateways

- Excluded Services

PN Properties bielow will be encrypted.
‘- Advanced Properties Participant G ateways:

" Shared Secret

£ frl hughsymaons .com W
. WirelesslLogic_Test VPN o

Add ‘ Erhl ‘ ﬂemuvej

(6]8 | Cancel

Help

Configure the VPN properties as shown below:
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\Digt

Configuration of a VPN tunnel between the
Digi Connect Port WAN and a Checkpoint Firewall

Meshed Community Properties - WirelessLogic_Test_Link

General ¥PH Propeities

Participating G ateways

cluded Services IKE [Phasze 1] Properties

Perform key exchange encryption with: ISDES '1

i Properties
: - Advanced Properties
- Shared Secret

Perform data integrity with:

IPzec [Phase 2] Properties

Perform |Peec data encryption with:

Perform data integrity with:

SHA1 vl

3DES v]
SHAT v]

Cancel ‘ Help I

=]

Configure the Advanced VPN Properties as shown below:

Meshed Community Properties - WirelessLogic_Test Link

- General Advanced Properties

* Participating Gateways
- Excluded Services
- YPN Properties

IKE [Phase 1)
Group 2 (1024 bil] -

Henegatiate IKE secuity associations eveny 20000 5: minLtes

Usze Diffie-Hellman group;

nced Properties
" Shared Secret

I Use aggressive mode

|IPzec [Phase 2]

™ Use Perfect Forward Secrecy

FBenegotiate [Pzec security associations every (28800 3: zeconds

I Suppart Site to Site P compression

Beset Al'VPH Properties

[~ Dizable MAT inside the WPN community

NAT

Cancel ‘ Help ‘

=]

Enter the same shared secret that you entered previously on the Digi unit.
Now allow the required services on the firewall:
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" L Configuration of a VPN tunnel between the
Digi Connect Port WAN and a Checkpoint Firewall

Q WirelessLogic_T
O JamesL_Pe-172

O JamesL_Pc-172.
Q‘ WirelessLogic_T

B

@ wirelessLogic_Tr

TR i
— accept Log
‘@ ‘ E

[ 11 hughsymon:

* Any ‘

icmp-requests|
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