DIGI WIPOINT & Cisco2621
Site -to-Site
VPN With 3DES

b= Dynamic
r/*_'“‘// Address
10.200 1.1 4 oy 12419395 53/27 g"wgzws.y?
-_—
o EO Internet L_
CigEs Digi WiPoint
Router
10.200.1.0/24 — 192 168.1.0/24
Phasel PhaseZ
s Mode: main ESP: Enable
. Encryption: 3DES AH: Disable
10.200 1 20 Hash: MD5 Encryption Algorithm :30ES
ETB aariar Key Group: 1024bit HMAG: MD5
Life Time: 86400 Key Group1024bit
Pre-share key: fhekey Life Time: 28800

R2{config)#interface FastEthernet0/0
R2{config-if)#ip address 124.193.95.53 255.255.255.224
R2(config-if)#ip nat outside

R2{config)#interface FastEthernet0/1
R2{config-it)#ip address 10.200.1.1 255.255.255.0
R2(config-if)#ip nat inside

R2{config)#ip route 0.0.0.0 0.0.0.0 124.193.95.49

R2(config)#crypto isakmp enable
R2{config)#crypto isakmp policy 10
R2{configisakmp)#hash md5
R2{config-isakmp)#authentication pre-share
R2(configisakmp)#encryption 3des
R2{configisakmp)#group 2

R2{config)#crypto ipsec security-association lifetime seconds 86400

R2{config)#crypto isakmp key fhekey address 0.0.0.0 0.0.0.0
R2{config)#crypto ipsec transform-set ccsp esp-null esp-md5-hmac
R2 (cig-crypto-trans)#mode tunnel

R2{config)#crypto map cisco 10 ipsec-isakmp
R2{config<crypto-map)#crypio map cisco 20 ipsec-dsakmp dynamic

R2(config)#

R2{configcrypto-map)#set transform-set ccsp
R2({config<crypto-map)#match address 101
R2(config)#ip nat inside source list 102 interface FastEthe
R2(C0n“g #access-ist 01 perm itip10.2001.00.0.0.255 192.168.1.0
R2{config)#access-ist 102 deny ip 10.200.1.0 0.0.0.255 192.168.1.0
R2{config)#access-list 102 permit ip 10.200.1.0 0.0.0.255 any
R2(config)#interface FastEthernet0/0

R2(config-f)#crypto map cisco
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