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Difficulty: Intermediate

To configure an OpenVPN server on an Accelerated device using Server managed certificates, and to setup the
OpenVPN configuration file for remote clients.

This article assumes you have an Accelerated device that supports OpenVPN, a working knowledge of networking for
the infrastructure you are trying to establish, and physical connection of network hardware. The configuration of
OpenVPN servers and clients that use custom key files and certificates is not in the scope of this article. However,
related information are available in these links:

+ Configuring an OpenVPN Server for iOS & Android OS Clients
+ Configuring a TAP-styled OpenVPN Server and Client

The sample configuration below shows the connection arrangement and relevant network information between an
Accelerated device as the OpenVPN server, and the remote devices which are the OpenVPN clients. The network
information are used in this article.
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Open the configuration page and set the following configurations.
VPN > OpenVPN Section Configuration

Specify a new server name in Add OpenVPN server. TestOVPN

Specify the type of OpenVPN device in Device type: TUN/TAP (TUN is used in this walkthrough)

Specify the firewall zone in Zone: internal

Specify the address of the OpenVPN network in Address, which should be different from the LAN network:
192.168.30.1/24

5. Enable Server managed certificates: Checked
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B VPN ~
IPsec ~
= OpenVPN ~
O Servers ~
B TestOVPN ~

Enable -~ @

Device type * TUN ¥
Zone ~ Interna v
Metric - 0

Address - 192.168.30.1/24

First IP address - 80

Last IP address - Q9

VPN port -~ 1194

Server managed -
certificates

Access control list ~
Advanced options ~
OpenVPN server

Clients ~

Authentication Section Configuration to add OpenVPN users

1. In Authentication > Groups, specify a new OpenVPN group name and click Add Group: GroupOVPN

2. Inthe newly created group (i.e. GroupOVPN), enable OpenVPN access

3. Inthe OpenVPN section, select the newly created OpenVPN server in the Tunnel dropdown: OpenVPN server:
TestOVPN

4. In Authentication > Users, specify a new OpenVPN user username and click Add User. UserOVPN

5. Insert a password in the Password prompt: userpasswd

6. Inthe Groupssection, select the newly created (or as desired) OpenVPN group in the Group dropdown:
GroupOVPN
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Idle timeout
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1.[iunosl ~  OpenVPN server: TestOVPN
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= UserOVPN ~
Enable @

Passwor d ~  userpasswd
@ Show

E Groups ~

1. Group ~  GroupOVPN

SSH keys ~

TACACS+ ~

Once all configurations are correct, click Save at the bottom of the configuration page to save the changes. Your TUN-
style OpenVPN server is now set up and ready to accept client user connection using the appropriate credentials set
up in the Authentication section.

The minimum requirements for a remote client to connect to the OpenVPN server is the OpenVPN client
configuration file and an OpenVPN client. To obtain these:

« Configuration file (*.ovpn): In local web administration page (normally accessible from 192.168.210.1) > System >
OpenVPN Configuration File Download; click to download TestOVPN.ovpn

+ Client application: OpenVPN download page

The TestOVPN.ovpn file needs to be edited before use, and it can be edited in any text editing program.

OpenVPN Client Configuration File Download

TestOVPN.ovpn - Download the client configuration file for the "TestOVPN" OpenVPN server.

When TestOVPN.ovpnfile is opened, change the field <server address>with the public external IP address of your
server. Inthis sample, <server address>is replaced with 172.16.10.1.

Custom routing (e.g. from the OpenVPN network to the internal corporate network) can also be achieved with

route <destination network> <network submask> . Inthissample,the destination (internal)
network is 192.168.10.0/24, therefore a new line route 192.168.10.0 255.255.255.0 isaddedtothe
configuration.
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# Note:

#

# Any lines with <...> in them need to be modified. For example
#

# remote <server address> 1234

# with a server address of 1.2.3.4, becomes

# remote 1.2.3.4 1234

#general

client

resolv-retry infinite
nobind

persist-key
persist-tun
remote-cert-tls server

cipher AES-256-CBC

# connection settings
dev tun

proto udp

& — — — — — — — =

# replaced 'remote <server address> 1194' with
remote 172.16.10.1 1194 # MODIFIED LINE
route 192.168.10.0 255.255.255.0 # ADDED LINE

MIIFTjCCBDagAwIBAgIJALkwivgA/CCDMAOGCSgGSIb3DQEBCWUAMIHKMQswCQYD
VOOGEwWJBVTEMMAOGA1UECBMDUUXEMREWDWYDVQQHEwWhCcml zYmFuZTEAMBsGA1UE
ChMUQWNJ ZWx1cmF0ZWQgQ29uY2VwdHMxHTALBgNVBASTFEFjY2VsZXJhdGVkIENV
bmN1cHRzMSAwWHgYDVQODEXdABY2N1bGVyYXR1ZCBDb257)Z2XBO0cyBDQTEQMA4GA1UE
KRMHRWFzeVJITQTEOMCYGCSgGSIb3DQEJARY ZamVmZi5zaGF3QGFjY2VsZXJThdGVk
LmNvbTAeFwOxNzASMTQwMzM5MDdaFw0yNzASMT IwMzM5MDdaMI HKMQswCQYDVQQG
EwJBVTEMMAOGA1UECBMDUUXEMREWDWYDVQQHEwWhCcml zYmFuZ TEAMBsGA1UEChMU
QWNJ ZWx1cmF0ZWQgQ29uY2VwdHMxHTALBgNVBASTFEFjY2VsZXJhdGVKkIENvbmN1
cHRzMSAWHgYDVQQDEXdBY2N1bGVyYXR1ZCBDb257ZXB0OcyBDQTEQMA4GA1UEKRMH
RWFzeVITQTEOMCYGCSgGSIb3DQEJARYZamVmZi5zaGF3QGFjY2VsZXJhdGVkLmNv
PTCCASIWDQYJK0ZIhvcNAQEBBQADggEPADCCAQOCggEBAM7S5xXFLWGCAxeJP102K
AWE8uOulLuXSHSANdCgdnjsJh3131wRQ9c6cc8ImfcbLNSB3wwvaVOLsLbPVkljk
pw7ImVbsN2k8+dto5WzTu/RfGPbjP4yML3ZtLO1kQWw3kmZ2vhPUa3YFG1x13Yk9
yHB+FfjhJivK7£f5Bw+e8clkh3t6d2nygOlDo9nmeYnvgaSXJgkFqUgUT3s72rpz3
Hb8+m8KihZ/yU09E0e3w767TXgCjcVCKWDr2YRIA5B5nf 9FbMbLWaJoCmAFHj1uf
PHAKV1DiHNCKwAOPUGKiWiWH3JTmrXK4nbnbaS5cWFKyF+fO7Kw+2NcyGcQUVeZg5
+X8CAWEAAAOCATMwggEVMBOGA1UdADgQWBBO3wwwxUUgvxKEJ1lposwCjGV4hU/TCB
/wYDVROJBIH3MIHOgBQ3wwwxUUgvxKEJ1lposwCjGV4hU/aGBOKSBzTCBy jELMAKG
A1UEBhMCQVUxDDAKBgNVBAgTA1FMRDERMASGAIUEBxXMIQnJpc2JhbmUxHTADBgNV
BAOTFEF]jY2VsZXJhdGVKIENvbmN1cHRzZMROWGWYDVQQLEXRBY2N1bGVyYXR1ZCBD
b257§ZXB0czEgMB4AGA1UEAXMXQWN ] ZWx1cmF0ZWQgQ2 9uY2VwdHMgQOEXEDAOBgNV
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BCkTBOVhc31SUOExXKDAMBgkghkiGI9wOBCQEWGWplZmYuc2hhdOBhY2N1bGVyYXR1
ZC53b22CCQC5MI r4APwggzAMBgNVHRMEBTADAQH /MAOGCSgGSTIb3DQEBCWUAAL IR
AQAKvV7/5NNS20w4YFNwV/0tMvNP6yekNzomiL+Yx0QwP7yK+MvvcPXsW0jgicggW
gEVVIDP5xK/DJC2gx0BAR0ZxHI9EahDHd1cuHES5JabwD8zZzMOrPf1PcAYdi+B+Zn
voQvMhoH9aMBNW130oNfLHMGg7I/6tDRINgWFSpiwl yK63HLOeSxaz8J1i0ac6s1S0
4qUmfef8RGcBL4At0O76ebsbi7FHO3LWBGE+STtAT/XwidEJ/O/VxXITS1veFn0HRULM
6YCDou/44JTc0GD2trekCiCuvDk5QhxzUja5DXB+fsSNvGMNbuyALV7y523Srrw5
PUj4tJcN6F1p9WKhaDXnRC1lb

</ca>

#authentication
auth-user-pass
The remaining configuration process of the remote client uses this configuration file. For details, visit:

« Configuring an OpenVPN Client on an Accelerated Device
+ Configuring a TAP-styled OpenVPN Server and Client
+ Configuring an OpenVPN Server for iOS & Android OS Clients
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