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GoGoalal

To configure an OpenVPN server on an Accelerated device using Server managed certificates, and to setup the
OpenVPN configuration file for remote clients.

SeSetuptup

This article assumes you have an Accelerated device that supports OpenVPN, a working knowledge of networking for
the infrastructure you are trying to establish, and physical connection of network hardware. The configuration of
OpenVPN servers and clients that use custom key files and certificates is not in the scope of this article. However,
related information are available in these links:

• Configuring an OpenVPN Server for iOS & Android OS Clients
• Configuring a TAP-styled OpenVPN Server and Client

SampleSample

The sample configuration below shows the connection arrangement and relevant network information between an
Accelerated device as the OpenVPN server, and the remote devices which are the OpenVPN clients. The network
information are used in this article.
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https://kb.accelerated.com/m/67105/l/814745-configuring-an-openvpn-server-for-ios-android-os-clients
https://kb.accelerated.com/m/67105/l/817050-configuring-a-tap-styled-openvpn-server-and-client


Sample SerSample Servver Configurer Configuraationtion

Open the configuration page and set the following configurations.

VPN > OpenVPN > OpenVPN SecVPN Section Configurtion Configuraationtion

1. Specify a new server name in Add OpenAdd OpenVPN serVPN servverer: TestOVPN
2. Specify the type of OpenVPN device in DeDevicvice typee type: TUN/TAP (TUN is used in this walkthrough)
3. Specify the firewall zone in ZZoneone: internal
4. Specify the address of the OpenVPN network in AddrAddressess, which should be different from the LAN network:

192.168.30.1/24
5. Enable SerServver manager managed ced certificertificaatteses: Checked
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AAuthenticuthenticaation Section Section Configurtion Configuraationtion to add OpenVPN users

1. In AAuthenticuthenticaation > Grtion > Groupsoups, specify a new OpenVPN group name and click Add GrAdd Groupoup: GroupOVPN
2. In the newly created group (i.e. GroupOVPN), enable OpenOpenVPN acVPN acccessess
3. In the OpenOpenVPNVPN section, select the newly created OpenVPN server in the TTunnelunnel dropdown: OpenVPN server:

TestOVPN
4. In AAuthenticuthenticaation > Ution > Userserss, specify a new OpenVPN user username and click Add UAdd Userser: UserOVPN
5. Insert a password in the PPasswassworordd prompt: userpasswd
6. In the GrGroupsoups section, select the newly created (or as desired) OpenVPN group in the GrGroupoup dropdown:

GroupOVPN
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Once all configurations are correct, click SavSavee at the bottom of the configuration page to save the changes. Your TUN-
style OpenVPN server is now set up and ready to accept client user connection using the appropriate credentials set
up in the AAuthenticuthenticaationtion section.

Sample Client ConfigurSample Client Configuraation Filetion File

The minimum requirements for a remote client to connect to the OpenVPN server is the OpenVPN client
configuration file and an OpenVPN client. To obtain these:

• Configuration file (*.ovpn): In loclocal wal web adminiseb administrtraationtion page (normally accessible from 192.168.210.1) > Sys> Systtem >em >
OpenOpenVPN ConfigurVPN Configuraation File Dotion File Downlownload;ad; click to download TestOVPN.ovpn

• Client application: OpenVPN download page

The TestOVPN.ovpn file needs to be edited before use, and it can be edited in any text editing program.

When TestOVPN.ovpn file is opened, change the field <ser<servver addrer address>ess> with the public external IP address of your
server. In this sample, <ser<servver addrer address>ess> is replaced with 172.16.10.1.

Custom routing (e.g. from the OpenVPN network to the internal corporate network) can also be achieved with
route <destination network> <network submask> . In this sample, the destination (internal)

network is 192.168.10.0/24, therefore a new line route 192.168.10.0 255.255.255.0 is added to the
configuration.
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https://openvpn.net/index.php/open-source/downloads.html


# Note:
#
# Any lines with <...> in them need to be modified. For example
#
# remote <server address> 1234
# with a server address of 1.2.3.4, becomes
# remote 1.2.3.4 1234

#general
client
resolv-retry infinite
nobind
persist-key
persist-tun
remote-cert-tls server
cipher AES-256-CBC

# connection settings
dev tun
proto udp
# ==============================================================
# replaced 'remote <server address> 1194' with
remote 172.16.10.1 1194 # MODIFIED LINE
route 192.168.10.0 255.255.255.0 # ADDED LINE
# ==============================================================
<ca>
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BCkTB0Vhc3lSU0ExKDAmBgkqhkiG9w0BCQEWGWplZmYuc2hhd0BhY2NlbGVyYXRl
ZC5jb22CCQC5MIr4APwggzAMBgNVHRMEBTADAQH/MA0GCSqGSIb3DQEBCwUAA4IB
AQAKv7/5NNS2ow4YFNwV/0tMvNP6yekNzomiL+Yx0QwP7yK+MvvcPXsW0jgicqqW
gEVvIDP5xK/DJC2gx0BAB0ZxH9EahDHd1cuHE5JabwD8zZzMOrPflPcAYdi+B+Zn
voQvMhoH9aMBNW13oNfLHmGg7I/6tDR9NgWFSpiwlyK63HLOeSxaZ8Jioac6slSO
4qUmfef8RGcBL4tO76ebsbi7FH03bWBGf+SftAT/Xw4EJ/O/VxITS1veFn0HRUfM
6YCDou/44JTc0GD2trekCiCuvDk5QhxzUja5DXB+fsSNvGMNbuyALV7y52jSrrw5
PUj4tJcN6F1p9WKhaDXnRClb
-----END CERTIFICATE-----

</ca>

#authentication
auth-user-pass

The remaining configuration process of the remote client uses this configuration file. For details, visit:

• Configuring an OpenVPN Client on an Accelerated Device
• Configuring a TAP-styled OpenVPN Server and Client
• Configuring an OpenVPN Server for iOS & Android OS Clients
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https://kb.accelerated.com/m/67105/l/815139-configuring-an-openvpn-client-on-an-accelerated-device
https://kb.accelerated.com/m/67105/l/817050-configuring-a-tap-styled-openvpn-server-and-client
https://kb.accelerated.com/m/67105/l/814745-configuring-an-openvpn-server-for-ios-android-os-clients
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