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1 INTRODUCTION

The debug.txt output is particularly useful because it collates technical and configuration information
about the router in a single file or output stream. Digi technical support will frequently request this
file/output to aid in troubleshooting.

If the debug.txt file is not present, then it will not be possible to extract the file; the TransPort firmware
may need to be updated.

This guide details the different methods and steps involved in extracting the debug.txt file from a
TransPort.

The HTTP (web interface) method is generally recommended, as it only requires a web browser. In case
the TransPort’s web interface is inaccessible, alternative methods, such as FTP and Telnet, are offered.

NOTE: Local Ethernet IP addresses are used in these examples. Depending on the TransPort's
configuration, the mobile IP address can also be used.
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2 VERSION
| Vversion Number  Status |

Version Number Status
1.0 Published
2.0 Updated and rebranded
Updated screenshots and instructions for
2.1 new web interface, added PuTTY
example, rebranding (Feb 2016)
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3 FTP METHOD

3.1 FTP Using FileZilla FTP Client

Make an FTP connection to the TransPort and “drag” the debug.txt file to the PC’s hard drive.
[ 1012081 - username@10.1.208:

File Edit View Transfer Server Bookmarks Help

LY |CEEIE] 2 % 5 e [ 5050 »

|| Host: Username: Password: Fort: | Quickconnect IB
R

esponse: 150 Opening data connection for LIST o~
Response: 226 File sent OK
Status: Directory listing successful -
Local site: | C:\Users\plord\Desktop'\Desktop', » | Remote site: |f -
| Desktop a | e A/
-1 DR6410_bufmon  [Z]
- | GOALS L
Filenam?e Filesize Filetype Las | Filename . Filesize Filetype Last modifi.. Permissi.. Owner/t *
L. |_gp/CAcert.cer 1,371 Security .. 21/01/2011.. -rwxrwxr.. ftpuser-
| Antennas File folder 27/ | cert0l.pem 3,285 PEMFile  21/01/2011.. -rwxrwxr.. ftpuser E
| Anti_RMA File folder 27/ @ config.dal 8,631 DAOFile  26/01/2011.. -rwxrwxr.. ftpuser:
| ASA_GOAL File folder 27/ | config.fac 8,449 FACFile 21/01/2011.. -r-xr-xr-x  ftpuser:
| configs File folder 27/ [ ldebug.ixt 1,000,000 Text Doc.. 26/01/2011.. -r-xr-xr-x
| Copy (2) of .. File folder 27/ | direct 101,376 File 21/01/2011.. -r-xr-xr-x  ftpuser:
| Copy (2) of .. File folder 05/ | eventlog.txt 35,801 Text Doc.. 26/01/2011.. -r-wr-wr-x ftpuser:
| Copy (2) of .. File folder 27/~ | @ evstathtm 52,500 Firefox.. 26/01/2011.. -r-wr-wr-x ftpuser ~
< | Il | 3 < | I |
139 files and 27 directories. Total size: 148,583,354 b |Selected 1 file. Total size: 1,000,000 bytes

Server/Local file Direc.. Remote file Size Priority Status

Queued files l Failed transfers l Successful transfers

I| A BH Queue: empty .."ﬂ

3.2 FTP using Firefox web browser

Make an FTP connection by typing the IP address of the TransPort prefixed with “ftp://”,for example,
ftp://192.168.1.1 (the default Ethernet IP address is used here)

Authentication Required il

@ Enter username and password for fip://192.168.1.1

User Mame: I

Password: I

Enter the login details for the TransPort and click "OK".
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ftp://192.168.1.1/

= h"i'l'Dgubd
evstat.bd

@ evstat.js
{; privpy.zip
__| eventlog.d
statbin.zn

ana.bd

anasth.ca

SNSPPR.C

anaip.cap

Open Link in Mew Tab
Open Link in Mew Window
Open Link in Mew Private Window

Bookmark This Link

Save Link As...

Copy Link Location
Search Yahoo for "File: debug, tet™

Inspect Element {Q)

=] debug.bd

wirll-L.mib

IKE
10 KE
EIKE
&1 KE
JEKE
3 KE

ST KE
77 KE
77 KB
I KE
ST KE
77 KE

112016
112016
1172016
1/1/2016
112016
112016
1172016
1/1/2016
112016
112016
1172016
1/1/2016

1:07:00 AM
1:07:00 AM
1:07:00 AM
L1:07:00 AM
1:07:00 AM
1:07:00 AM
1:07:00 AM
L1:07:00 AM
1:07:00 AM
1:07:00 AM
1:07:00 AM
L1:07:00 AM

Right click the “debug.txt” file, click "Save Link As”, and then save the file somewhere convenient.

3.3 FTP Using Internet Explorer web browser

Make an FTP connection by typing the IP address of the TransPort prefixed with “ftp://”, for example,

ftp://192.168.1.1 (the default Ethernet IP address is used here)

Internet Explorer

? To log on to this FTP server, type a user name and password.

FTP server: 192.168.1.1

User name: I |

Password: I

After you log on, you can add this server to your Favorites and return to it easily.

[ Log on anonymaously

Log an I

Cancel

x|

Enter the login details for the TransPort and click “Log on”.
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ftp://192.168.1.1/

Fa!

2 FTP root at 192.168.1.1 - Windows Internet Explorer

@: v [& fip://192.188.1.1/

FTP root at 192.168.1.1

P&

*p | X

(=) FTP root at 192.168.1.1

x|

To view this FTP site in Windows Explorer: press Alt, click View, and then click Open FTP Site in Windows Explorer.

Q02/01/2016 01:01RM Directory
01/01/2016 12:00RM 101,280
02/19/2016 12:00RM 262,144
01/01/2016 12:00RM 101,280
02/16/2016 12:00AM 4,149,425
02/16/2016 12:00AM 4,149,429
11/06/2013 12:00RM 1,371
01/01/2016 12:11RM 1,680
02/16/2016 12:00RM 1,451,588
02/16/2016 12:00RM 21,425
02/16/2016 12:00RM 26,114
02/16/2016 12:00AM 32,8638
02/16/2016 12:00AM 30,588
02/16/2016 12:00RM 15,2286
02/16/2016 12:00RM 24,751
01/01/2016 12:07EM 1,680
01/01/2016 12:07RM 1,680
02/16/2016 12:00RM 7,460
02/16/2016 12:00AM 10,282
02/16/2016 12:00AM 1,736,922
02/16/2016 12:00RM 382,832
02/16/2016 12:00RM 61,524
02/19/2016 12:00RM 1,371
02/16/2016 12:00RM 1,878
01/01/2016 12:07RM 7682
02/16/2016 12:00AM 14,071
02/16/2016 12:00AM 782
02/19/2016 12:00RM 131,072
01/01/2016 12:02RM 228
02/19/2016 12:00RM 906
01/01/2016 12:06RM 148
01/01/2016 12:07RM 14,064
01/01/2016 12:460M 1,800
01/01/2016 12:46RM 10,500
01/01/2016 12:46RM 10,500
01/01/2016 12:46LM 2,100
01/01/2016 12:46RM 10,200
01/01/2016 12:46LM 52,500
01/01/2016 12:46LM 61,488
01/01/2016 12:460M 38,001
01/01/2016 12:46RM 80,000
01/01/2016 12:46RM 1,000,000
01/01/2016 12:46LM 1,000,000
01/01/2016 12:46RM 1,000,000
01/01/2016 12:46LM 1,000,000
01/01/2016 12:46LM 1,000,000
01/01/2016 12:460M 1,000,000

nser
direct
sbiaos
mirror
image
image4d
Clhcert.cer
sregs.fac
wrll.web

logcodes. txt
manual.sb
activate.sb
prlupdate.sb
provision.sb
gobiact.skb
X3prof
Sregs.dat
pppfcs.=sb
queryimsi.sb
python.zip
wizards.zip

ri . Enc
certll.pem
privrsa.pem
fw.txL
config.fa
fw.fac
tenplog.c
svcids
privSSH.p|
pwds . dal
config.da
fwstat.tx
fwstat.ht
fwrules.h
fwlog.CxC
evstat.tx = . i ]
Evstat.js'i'Eﬂﬁ"WM1WMdm“LWE

ri . zi A% Translate with Bing
eventlog. All Accelerators J
statkbin.e
ana.tHt
anaeth.ca
anappp.ca

Open
Open in new tab

Open in new window

Save target as...

Print target

Cut

Copy

Copy shortout
Paste

Add to favorites...

Send to OneNote

Properties

debug. txt

Right click the “debug.txt” file, click "Save target as”, and then save the file somewhere convenient.
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4 HTTP (WEB INTERFACE) METHOD

4.1 Using Directory Listings

From the TransPort web interface, navigate to Administration - File Management > FLASH Directory

HAudmini Lrason - File Hanegement > FLASH Direclory
= FLASH Durectary
Fuetion Fibe Hame Sicw Reciss Lkt Moschilmodd

LEAT il Es

et NONEED By e 1E: 00 3E, 00 Rl DOIE
=] DEINAA Byt w1 FEJE, 0T Rab J00E

e a0 kA0 byt e 130034, G0 Reb DS0E

g AFT4003 Byt pw 093104, 18 Fab DO1S

g ATF400T Bytan w0 EE: 04, 16 Fab 2006
wrddalooals  DEDTEND Brpban  ew 03104, 16 Fub JO0S
Iaegeonaiia Al Z42E Bt rw O EL 06, 16 el D00E

g SO0 bytas  rw 130707, 19 Mk D016
g e 08 Byt re 130036, 00 el DEIE
vl 6NN B pw D032 06, 16 Fab IONE
aachiad b el FIETE Bryas  ew OB 3D 0&, 08 Fub DEas
Cesn Loy 13T Bpas pw 0300036, 00 Feb DS
Erbapeta e ok IOELD Bephas  pw 00306, 16 Rk D01E
Bt b DOEIE Bl ew 3106, 16 Fub JO0S
polna ool ZATED Brpta  ew O 3106, 16 el D00E
i T4&0 brptias  ew 03206, 16 Feb 2006
[EE T IOEET Byt ew D03 D&, 16 Reb 200&
Erptieieh g AFIEGID Byt pw O EE:0E, 06 Rl J00E
e g TEIEYD bybas  ew 00 E1:d, 18 el DE0E

gy S 15 Byl pw O 3108, 15 Fab 2008
care il D44 Bphas  pw OIS, 16 Rk D01E
ey o Bl IREa0D byt pw  O@:31:08, 085 Rl 200&
Feelind Telbytas  ew 130706, 19 Reb 2015
oy fac NEATR Byt wx D306, 16 Feb 2005
oy 220 ITIES Byt ew  DE:0T:0E, 20 Reb 200&
v Tk bytas  pe  O0:31:0E, 06 Rl 2006
algmed S Beptas  ew 130708, IO Rk D&
a0 gy 13T Bybas  pw  DL:EX: 00, I Feb D&
T raTad g ISR bptis pw DR EL DS, 15 Fab 200&
AW TS ptas w0310 0E, 18 Rl 2008
LT HEEGD By rw O 3108, 16 el J00E
iy LSO 34T T Tads Bytas  ew 003108, 16 Reb DO0S
T LS FIEEE Bytis  ew  O0:31:0E, 16 Feb 200&
gl s I Byl rw O EDNE, 16 Rl J00&
caradacwe  I4FI00%E Bytas  ew 00Xl a0, 18 el DE0&
i i OO Brphas  rw O EEi09, 16 Rk D01E
Burlra rrara NPEET Bephas  rw OR300, 16 Fab D01E
il rua AT B om0 3200, 16 Fub JO0E

G P S STEEE Byt rw O EL 00, 16 el D00E
Bt £1 130T byt e DX FE: SN, 0T ek DE0S

Errafi ga GO Bepbas  ew DR DS 20, 1T Reb 200&
Evti 230 Bylas  rw  DE:07: 05, DO Feb 2015
[ ey S0 B e 240700, 10 Rl DS
[ FLELTEC] ST P T OTC 1 0 LY L T o1 T
Fove gz Biiemy DS Bt re DdcOF: 09, 20 Rk 2005
[ SO0 Byptas e 14007 00, 20 Rk D016
s LA D000 Byt w0407 09, 20 Feb 200G
A TIN:] CITO0 Byt v 040709, 19 Feb 2005

e E14ED bybas  re 140700, 20 Rl DO
s At ITEOON Brybis  re 040700, 1O feb IO0E
ol B N OO0 bybas  re 140700, PO Rk DS
v kel OGO Bybas  pe D4c0F 00, IO Rk 2015
araathcag OGO Bybas  pe D4c0F 00, IO Rk 2015
avapppcap  IOOO000 Byles  re 140709, I el 2006
FLIT-ET IO Bt w0407 09, 20 Feb 200G
it rt vl IGO0 Bryia w0407 09, 29 Feb 2005
Earbnss ul IOOO000 Bytes  re 140709, 10 Rl 1016

el Levals DOCOOO0 Bybad  re 040700, 10 fab 3005

i Rls, Ao L 1 0E00I T 00 By, Aad Frad: 107067 Byt
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debug.txt LAAAAANA | dbon = 14:07:19, 29 Feb 2016
Opean link in new tab

wrdw2-1 Open link in new window 14:07:19, 29 Feb 2016

Open link in incognito window

Copy link address

Delete selected fili

Inspect Cirl+5hift+1

Right click the “debug.txt"” file, click “Save link as”, and then save the file somewhere convenient.

NOTE: The Chrome web browser is used in this example. In other browsers, the menu option may be

slightly different. For example, Internet Explorer says “Save target as”.

5 USING“"EXECUTE ACOMMAND"

From the TransPort web interface, navigate to Administration - Execute a command

Administration - Execute a command

Command: |t';.r|:re debug.txt

Execute |

Enter the following command:

type debug.txt

Click the ‘Execute’ button.

Wait a few seconds for the data to populate below.

Look for "[ENDCFG]” and then “OK" at the very bottom to confirm that no data is missing.

Copy and paste the data in a text editor such as Microsoft Notepad.
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NOTE: The debug.txt file is quite large, so it may be necessary to increase the scroll back buffer in
telnet to make it large enough to capture the full file.

r -
dministrator: C\Windows\system32\cmd.exe

c :\Program Files>

| o S

S

Do this as follows:

Click on the C:\ icon and select “Properties”.

A cmd.exe

Restare
Move
Size
- Minimize
o Maximize
x  Close
Edit ¢
Defaults

Properties
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BN "Ci\Windows\system32\emd.exe” Properties S

| Options | Fort | Layout ICulors|

Window Preview

Screen Buffer Size

Width: 30 |3
Height:
Window Size
Width: 58 :
Height: 7 =
Window Position
Left: 75
Top: 121

| Let system position window

—
ok Y[ Cones

Next click “Layout” and set the Screen Buffer Size Height to its maximum.

Click “OK".

Next, Telnet to the TransPort’s IP address.

BN Administrator: CAWindows\system32\cmd.exe l — | =] |&]

c:wProgram Files>telnet 18.1.288_.1_

Enter the username and password when prompted.
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BN Telnet 10.1.208.1 l e | ]1

Remote Connection.

Uzername: username
Password:

Once connected, issue the following command:

type debug.txt

"

@ Telnet 10.1.208.1 e B

Passwopd: e -
SH:1431682
Welcome. Your access level iz SUPER

25143182 >type debug.txt

This is a small excerpt from the output, which will be a large file.

-

@ Telnet 10.1.208.1 Lo o5 e

Remote Connection.

llzername: username

Passuwoprd: s

SH:1431062

elcome. Your access level iz SUPER

22143102 *type debuyg.txt

Debug Commands

Sarian Systems. Sardian WR44B-HX¥-A0A Ser#iz143182 HW Revision: 7782a
Software Build VerS5162. Aug 13 2012 A5:12:25 35U
ARM Sarian Bios Uer 6.75% uv3? 488MHz B512-M512-F88-08.8 MAC:BBB4Z2d82Zefe

Reviszion: 1.1%? Int clk
Reviszdion: 2.8
Reviszdion: 1.8
Ethernet Port Isolate Driver Reviszion: 1.11 S




EH Telnet 10.1.208.1 |, = | = |-“h]

elcome. Your access level is SUPER

22143182 >type debug.txt
Mark

Debug Commands Cop

Paste
Select All

. Sarian WR44B-XXKX-A0@ Serl:143182 —

Software Build UerS5162. Aug 13 2812 @5:12:25 &L Find...
ARM Sarian Bios Uer 6.75 v3? 488MHz B512-M512-F86
Power Up Profile: @
Azync Driver Reviszion: 1.1% Int clk
i i Revi=zion: 2.8
Revi=zion: 1.8
Ethernet Port Isolate Driver Revision: 1.11
i Revi=zion: 1.8
Revi=zion: 1.8
Timer Module Reviszdion: 1.1
CBXUSBHOST Bevision: 1.8

To copy the file, right-click on the page and select “Mark” from the drop-down menu then starting at
the bottom of the page highlight the text and hit “enter”.

@ Select Telnet 10.1.208.1 EEE

Welcome. Your access level is SUPER

221431802 >type debug.txt I

Debuy Commands

‘atih’

arian Systems=. Sarian WR44B—XRE-A0@ Serit:1431802 HY Revision: 7782a
oftware Build VerS5162. HAug 13 26012 A5:12:25 5W

BM Sarian Bios Uer 6.75 v39 488MHz BS12-M512-FBB-08.0 MAC:BBB42dB22efe
ower Up Profile: @

sync Driver Revision: 1.19 Int clk

i—Fi Revizion: 2.8

IE Revi=zion: 1.8

thernet Port Isolate Driver Reviszion: 1.11

irewall Revi=zion: 1.8

ventEdit Revizion: 1.8

imer Module Revision: 1.1

CB>USBHOST Revision: 1.8 &
4 Ir 3

Paste the data in a text editor such as Microsoft Notepad.
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2 USING PUTTY

PuTTY.exe is a free terminal emulator that can be used to Telnet or SSH to a TransPort to obtain the
debug.txt file.

Setup PUTTY to log “all session output” and specify a location (“c:\" for example) to save the log file:

ﬂ PuTTY Configuration EI
Category:
=- S?SSjﬂn | Options controlling session logging |
Lm'g ) )
b T ?mmmm: " Printable output
- Keyboard =
- Eell i« HMMMM| " 55H packets
= Window _|og file name:
- Appearance IC:\pu[hrJng | Browse. .
T e . |
... Translation (Log file name can contain &Y, &M, &0 for date, &T far
. Selection time, and &H for host name)
Colours What to da f the log file already exists:
e i Always ovenwrite it
&= Connection " Always append to the end of i
EE“E' &+ Ask the user every time
Tt ¥ Flush log file frequently
- Rlogin —Options specific to S5H packet logging
EE"'SSH ¥ Omit known password fields
About | Open Cancel
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Input the IP address of the TransPort, select either Telnet or SSH, and then click *Open”:

22 PuTTY Configuration x|
Category:
= Sgassinn | Basic options for your PuTTY session |
B Ter L.nglglng — Specify the destination you want to connect to
—|- Temina
Host Mame (or IP address) Port
- Keyboard —_—
- Bel 192.168.1.1 23
- Features Connection hpe
- Window " Baw [ elnet|!” Rlogin ¢ S5H ¢ Seral
- Appearance B )
. Behaviour Load, save or delete a stored session
.. Translation Saved Sessions
- Selection
-+ Colours Default Settings Load
[=]- Connection =
- Diata Save |
- Proxy
- Telnet Delete |
Hjngin
H- 55H
- Senal Close window on exit:
 Mways  MNever ™ Onlyon clean exit
About Open Cancel

Type “type debug.txt” then hit Enter:

& 192.168.1.1 - PuTTY
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The “[ENDCFG]” and “"OK" entries confirm that no data is missing:

PuTTY may now be closed. The resulting putty.log file should contain the debug.txt output.
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