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1 INTRODUCTION 

1.1 Outline 

This application note is intended to explain how to create RSA key files, certificate requests, and how to 

use SCEP to retrieve a signed certificate from a Microsoft® Windows 2008 server for use with IPsec. 

This document is a worked example of how to configure a Digi Transport and a Cisco® IOS based router to 

establish an IPsec tunnel between each other using signed certificates, RSA key files and Certificate 

Authority (CA) certificates. This will allow full secure connectivity between two private networks 

connected together via the Internet. 

The Cisco is the VPN initiator. 

The Transport is the VPN server/responder. 

In this working example all addresses used are private non routable addresses. The WAN network is 

configured to use a 10.x.x.x network range and is used to simulate the Internet. 

Note:  At the end of this document there is a brief description of the changes required in order to reverse 

the rolls of these routers 

The advantages of using RSA certificates over pre-shared keys are; 

¶ Scalable - pre-shared keys become unmanageable on large schemes 

¶ Provides increased security over pre-shared keys 
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1.2 Digi Transport and Cisco VPN Terminology 

There are differences in the terminology commonly used when dealing with Digi Transport and Cisco 

devices.  In order to help understand the terms used when referring to the configuration of the different 

devices these will be discussed briefly. 

4ÈÅ ÔÅÒÍÓ Ȭ0ÈÁÓÅ Χȭȟ Internet Key Exchange (IKE) and ISAKMP are largely interchangeable in use. All are 

used to refer to, the settings used for and/or the actual process of the first stage of a VPN tunnel 

negotiation where during which the identity of the remote host is verified and a unique encryption key is 

generated in order to facilitate the next stage of the negotiation. Terms used to refer to the second stage 

of negotiations vary can vary a little more. Digi users will commonly use the terms Phase 2, IPsec and 

%ÒÏÕÔÅ ɉÁ ÃÏÎÔÒÁÃÔÉÏÎ ÏÆ ȬÅÎÃÒÙÐÔÅÄ ÒÏÕÔÅȭɊȟ #ÉÓÃÏ ÕÓÅÒÓ ÔÅÎÄ ÔÏ ÕÓÅ ÔÈÅ ÔÅÒÍ ȬÃÒÙÐÔÏ ÍÁÐȭ ÔÏ ÒÅÆÅÒ ÔÏ ÔÈÅ 

settings used or negotiating the second stage.  
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2 ASSUMPTIONS 

This guide has been written for use by technically competent personnel with a good understanding of the 

communications technologies used in the product, and of the requirements for their specific application. 

This application note applies only to; 

 

¶ Router Model:  Any Digi Transport or Sarian branded router  

 

Firmware versions:  5123 or later. 

Configuration:  This Application Note assumes that the Digi Transport product is set to its factory 

default. Most configuration commands are only shown if they differ from the factory default. 

 

¶ Cisco® Model:  For the purpose of this application note a Cisco 1720. 

Cisco® IOS: For the purpose of this application note the following was used; 

C1700 Software (C1700 - K9SY7- M), Version 12.2(15)T  

When choosing a Cisco IOS ensure the feature set is compatible for IPsec and SCEP. 

 

¶ Microsoft® Operating System: Microsoft® Windows 2008 Server with IIS (Internet Information 

Services) and Active Directory Certificate Services installed 

2.1 Corrections 

Requests for corrections or amendments to this application note are welcome and should be addressed to: 

uksupport@digi.com 

Requests for new application notes can be sent to the same address. 

2.2 Version 

Version 
Number 

Status 

1.0 Published 

1.1 
Revised for new Transport web UI, 
Windows 2008 server, VPN 
negotiation debugging added. 

2.3 Corrections 

Requests for corrections or amendments to this application note are welcome and should be addressed to: 

Tech.Support@digi.com 

Requests for new application notes can be sent to the same address. 

mailto:Tech.Support@digi.com
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3 THE PUBLIC KEY INFRASTRUCTURE 

3.1 Public Key Infrastructure terminology 

The following terms are used frequently when referring to the Public Key Infrastructure (PKI), these 

explained, detailing their respective roles in security provision through the PKI. 

3.1.1 Private Key 

Each device creates its own private key.  The private key is the basis for all the security for this method of 

IKE authentication and as such it is important that it is kept safe. Any user/device who gains access to the 

private key can then authenticate themselves as the owner of the certificate. Therefore if at any point 

there is suspicion that the privacy of a private key may have been compromised any certificates generated 

from this should be immediately revoked. A new private key should then be generated and this used to 

create new versions of any required public certificates.  

Private Key files installed on a Transport ÒÏÕÔÅÒ ÓÈÏÕÌÄ ÂÅ ÉÎ ÔÈÅ ÆÏÒÍÁÔ ÏÆ ȰÐÒÉÖɕȢÐÅÍȱ ɉÅȢÇȢ privxxxx.pem).  

Private Key files of this format cannot be copied, renamed, or have their contents read, they can only be 

deleted. It should be noted that at the time of publication the Transport routers only support short (AKA 

8.3) filenames so any files uploaded or generated on the router need to adhere to this. 

3.1.2 Certificate Request 

In order to receive a signed public key certificate from a CA, a certificate request is generated from the 

private key and sent to the CA for signing. 

3.1.3 Public Key Certificate 

The Certificate request is sent to a trusted CA.  The CA digitally signs the certificate request thus creating a 

public key certificate. The digital signature provided can be thought of an electronic watermark.  

4ÈÅ ÐÕÂÌÉÃ ËÅÙ ÃÅÒÔÉÆÉÃÁÔÅ ÉÓ ÕÓÅÄ ÔÏ ÉÄÅÎÔÉÆÙ 2ÏÕÔÅÒ Ȭ!ȭ ×ÉÔÈ ÔÈÅ ÏÐÐÏÓÉÔÅ ÒÏÕÔÅÒ Ȭ"ȭ ÁÎÄ ÖÉÃÅ ÖÅÒÓÁȢ 

3.1.4 Certificate Authority  Certificate 

4ÈÅ #! #ÅÒÔÉÆÉÃÁÔÅ ÃÏÎÔÁÉÎÓ ÔÈÅ ÐÕÂÌÉÃ ÐÏÒÔÉÏÎ ÏÆ ÔÈÅ #!ȭÓ ÐÕÂÌÉÃȾÐÒÉÖÁÔÅ ËÅÙ ÐÁÉÒ ×ÈÉÃÈ ÓÉÇÎÅÄ ÔÈÅ 

certificate request. 

3.2 Identity  authentication  using the PKI 

Before the routers can begin to send and receive confidential data, they need to verify that the remote 

host is who it appears to be. When building  a VPN this verification of identity is carried out through the 

use of the Internet Key Exchange (IKE) protocol in order to establish trust between the two devices 

involved in the negotiation. 

To provide a simplified explanation of the use of the PKI for authentication we will consider the 

negotiation between two routers (A and B). In this example that both routers in this already trust the CAs 

that have signed the public certificates involved. In the example configuration later in this document both 

routers use certificates signed by the same CA. Therefore the signed signatures automatically trusted as 

each router uses the same CA to provide proof of identity. When using a single CA server for the purposes 

of signing certificates this is often referred to as a centralised CA. The use of multiple servers to act a CAs 

creates a hierarchical CA topology. 
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3.2.1 Certificate validation 

Initially, each router will send its own signed Public Key Certificate to the other if it is available on the 

FLASH filing system. If it is not available, the remote unit must be able to access the file by some other 

means (e.g. previously uploaded manually). The router is able to verify that the received certificate is 

correct by hashing a value using information taken from the CA certificate and also carrying out a similar 

action using the remote host certificate, the results of the two processes are compared and if they are the 

same then the signature on the remote host certificate is considered valid. Once the validity of the public 

certificate has been checked then the next stage is to verify the remote host identity matches with the 

public certificate. 

3.2.2 Remote host identity validation 

The public/private key pair relies upon asymmetric encryption. This means that a different key is used to 

encrypt data than is used to decrypt data. If a public key is used to encrypt a message it can only be 

successfully decrypted using the private key that was used to generate the public key used. 

Router A then needs to verify that it was router B that provided the certificate. It uses its own Private Key 

to sign (encrypt) a HASH which is created from other data unique to the negotiation.  The signature is sent 

to 2ÏÕÔÅÒ Ȭ"ȭ which uses 2ÏÕÔÅÒ Ȭ!ȭÓ public key to verify the signature. 

The certificates are used for authentication purposes only.  A unique set of keys, applicable only to that IKE 

session are created for the secure transfer of data. 

 

It is worth noting that on a transport router and CA certificate that is manually uploaded to the FFLASH 

will be treated as a trusted CA. Therefore if both routers public certificates have been signed by the same 

CA then the digital signature from the CA will be automatically trusted. 

 

 

 

 

3.3 IPsec ɀ Secure Data Transfer 

Once the Identities of each router have been proved the transfer of secure data can begin.  Dynamically 

generated Public and Private Keys are used to secure data, only this time the Private Key is used to de-

crypt data and the Public Key is used to encrypt data. 

Example (see diagram on page 3) 

2ÏÕÔÅÒ Ȭ!ȭ receives a confidential text document from ÃÏÍÐÕÔÅÒ Ȭ!ȭ.  The text document should be sent in 

a secure manner over the Internet to 2ÏÕÔÅÒ Ȭ"ȭ then forwarded to 3ÅÒÖÅÒ Ȭ"ȭ.  

Using the Public Key received from 2ÏÕÔÅÒ Ȭ"ȭ, 2ÏÕÔÅÒ Ȭ!ȭ encrypts the IP packets containing the text file 

and sends them to 2ÏÕÔÅÒ Ȭ"ȭ over the Internet connection via the VPN tunnel.  2ÏÕÔÅÒ Ȭ"ȭ uses its secure 

Private Key to decrypt the IP packets containing the text document and forwards them to 3ÅÒÖÅÒ Ȭ"ȭ. 

This is highly secure because only the owner of the Private Key can de-crypt the data.  So if the data is 

intercepted by a third party it is rendered useless without possession of the correct Private Key. 
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4 MICROSOFT® WINDOWS SERVER 2008 CONFIGURATION 

4.1 Requirements 

For a Microsoft® Windows server2008 to act as a CA the following services must be installed; 

1. Web Server (IIS) (Internet Information Services) 

2. Active Directory Certificate Services, including Certification Authority  and Network Device 

Enrollment Service (AKA SCEP service). 

Please note: The steps taken below are to configure a newly installed Windows 2008 server as a 

standalone CA server with no attachment to any Domain which simplifies the configuration process 

somewhat. If using a server in an already existing Domain then the steps required may differ. If there is a 

problem getting a working CA as part of an existing network then there are several Microsoft TechNet 

blog articles based around implementing various aspects of the PKI.  

4.2 Configure the Microsoft® Windows Server 2008 as a Certificate Authority 

4.2.1 Install SCEP Add-on for certificates 

Login to the server with an appropriate System Administrator account 

Start the Microsoft management console.  

Select Ȭ2ÏÌÅÓȭ ÔÈÅÎ ÃÌÉÃË ÔÈÅ Ȭ!ÄÄ 2ÏÌÅÓȭ ÌÉÎË 

 

 

If ÔÈÅ ȬÂÅÆÏÒÅ ÙÏÕ ÂÅÇÉÎȭ ×ÉÎÄÏ× appears in the roles wizard, click next. 

 

  



 
11 

#ÈÅÃË ÔÈÅ ÔÉÃË ÂÏØÅÓ ÍÁÒËÅÄ Ȭ!ÃÔÉÖÅ $ÉÒÅÃÔÏÒÙ #ÅÒÔÉÆÉÃÁÔÅ 3ÅÒÖÉÃÅÓȭ ÁÎÄ Ȭ7ÅÂ 3ÅÒÖÅÒ ɉ))3Ɋȭȟ ÔÈÅÎ ÃÌÉck Next. 

 

 

The following informational notice will then be presented. Read this and when happy to proceed click 

Next. 
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/Î ÔÈÅ ÎÅØÔ ÓÃÒÅÅÎȟ ÃÈÅÃË ÔÈÅ Ȭ#ÅÒÔÉÆÉÃÁÔÉÏÎ !ÕÔÈÏÒÉÔÙȭ ÂÏØ ÁÎÄ ÃÌÉÃË .ÅØÔȢ 

Please note; while we do also need to install the Network Device Enrolment 3ÅÒÖÉÃÅ ÔÈÁÔ ÉÔȭÓ ÎÏÔ ÐÏÓÓÉÂÌÅ 

to install this feature at the same time as the Certification Authority service. This service will need to be 

installed later. 

 

At the next screen select the Standalone option. This will be the only option available if the server is not 

part of a Domain. Click Next. 

 

 

On the next screen select the Root CA option as this is the only CA that will be in use.  Click Next 
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Select the option to use a new private key as we are not restoring a previously configured CA. Click Next. 

 

Select a suitable cryptographic service provider, key size and hashing algorithm. Click Next. 

 

Enter the desired Common Name and any require suffix for the CA. Click Next. 
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Choose a suitable length of time for the CA certificate to be valid. A certificate issued using this CA can in 

turn only be valid up to eh expired date of the CA itself. Click Next. 

 

Choose a location for the certificate database and log files to be located. Click Next. 

 

 

The next screen will provide information on installing the IIS service. Read this then click Next. 

 

For this application the default options are sufficient. Click Next. 
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Review the options chosen, then click install to begin the installation process. 

 

The installation of the CA and IIS services will begin. After the installation is complete the server will  

present a summary window that details what has been installed and if any error occurred. Review this and 

click close.   

 

 

To install the Remote Device Enrollment Service In the Microsoft Management console browse to Active 

$ÉÒÅÃÔÏÒÙ #ÅÒÔÉÆÉÃÁÔÅ ÓÅÒÖÉÃÅÓȟ ÔÈÅÎ ÃÌÉÃË ÔÈÅ Ȭ!ÄÄ 2ÏÌÅ 3ÅÒÖÉÃÅÓȭ ÌÉÎËȢ 
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This will start the relevant wizard. Check the box to add the Network Device Enrollment Service.  

 

 

The server will then present  a notification of the other dependencies that will also need to be installed. 

Click the button to add these to the installation.  
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Then Click next on the wizard screen. Then select the option to use a network service account. Click Next.

 

Enter registration authority information. Enter appropriate company information and click Next. 

 

Select suitable cryptography settings for the registration authority. Click Next. 
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The next screen details the update to the IIs installed again. Click next on this, the next screen highlights 

the dependencies that are required for the SCEP service installation. Click Next. 

 

Then  review the chosen options and click install to proceed with the installation of the updated roles. 

 

There will then be a summary screen of features that have been installed. 

 

 

Finally a dialogue box will appear containing a URL to use for SCEP enrolment. 

IMPORTANT:  Make a permanent note of this URL.  This will be needed every time when creating 

certificates with this CA; http://<hostname>/certsrv/mscep/mscep.dll where <hostname> is the hostname 

or IP address of the CA server. 
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4.2.2 Check the CA Certificate service is running 

To check the CA Certificate service is running, check the server manger MMC. There should be a green 

circle with a tick in it next to the CA, as per the picture below.   

 

If the service is not running there will be a white circle with a black dot inside it. To start the service right 

ÃÌÉÃË ÏÎ ÔÈÅ #! ÏÂÊÅÃÔ ȟ ÈÉÇÈÌÉÇÈÔ ȬÁÌÌ ÔÁÓËÓȭȟ ÔÈÅÎ ÓÅÌÅÃÔ ȬÓÔÁÒÔ ÓÅÒÖÉÃÅȭȢ 

4.2.3 Check IIS and SCEP service status 

To check that both IIS and SCEP are running OK using the server management console browsr to web 

server (IIS) heading in the roles section. This shows the status and if  IIS services is running. 
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To check that the SCEP sÅÒÖÉÃÅ ÈÁÓ ÓÔÁÒÔÅÄ /+ȟ ÃÌÉÃË ÏÎ ÔÈÅ Ȭ)ÎÔÅÒÎÅÔ )ÎÆÏÒÍÁÔÉÏÎ 3ÅÒÖÉÃÅ ɉ))3Ɋ -ÁÎÁÇÅÒȭ 

section. Then in main window click on Application Pools. This ×ÉÌÌ ÄÉÓÐÌÁÙ ÔÈÅ Ȭ!ÐÐÌÉÃÁÔÉÏÎ 0Ïolsȭ where the 

status of the SCEP service can be checked. 

 

 

4.3 Automatic Enrolment 

This is an optional stage, without configuring this feature the initial certificate request will be left in a 

pending state. At this point the CA administrator will need to manually either approve or reject the 

certificate request. A 2nd request will need to be made after this has been done in order to automatically 

download the router certificate.  Not using automatic Enrolment increases the security of the CA service 

but also increases the amount of administration time required.  

To enable this feature open the Certificate Authority console, right click on the CA and select Properties. 

 

  










































































































