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1.1 Outline

This application note is intended to explain how to create RSAfikesy; certificate requests, and how to
use SCEP to retrieve a signed certificate from a Micréstffhdows2008 server for use withPsec

This document is a worked example of how to configai2igi Transporiand a CiscdlOS basedouterto
establish anPsedunnel between each other using signed certificates, RSA key file<antificate
Authority (CA) certificates. This will allow full secure connectivity between two private networks
connected together via the Internet.

The Cisco is the VPN initiator
TheTransportis the VPNserverfesponder.

In this working examplall addresses used agivate non routable addresseshe WAN networks
configuredto use a 10.x.x.x network range aisdused to simulate thinternet.

Note: At the end of this document theris a brief description of the changesquiredin orderto reverse
the rolls of these routers

The advantages of using RSA certificates overginared keys are;
9 Scalable pre-shared keys become unmanageable on largeesohs

9 Provides increased security over pshared keys
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1.2 Digi Transport and Cisco VPNerminology

There are differences in the terminology commonly used when dealing with Digi Transport and Cisco
devices. In order to help understand the terms used whégrriag to the configuration of the different
devices these will be discussed briefly.

4EA OAOI Ontethot Key Bxihangdii) and ISAKMP are largely interchangeabieuse Allare

used torefer to, the settings used for and/or the actual process of fhist stage of a VPN tunnel

negotiation where during which the identity of the remote host is verified and a unique encryption key is
generated in order to facilitate the next stagé the negotiation. Tems used to refer to the second stage

of negotiationsvary can vary a little more. Digi users will commambe the terms Phase 2, IPsec and

%01 OOA j A Ai 1T OOAAQEI ODOABOODAABUBDOADOAT OGAS QR O# E OA
settingsused or negotiating the second stage.



This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product, and of the requirements for their specific atplic

This application note applies only to;

1 Router Model: Any Digi Transport or Sarian branded router

Firmware versions: 5123or later.

Configuration: This Application Note assumes that tligi Transportproduct is set to its factory
default. Most configuration commands are only shown if they differ from the factory default.

f CiscdModel: For the purpose of this application note a Cisco 1720.

Ciscd’ |0S: For the purpose of this application notiee following was used
C1700 Software (C1700 - K9SY7- M), Version 12.2(15)T

When choosing a Cisco IOS ensure the feature set is compatibledecand SCEP.

1 Microsoft® Operating System:Microsoft®Windows2008Server withllS (Internet Information
Services) and\ctive DirectoryCertificate Services installed
2.1 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed to:
uksupport@digi.com

Requests for new application notes can be sent to the same address.

2.2 Version

1.0 Published
Revised for new Transport web,Ul
1.1 Windows 2008 serveiVPN

negotiation debugging added.

2.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed to:
Tech.Support@digi.com

Requests for new application notes can be sent to the same address.
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3.1 Public Key Infrastructure terminology

The following terms are used frequently when referrioghe Public Key Infrasticture (PKI), these
explained, detailing their respective roles in security provision through the PKI.

3.1.1 Private Key

Each device creates its own private key. The private key is the basis for all the security for this method of
IKEauthentication and as such it is important that it is kept s#ny user/device who gains access to the
private key carthen authenticate themselves as the owner of the certificatdwereforeif at any point

there is suspicion that the privaof a privae key may have been compromiseahy certificates generated

from thisshould be immediately revoked. A ngwivate key should then be generated and this used to
create new versions of any required public certificates.

Private Key files installed onTaangportO1T OOA O OET O1 A AA ET Omidxo®end.i AO
Private Key files of this format cannot be copied, raved, or have their contents readhey can only be
deleted. It should be noted that at the time of publication the Transportteosionly support shotAKA
8.3)filenamesso any files uploaded or generated on the router need to adhere to this

3.1.2 Certificate Request

In order to receive a signed public key certificate fro@A a certificate request is generated from the
private keyand sent to the CA for signing.

3.1.3 Public Key Certificate

The Certificate request is sent to a trusted CA. The CA digitally signs the certificate request thus creating a

public key certificateThe digital signature provided can be thought of an electronitesmark.

4EA DOAI EA EAU AAOOEAEAAOA EO OOAA O EAAT OEAU 21

3.1.4 Certificate Authority Certificate
4EA #!' #AOOEEEAAOA AT 1 OAET O OEA DPOAI EA PiI OOCEII
certificate request.

3.2 lIdentity authentication using the PKI

Beforethe routers carbegin to send and receive confidential dataey needto verify that the remote
host is who it appears to be. When buiild a VPN this verification of identity is carried out through the
use of the Internet Key Exchange (IKE) protanabrder to establish trust between the two devices
involved in the negotiation.

To povide a simplifiecexplanation of thause of thePKIfor authenticationwe will consider the

negotiation between two routers (A and B). In this examipiat both routersin thisalreadytrust the CAs

that have signed th@ubliccertificates involvedin the example configuratiotater in this documenboth
routers use certificates signed by the same CA. Therefore the signed signatut@satically trusted as
each router uses the same CA to provide proof of identren using a single CA server for the purposes
of signing certificates this is often referred ts a centralised CA. The use of multiple servers to act a CAs
creates a hierarchical CA topology.

1
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3.2.1 Certificate validation

Initially, each router will send itswn signedPublic KeyCertificate to the other if it is available on the
FLASH filing system. If it not available, the remote unit must be able to access the file by some other
means(e.g.previously uploaded manuallyJhe router is able to verify that threceivedcertificate is

correct by hashing valueusing informationtaken from the CA certifiate and also carrying out a similar
action using theemote host certificate the results of the two processes are compared and if they are the
same then thesignature on the remote host certificate is considered validce the validity of the public
cettificate has been checked then the next stagdo verify the remote host identity matches with the
public certificate.

3.2.2 Remote host identity validation

The public/private key pair relies upon asymmetric encryption. This means that a different key i®used
encrypt data than is used to decrypt datha public key is used tencrypt a message it can only be
successfully decrypted using the private key that was used to generate the public key used.

Router Athen needs to verify that it was router B that providigt certificate. ltuses itsown Private Key

to sign (encrypt) a HASH which is created from other data unique to the negotiation. The signature is sent
to2 I OO AvbichDse® 1 O O A publi©keddlverify the signature.

The certificates are used for authentication purposes orunique set of keysapplicable only to that IKE
sessiorare createdfor the secure transfer of data.

It is worth noting that on a transport router and CA certificthat is manually uploaded to the FFLASH
will be treated as a trusted CA. Therefore if both routers public certificates have been signed by the same
CA then the digital signature from the CA will be automatically trusted.

3.3 IPsecz Secure Data Transfer

Once the Identities of each router have been proved the transfer of secure data can Bygiamically
generatedPublic and Private Keys are used to secure data, only this time the Private Key is used to de
crypt data and the Public Key is used to encrgata.

Example (see diagram on page 3)

21 & O Aéreiv@d afconfidential text document frofal i B O Q ATk teRt!d@cument should be sent in
a secure manner over the Internet2i O O Ahen f@waddedtc3 AOOAO O 6

Using thePublic Keyreceived from2 T O O A2l @O A&6cryfis tielP packets containing the text file
and sendghemto 2 I O O AoGer the"Indernet connection via the VPN tunn@l.i O O Aues i ‘seBure
Private Keyto decrypt thelP packets containing theext document and forwardthemto3 AOOAO O" 6

This is highly secure because only the owner ofRhigate Keycan decrypt the data. So if the data is
intercepted by a third party it is rendered useless without possession of the correct Private Key.






4.1 Requirements
For aMicrosoft® Windowsserve2008to act as aCAthe following services must be installed,;
1. Web Server [IS) (Internet Information Services)

2. Active Directory Certificate ServicesincludingCertification Authority andNetwork Device
Enroliment Service(AKA SCEP service)

Please note The steps taken below are to configure a newly installed Windows 2008 server as a
standalone CA server with no attachment to any Domaimnich simplifiesghe configurationprocess
somewhat.If using a server in an already existing Domain then the steps required may differdfis a
problemgetting a working CA as part ah existing network then therare severalMicrosoft TechNet
blog articlesbased around implementig various aspects of the PKI.

4.2 Configurethe Microsofte Windows Server2008 as a Certificate Authority

4.2.1 Install SCEP Adebn for certificates

Login to theserver with an appropriate System Administrator account

Start the Microsoft management consale

Select021 1 AG8 OEAT Al EAE OEA O! AA 211 A08 1ETE
(T AToE

Fle Acton View Hebp
|2 mH

aa Server Manager (SCEPOTRON)
S R oles

i( View the health of the roles instaled on your server and add or remove roles and features.

~ Roles Summary [ Roles Summary Help

A Roles: 00of 17 nstalled —— 5 AddRokes

IfOEA OAAAI OA Udpgearsh A€ lésvizardglitkAdiktx

Add Roles Wizard x|

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

e, verify that:

unt has a strong password
, such as static IP addresses, are configuret
ity updates from Window: einstalled

to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the

To continue, dick Next.

I Skip this page by default

prevos || Next> | il Cancel
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x

l Select Server Roles
Before You Begin Select one or more roles to install on this server.
Roles: Description:
ADCS ——{[J] Active Drectory Certificate Services rver (II5) provides a reliable,
manageable, and scalable Web
Role Services L :c:“ ;“:""Y FD;:' :"S’:S applicationinfrastructure.
ctive Directory a vices
SepType [] Active Directory Lightweight Directory Services
CAType [] Active Directory Rights Management Services
Private Key [] Application Server
[] DHCP Server
Cryptography (] ONS Server
CA Name (] Fax server
[] File Services
Validity Period
ey [[] Network Policy and Access Services
Certificate Database [] Print Services
Web Server (IIS) [[] Terminal Services
ey [ uoDI Services
Services et I02) Vb Server (I1S)
Confirmation [[] windows Deployment Services
Progress [ Windows Server Update Services
Results
More about server roles

<Previous| Next > I t Cancel

Thefollowing informational noticewill then be presentedRead this and when happy to proceed click

Next.

Add Roles Wizard

Befare You Begin
Server Roles

AD

Role Services
Setup Type
A Type
Private Key
Cryptography
CA Mame
walidity Period
Certificate Database
Wieh Server (I15)
Role Services
Confirmation
Progress

Results

Introduction to Active Directory Certificate Services

Active Directory Certificate Services (AD CS)

Active Directory Certificate Services (A0 C5) pravides the certificate infrastructure to enable scenarios such as
secure wireless netwarks, virtual private networks, Inkernet Protocol Security (IPSec), Network Access
Pratection (MAP), encrypting file system (EFS) and smart card logon.

Things to Note

i - The name and domain settings of this computer cannot be changed after a certificate authority (CA) has
been installed. If wou want ta change the computer name, join a domain, or pramake this server to a
domain controller, complete these changes before installing the Ca, For mare information, see certification
authority naming.

Additional Information

Active Directory Certificate Services Overvisw
Managing a Certification Authority
Certification Authority Maming

< Previous | HNext = I Instal Cancel

11
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Please note while we do also need to install the Network Devigegolmet3 AOOEAA OEAO EOH

to install this feature at the same time as the Certification Authority service. This service will need to be
installed later.

J[7dd roles wizard X

= 3
!Eq Select Role Services
v

Before You Begin Select the role services to instal for Active Directory Certificate Services:
Server Roles Role services: Description:
ADES —» [[J] Certication Authority e R
[ Certfication Authority Web Enrolment e e
: [ Crline Responder network devices that do not have:
ELE) Network Device Enolment Service: netvork accounts.
CAType
Private Key
Cryptography
CA Name
Vabdiy Period
Certiicate Databace
Web Server (I15)
Role Services
Hore shout role services

<previous |[_hest> | oo |

At the next screen select the Standalone option. This will becthiy option available ithe server is not
part of a Domain. Click Next.

|ndd Roles wizard ]

=
! Specify Setup Type

Before Vou Begin Certification Authrities can use datain Active Directory to smplfy the issuance and management of
certificates, Specify whether you want to sek up an Enterprise or Standaions CA.

Server Roles

ADES 1 Enterprise

Role Services Select this option f this CAis  member of a damain and can use Directory Service ta issue and manage

certificates.

CAType

& standalone
Privats Kay Select this option if this CA does not use Directory Service data to issus or manage certificates. A
standalone CA can be & member of a domain,
Cryptography
CA Name
Validity Period
Certificate Database
Weh Server (I15)
Role Services
Confirmation
Progress

Results

More sbout the differences between enterprise and standslone setup

<provoss [ met> | meol | conm |

On the next screen select the Root CA option as this is the only CA that will be in use. Click Next

|[Add Roles wizard X

E Specify CAT:
eci e
D weoveaw

Before Vou Begin & combination of root and subordinate CAs can be configured to create a hierarchical pblic key infrastructure
(PKI). & rook CA s a CA thak issues its own seF-signed certificate. A subordinate CA receives its certificate
Server Rales From Ancther Ci. Specify whether you wank ko set up & root or subordinate Ci
ADCS
Role Services & Root CA
— Select this option if yeu are instaling the first or enly certification autherity in a public key infrastructure.
" Subordinate CA
Private Key Select this option i your Ca will obtain its CA certificate from another CA higher in a public key
infrastructure,
Cryprography
CAName

Validity Period
Certificate Database
Weh Server (115)
Role Services
Confirmation
Progress

Results

Mare sbout public key infrastructure (PKI]

crrevous [ mexs | e Cancel
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Select the option to use a new private key as we are not restoring a previously configured CNeglick

rd

[ 2dd roles

Set Up Private Key

Before You Begin To generate and issue certificates to dients, 8 CA must have a private key. Specky whether you want to
ereate anew private key or use an existing one
Server Roles

ADCs & Create anew private key
Role Services Use this option if you dor't have a private key or wish ta create a new private key to enhance security
vau willbe asked ta select a cryptographic service provider and specky a key length for the private key
Setup Type Ta issue new certificates, you must aiso select a hash algorithm,
AT T use esdisting private key
Use this option to ensure continuity with previously issusd certificates when reinstaling a CA,
Cryptography | Select a certficate and use ibs assaciated private key
<A Name Select this option if you have an existing certficate on this computer or if you want to import a

eertificate and use Its associated private key

Validty Period . Select an existing private key,on s computer

Certificate Datahase Selet this option f you have retained private keys From a previous installstion or wank o use a private
P —— kzy Fram an dltemate source.

Role Sarvices
Confirmation
Progress

Results

More about public and private kevs

<Proious || Next> metal | concel |

Select a suitable cryptographic service provider, key size and hashing algorithm. Click Next.

ig‘\;‘ Configure Cryptography for CA

Before You Begin To create & new private key, you must first select & crvptographic service provider, hash sloorthm, and
key length that are appropriate for the intended use of the certficates that you issue. Selecting a higher

Server Roles valus for key length wil resuk in stronger securiy, but increase the time needed to complete signing
aDCS operations.

Role Services

setip Typo Select a cryptographic service provider (CSP): Key character length:

—* [Rsa#Mcrosoft Software Key Storage Provider -~ -
CAType
Private Key Select the hash algorithm for signing certificates issued by this CA:
shat ﬂ
md2
CAName w4
Vadty Period i | _-j_l
Certficate Database
I use fi 'SP (this may require administrator interaction

We y

D S () every time the private key is accessed by the CA)

Role Services
Confirmation
Progress
Resuks

<prevous [ next> | | _coca |

Enter the desired Common Name and any require suffixtierCA. Click Next.

[|add Roles wizard

& Configure CA Name

Before You Begin Type in a common name to identify this CA, This name is added to al certificates issued by the CA,

Distinguished name suffix values are auematically generated but can be modfied.
Server Roles

D& Common name for this CA:
Role Services ISCEPOTRON'CA
Setup Type
e Distinguished name suffix:
CA Type
Private Key
Cryptography

Freview of name:
CN=SCEPOTRON-CA

validty Period
Certficate Database
Weh Server (TI5)
Role Services
Corfirmation
Progress

Results

More shout configuring s CA name

<previous [ wextz | el cancel
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Choose a suitable length of time ftite CAcertificateto be valid. Acertificate issued using this CA can in
turn only be valid up to eh expired date of the CA itself. Click Next.

[|add Roles wizard

i Set Validity Period

Before You Begin # certificate will be Issued ko this CA to secure communications with other Cés and with clents requesting
certificates. The valdty period of a CA certicate can be based on a number of factors, Including the intendad
Server Roles puUrpose of the Ci and secUrity measures that you have taken to secure the CA,

b cs
Rl s Select validiy periad for the certificate generated far this Ci:
15 | |
Setup Type ears
P A expiration Date:  01/07/2026 13:13
ate that Cé wil issue certficates valid only unti s expiration date,

Privats Koy

Cryptography

i Mame:

Certificate Database

‘Wb Server (II5)

Role Services
Confirmation
Progress

Results

it aboli seting e cerfficate vaidty period

<Prewuus| Hext > | Instl| | Cancel |

Choose a location for the certificate database and log files to be located. Click Next.

Before ‘ou Begin

The certificate database records ll certificate requests, issued certificates, and revoked or expired
- certificates. The database lag can be used ta moritor management activity for  CA.
erver Roles

e Certficate database location:

Role Services

[Ciswindomsisystemaz|CertLog Browse. .
Setup Type

I | Use existing certificate database from previous installation ak this Iazation

A Type:
Certificate database log location:
Private Key
IC‘\Winduws\systemiZ\Certhg [—
Cryprography
A Name

“alidity Period

Web Server (I15)

Role Services
Confirmation
Progress

Results

chrevious |[ mext= | el Cancel

The next screen will provide information on instadj the IIS service. Read thisen click Next.

|| Add Roles wizard

Web Server (IIS)

Before Vou Begin Introduction to Web Server (II5)

SRS Web servers are computers that have spedific software that allows them to accept requests From dient
computers and refurn responses to those requests, Web servers let vou share information over the Internet, or
ADCS through intranets and extranets, The Web Server role includes Internet Information Services (115) 7.0, a unified
Web platform that integrates 115 7.0, ASP.NET, and Windows Communication Foundation, 115 7.0 also Features
Role Services enhanced security, simplfied diagnostics, and delegated administration,
SIS Things to Nate
CA Type

Using Windowss Systenn Resource Manager (WSRM) can help ensure equitable servicing of Web server
Rzl traffic especially when there are multiple roles on this computer.

The defaulk installation for the Web Server (115) role includes the instalation of role services that enable
ol ko serve static content, make minor customizations (such as default documents and HTTP srrars),
CA Hame monitar and log server activity, and configure static content compressian,

Yalidity Period

Cryptography

Additional Information

Certificate Database Overview of Web Server (I15)

Overview of Avalsble Role Services in 115 7.0
115 Cherklists

Common Administrative Tasks in 115
Qverview of WSRM

Role Services

Confirmation
Pragress

Results

<previous || Mest> | sl Cancel

For this application the default options are sufficient. Click Next.
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[ 4dd roles wizard

Select Role Services

Before You Begin Select the role services ko install For Web Server (I15)
Role services: Deseription:
ADCS =) [] wieb Server

Server Roles

<] Web Server provides support for

HTML Web sites and optional support
Role Services =1 (G Commen HTTP Features for 4SP.NET, ASF, and Web server
- [/] static Content exkensions. You can use the Web
=tup Trpe [¥] Defaul Document Server to host aninternal or external
A Type [¥] Directory Browsing Web site or ko provide an environment
¥ FTTP Errors for developers to create Web-based
Private Key applications:
] HTTP Redirection
Cryptography = [] Applcation Development
CA Nare, [ asp.MeT
validity Period E g? Extensibilty

Certificate Database [ car

] 15API Extensions

[ 15AFT Fiters

[ Server Side Includes
= [E] Health and Diagnostics
f— 12 HITP Logang

[ Logging Teols

Resuts [¥] Request Morikor
[ Tracng
[ custom Logging

eb Server (T15)

Confirmation

Mare sbout role services

<revious |[ Next> el | camcel |

Review the options chosen, then click install to begin the installation process.

| 2dd Roles wizard

Confirm Installation Selections

Bafore You Begin

Ta install the fallowing roles, role services, or Features, dick Install,
Server Roles
£ 1 waming, 2 informational messages below
ADCS T
Rols Services (i) This server might need to be restarted after the installstion completes, =
Setup Type

) Active Directory Certificate Services

CA Type Certification Authority
Privats ey . The name and domain settings of this computer cannat be changed after Certification Authority
has been nstalled.
Cryptography Ch Type: Standalone Rook
Ca Name csp RSA#Microsoft Software Key Storage Provider
Hash algorithm: shal
ey G Key Length: 2048
Certficate Database Allow 3P Interaction: Disabled
Web Serer 115) Certificate Yaldity Period:

01j07/2026 1313
Distinguished name:

CN=SCEPOTRON-CA
Certificate Database Location:

Cr\windousisystemaziCertLog
_ Certificate Database Log Location:  C:|windowsisystem3ziCertLog

Rols Services

Progress =) Web Server (I15)
Results (i) Find out more abaut Windows System Resource Manager (WSRM) and haw It can help optimize
7 cPlusage
Web Server

Erint, e=mall, or save this information

<provious | niexi> | [ tnstal cancel |

The installation of the CA and IIS services maljin. After the installation is completéhe server will

presenta summary window that details what has been installed and if any error aatuReview this and
click close.

Before Vou Beqin

The following rales, role services, or Features were installed successfully:
Server Roles
ADCS5 ~active Directory Certificate Services! @ succeeded =l
Role Services The following rele serviess wers installed:
Certification Authority
Setup Type:
A Type ~) Web Server (LIS} @ mstallation succeeded
Private Key The following rale servicss wers instalied:
Web Servel
Crpography Comman HTTP Features
A MNarme: Static Content
Yalidity Period Defaulk Docurment

Directory Browsing
HTTP Errors
Health and Diagnostics

Certificate Database

Weh Server (115)

‘ HTTF Logaing
ol Fzvies Feequest Moritor
Corfirmation Securicy

- Request Fikering

Performance

Static Content Compression
Management Tools

[T —— =l

Brint, e-mail, or save the installstion report

cpievious | me> || cose Cancel

e

To install the Remote Device Enrollment Servinghe Microsoft Management console browse to Activ
OEAT A1l EAE OEA

$EOAAQOI OU #AOOEAEAAOA OAOOEAAON

(@]
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. server Manager

(=] E3
Fle Adion Vew Heb
9| 2mH
| server mansger (scepoTRON) P L —
= 3 Roles
——>%5 Active Drectory Certificate Servi
3 koo A \ e e
- manage certficates used in a variety of appications.
% @i Fetwres A
% Jm Ousgnostics SIS — sece -
I & gcu\‘wm (@) nformation 26 01j0772011 1525:18 Certficat.. Hs NEvecss 2
5 Socage
~ System Services: Al Ruming Goto Services
Name ServceName [ Status 1 Mot Proferences
Active Drectory Certficate Ser... CertSve Running fago ves W 20

Kl | 2 b
Description: 1D Restart
Creates, manages, and removes X.509 certficates for spplcations such as S/MIME and SSL. If this

‘service is stopped, certficates will not be crested. If this service is dsabled, any services that
exphctly depend on & il Fai to start.

~ Role Services: | instaled —> 3 Add Role Services

s I | 32 Remove Role Services 1
&4 Certfication Authorkty Instaled

Certfication Authorty Web Enroliment Not installed

Oriee Resgonder Mot installed

Network Device Ervolment Service Not installed

Description:

This will start the relevant wizar@heck the box to add the Network Device Enrollment Service.

[|add Role Services

.4
ﬁ Select Role Services

Select

Confirmation Role services: Description:
Progress 7 r 1 Service
makes & possble to issue and manage
Resuts (0] Certication Authorky Web Envolment certficates for routers and other
(L] Online Responder network devices that do not have
—b network acc
More about role services

The server will then presg a notification of the othedependencieghat will also need to be installed.
Click the button to add these to the installation.

[l] add Role Services [x]

" . Add role services required for Network Device Enrollment Service?

s You cannol install Network. Dievice Enroliment Service unless the required role services are also installed.
Role Services:

Description:
= Web Server (IS] Web Server [I15] provides a relisble,
£ Web Server inansgeable.and scastie Web epgication
) Common HTTP Festuses e

& Application Development
® Heahth and Diagnostics
B Securty
= Managemert Toclks
B 115 6 Management Compatibdity

Add Rlequired Aole Services Cancel

(i) Why are these role services requited?

E S
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Then Click next on the wizard screen. Then select the option to use a network service account. Click Next.

{
\_ Specify User Account
(L3

Role Services Select the user account
The user must be a member of the Domain and must be added to the local ITS_IUISRS group.

L € Specky user accoun (recommended)

Cryptography [

‘Web Server (IIS)
s —— (& Use network service account instead of a user account
' account s account.
Confirmation =

<previous [ net> | | cocel |

Enterregistration authority information. Enter appropriate company information and click Next.

[Jadd Role services

= 2 ' —_— ! )
! ﬁ} Specify Registration Authority Information

Role Services A registration authority wil be set Up to manage Network Device Enrollment Service certificate requests, Enter

the requested information to envoll for an RA certiicate,
User Account

R Information
Required Information
Cryptography

B [SCEPOTRON MSCEP-RA
“Web Server (115) RAName: l—
Role Services Country/Region: /6B (United Kingdom) 5

Confirmation
o Optienal Information

Resuls Emal [bsupport@digcom
Company: e
Department: fopoe
ar o ——
s vt

<Proviows || Nest> | ool | concel |

Select suitable cryptography settings ftive registration authority. Click Next.

[|add Role services

& ) —_— .
§ 8 Configure Cryptography for Registration Authority

Role Services To configure cryptography, you have to select cryptographic service providers and key lengths For the
signabure key and the encryption key used ko sign and encrypt communications between the device and the
User Account o

RA Information

Signature key is used to aunid repstiion of comunication between the CA and the RA,

Signature key CSP: ey character length:
PSS Microsaft Enhanced R4 and AES Cryptageaphic Provider | Jeoss

Confirmation

Encryption key is used For secure communication beteen the RA and the netrork device.
Progress
Results Encryption key C5P: ey character length:

Microsaft Enhanced RSA and AES Cryptagraphic Provider =] [oee

More shout signabure and encryption keys

wots | ol || o
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The next screen details the update to the lIs installed again. Click next oriibisgext screen
the dependencies that are required for the SCEP service installation. Click Next.

| add Rale Services [X]

= 48 )
! ﬁ} Select Role Services

Role Services select the role services to install For web Server (11s):

User Account Role services:
RA Information 1= | Web Server (Installed) -
Cryptography = [Y] Common HTTP Features (Installed)

Static Content (Installed)
Default Document {Instaled)
Directory Browsing (Instaled)

Web Server (I15)

Description:
Wieh Server provides support for
HTML Wk sitss and optionial support
for ASP.NET, ASF, and Web server
extensions, You can use the Yeb
Server o host an intermal or xternal
Web sits of ko provids an environment

Confirmation
Progress

Results

for developers to create Yieb-based

HTTP Errors (Installed) applications,

[¥] HTTP Redirection
= [@ Applcation Developmert
[] AsphET
[ MET Extensibiity
[ ase
O ca
[¥/] 154P1 Extensions
[] 154P1 Fikers
[] Server Side Includes
= [E Health and Diagnostics {Installed)
HTTP Logging (Installed)
[¥] Logging Toals
Request Monitor (Installed)
[¥] Traing
[ custom Logaing =l

More sbout role services

<provious || Mets | vl | camdd |

highlights

Then review the chosen options and click install to proceed with the installation of the updated roles.

Add Role Services
=
‘! D Confirm Installation Selections
Role Services
To install the following roles, role services, or features, clik Install
User Accourk -~
(i) zinformational messages below
RA Information
ryptography (i) This server might need to be restarted after the installation completes =
“eb Server (115) ~I Active Directory Certificate Services
Role Services Network Device Enrollment Service
Account: Network Servics
RA Information
Progress Name: SCEPOTRON-MSCEP-RA
Resits Country:
Emal: uksupport@digl.com
Company: Digi International
Department Support
ity ey
State: west Yorkshire
Signature Key C5P! Microsoft Erhanced RSA and AES Cryptographic Provider
Signature Key Length 2048
Exchange Key C5P: Microsoft Enhanced RSA and AES Cryptographic Frovider
Exchange Key Length: 2048
hallenge Phrass URL: hitp:f{SCEPotroncartsry/mstep_admin/
~) Web Server {115} =
print, e-mal, or save this information
<previous | wets | [ anstal concel |
Add Role Services [x]

= .
!E‘} Installation Results

Role Services
User Account
RA Information
Cryptography
WWeb Server (115
Role Services

Confirmation

Progress

The following roles, role services, or Features were instaled successfully

) Active Directory Certificate Services @ 1nstallation succeeded

The Following rale services were installed:
Network Device Enrollment Service

~ Web Server {115) @ 1Installation succeeded

The Fellowing role services were installed;
web Server
Cormrmon HTTP Festures
HTTP Redirection
Application Development
1SAP1 Extensions
Health and Diagnostics
Logging Tools
Tracing
Security
windows Authentication
Management Tools
115 6 Management Compatibilty
115 6 Matabase Compatbilty

Brink, e-mail, or save the instalation report

< Previous Hets || css | cance

Finally a dialogue box will appear conta

IMPORTANT: Make apermanent note of this URL. Thigll be needed every time whermreating

ining a URL to use for SCEP enrolment.

certificates with this CAhttp://<hostname>/certsrv/mscep/mscep.aihere <hostname> is the hostname

or IP addressf the CA server.
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4.2.2 Check the CA Certificate service is running

To check the CA Certificate service is runnictggeck the server manger MMC. There should be a green
circle with a tick in it next to theCA, as per the picture below.

=10Ix|
Fle Acton View Hep
e 2w s @me = |
oo oo [ <
B Roles r..______________ -
= T Active Drectory Certficate Se b

»

&) Enterprise P
3] Certficate Tempiates
= gi SCEPOTRONCA
] Revoked Certficates.
] Issued Certficates
Pending Requests
2 Faled Requests
= G web Server (115)
W) Intemet Information Servi
il Features
Diagnostics
it Configuration
E:E=Em

If the service isot runningthere will be awvhite circle with a black dot inside it. To start the service right

Al EAE

OEA #!

I AEAAO h

4.2.3 Check IIS and SCEP service status

To check that both 1IS and SCEP are running OK using the server management console browsr to web
server (11S) heading in the roles secti@his shows the status and lifS servicegrunning.

I, Server Manager
Fle Acton View Heb
«% 7n 8
Ta Server Manager (SCEPOTRON)
= [ Rotes
= T Actve Orectory Certécate
) Enterprise P
2 Cervficate Templates

S g SCIPOTRONCA
Revoked Cersfioate | o

EECEI ECEO OAIl I

=100 x|

¢ Provides a relable, manageable, and scalable Web applicaton nfrastructure.
y

tssued Certhcates Semanery
Pending Requests —_—
Faled Requests # (D Events: 1 nformatonsl n the last 24 hours B Go to Event Viewer
7 16 l& Fiter Events
Internet Information S¢ Prapartes
gl Festres Level | Event | Dote and Tre. [sowe T I 1ce M
5 m Dagrostcs [ @ tnformaton 5186 O407/2011 11:05:06 WaS e
# g Configuraton
4 Sworage
— | @ System Services: Al Runving 4 6o to Services
Hame. Service Nome | Statis Morvtor =) Preferences
4. Aophcaton Host Melper Service  apphostsve Rurnng Ao Yes W s
11S Admin Service nSA0MIN Rurning Ao Yes P st
< Windows Process Activaton Se... WAS Rurrrg Marusl o lb t
World Wide Web Publishing Ser... wisve Rurrwg Ao Yes
Descrption:
Provides admeistrative services for IS, for example yand nt
o fles o drectones wih Aopicaton

mappng. If ! e
Poal speciic Access Control Entries wil not work.

~ Role Services: 23 nstalled

B Add Role Services.
1 3 :]

| | preresy

< ]| G tastRefresh: 040772011 15:44:03 Conigure refresh

OAOEOGG N
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To check thatthe SCEROOEAA EAO OOAOOAA / +h AT EAE 11 OEA O)1
section. Then in main window click on Application Pools. *his1 I AEOPI AU oRdatferethe PDI1 E A
status of the SCEP servican be checked

4.3 Automatic Enrolment

This is an optional stage, without configuring tiésature the initial certificate request will be left in a
pending state At this point the CA administrator will need to manually either approve or reject the
certificate request. A" request will needo be made after this has been done in order to automatically
download the router certificateNot using automatic Enrolment increases the securityhef CA service
but also increases the amount of administration time required.

To enable this featurepen the Certificate Authority consoleight click onthe CAand selecProperties.
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