
 

 
 

Digi Wi-Point 3G Remote Manager   

 

 

 

User’s Guide 

Version 2.0.2‐5 

February 2009 

90001017_A 

 

 

 

 



 

Contents 
 

Table of Contents 

ABOUT DIGI WI-POINT 3G REMOTE MANAGER ...................................................................................... 4 

SYSTEM REQUIREMENTS ............................................................................................................................ 6 

HARDWARE REQUIREMENTS ...................................................................................................................................... 6 
SOFTWARE REQUIREMENTS ....................................................................................................................................... 6 

CONFIGURATION SCENARIOS .................................................................................................................... 8 

INSTALLATION .................................................................................................................................................... 9 

1.1  INSTALL THE DIGI WI-POINT 3G REMOTE MANAGER SOFTWARE .......................................... 9 

1.2  RUN DIGI WI-POINT 3G REMOTE MANAGER SYSTEM ............................................................... 12 

LOGIN TO DIGI WI‐POINT 3G REMOTE MANAGER AND SYSTEM MANAGEMENT ................................................ 13 

2.1  LOGIN TO DIGI WI-POINT 3G REMOTE MANAGER ..................................................................... 13 

2.2  SYSTEM ADMIN LOGIN ..................................................................................................................... 14 

2.2.1  LICENSE ......................................................................................................................................................... 16 
2.2.2  REGISTER THE DIGI WI-POINT 3G REMOTE MANAGER SYSTEM ................................................................... 16 
2.2.3  CREATE DOMAIN ........................................................................................................................................... 17 
2.2.4  SERVICES MANAGEMENT ............................................................................................................................... 19 

DEVICE MANAGEMENT ..................................................................................................................................... 20 

3.1  DEVICE MANAGEMENT LOGIN ....................................................................................................... 20 

3.1.1  SORTING DEVICES ......................................................................................................................................... 22 
3.1.2  VIEW LOGS .................................................................................................................................................... 22 
3.1.3  MAP VIEW ..................................................................................................................................................... 23 
3.1.4  TRAFFIC VOLUME .......................................................................................................................................... 24 
3.1.1  ADD/REMOVE DEVICES OR GROUPS .............................................................................................................. 25 

3.1.5.1  Add device to Digi Wi-Point 3G Remote Manager .......................................................................... 25 
3.1.5.2  Create a group ................................................................................................................................. 26 
3.1.5.3  Moving devices to a group, or groups ............................................................................................. 27 
3.1.5.4  Remove a group ............................................................................................................................... 29 
3.1.5.5  Remove device from a group ............................................................................................................ 29 
3.1.5.6  Remove devices from the device list ................................................................................................. 29 

3.1.2  ADD/REMOVE USER ...................................................................................................................................... 29 

2          Digi Wi‐Point 3G Remote Manager User’s Guide 



 

3          Digi Wi‐Point 3G Remote Manager User’s Guide 

3.1.6.1  Add User to Digi Wi-Point 3G Remote Manager ............................................................................ 30 
3.1.6.2  Changing user’s password and authorization ................................................................................. 31 
3.1.6.3  Remove user ..................................................................................................................................... 32 

CONFIGURING DEVICES ..................................................................................................................................... 33 

4.1  BASIC FUNCTION ............................................................................................................................... 35 

4.2  WI-FI FUNCTION ................................................................................................................................ 37 

4.3  MOBILE FUNCTION ............................................................................................................................ 38 

4.4  SECURITY FUNCTION ....................................................................................................................... 40 

4.4.1  IP Filter ........................................................................................................................................... 40 
4.4.2  Port Forwarding .............................................................................................................................. 41 

4.5  ADMIN FUNCTION .............................................................................................................................. 42 

MANAGING DEVICES ......................................................................................................................................... 44 

5.1  RESTORING DEVICE’S FACTORY DEFAULTS SETTINGS ........................................................... 44 

5.2  REBOOTING DEVICE ......................................................................................................................... 45 

5.3  COMMITTING CONFIGURATIONS .................................................................................................. 45 

5.4  UPGRADING FIRMWARE .................................................................................................................. 47 

5.5  UPGRADING CONFIG ......................................................................................................................... 48 

MONITORING DEVICE STATUS ........................................................................................................................... 50 

6.1  DEVICE OVERVIEW ........................................................................................................................... 50 

6.2  DEVICE STATUS ....................................................................................................................................... 51 

 

 
 
 
 
 



 

About Digi Wi-Point 3G Remote Manager 
 

This Digi Wi-Point 3G Remote Manager’s User’s Guide includes hardware requirements for Digi Wi-Point 3G 

Remote Manager System, configuration detail, setup information, installation instructions, domain management 

and device management. 

 

Digi Wi-Point 3G Remote Manager is designed for Digi Wi-Point 3G router device management and maintenance. 

Digi Wi-Point 3G Remote Manager can enhance network administrator work efficiency, and is capable of handling 

thousands of units. The network administrator uses the Digi Wi-Point 3G Remote Manager System through the 

Digi Wi-Point 3G Remote Manager Console via a standard web browser. This console provides tools to easily 

deploy, manage, monitor, and maintain devices. The console is capable of configuring, and managing devices, as 

well as monitoring performance, creating event logs, and performing security management. 

 

The two components in Digi Wi-Point 3G Remote Manager System are the system admin and the domain admin.   

• The system admin component allows management of all functions in the Digi Wi-Point 3G Remote 

Manager System.  Using the system admin the administrator can create a new domain and manage all 

domains in the Digi Wi-Point 3G Remote Manager System. The Digi Wi-Point 3G Remote Manager 

server itself can also be managed from the Digi Wi-Point 3G Remote Manager Console. Server 

management tasks can be started, stopped, and restarted from this console.  

• The domain admin component allows administrators to manage all functions in one domain. For example, 

domain administrators can configure, reboot, reload, and upgrade firmware. 

After installation and deployment, the Digi Wi-Point 3G Remote Manager Server allows the user access and 

management of devices from any location. 
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System Requirements 
 

Ha

So

rdware Requirements 

  Server hardware must meet the following minimum requirements: 

 Pentium 4 computer or equivalent 

 512 MB RAM 

 300MB disk space 

ftware Requirements 

 Redhat Fedora 10 only (MySQL component is required). 

 Customer must be proficient in Redhat installation and operation.  Digi does not provide Redhat 

OS-support. 
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Configuration Scenarios  
 

An advantage of using Digi Wi-Point 3G Remote Manager to manage Digi Wi-Point 3G devices is that each device 

locates the Digi Wi-Point 3G Remote Manager Server by the Server’s IP address. This allows the network 

administrator at the Digi Wi-Point 3G Remote Manager Server’s Management Console to always locate devices, 

even if they do not know each device’s IP address. To illustrate, the following network configuration shows several 

Digi Wi-Point 3G wireless devices. These Digi Wi-Point 3G are all connected to the Digi Wi-Point 3G Remote 

Manager Server. Each device locates the Digi Wi-Point 3G Remote Manager Server by the Server IP address. 
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Chapter 1  

Installation 
 

Installing Digi Wi-Point 3G Remote Manager software involves: 

 Installing Digi Wi-Point 3G Remote Manager software, 

 running Digi Wi-Point 3G Remote Manager, and  

 starting Tomcat service. 

1.1 Install the Digi Wi-Point 3G Remote Manager Software  
To install the Digi Wi-Point 3G Remote Manager software on a Linux server, the user must have root privileges, 
then follow these steps: 
1. Power up Linux host, login system with “root” account. For example: 

Local host login: root  \\ Use the administrator identity login 

Password: ****** 

[root@localhost root]# 

2. Insert the Digi Wi-Point 3G Remote Manager software CD into the CDROM. 
 

3. Mount the CDROM 
[root@localhost root]#mount  /dev/hdc /mnt 

 

4. Change into the directory “/mnt” 
[root@localhost root]#cd  /mnt 

[root@localhost mnt]#ls   \\show all files in this directory 

apache-tomcat-5.5.20.tar.gz  myapp.xml     tomcat.script 

install     mysql-connector.jar   TRANS.TBL 

jre-1_5_0_11-linux-i586.rpm  rcm-2.0.1-8.i386.rpm          \\ Digi Wi-Point 3G Remote Manager installation files 

jsvc     server.xml 

 
5. Install Digi Wi-Point 3G Remote Manager 

[root@localhost mnt]# sh install  
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Note:   

 Option 1: Full installation will install all components including program environment and Digi Wi-Point 

3G Remote Manager package. This option is usually closed when Digi Wi-Point 3G Remote Manager is 

installed for the first time.  

  Option 2: Reinstall Digi Wi-Point 3G Remote Manager and initiate Digi Wi-Point 3G Remote Manager. 

This option will reinstall Digi Wi-Point 3G Remote Manager components, and delete all old data in the 

database including some private data.  

  Option 3: Only update Digi Wi-Point 3G Remote Manager component. This option will keep all 

original data. 

  Option 4: Only install program environment including TOMCAT and JRE. 

 

Complete the installation process according to the prompt information. For example: 

[root@localhost mnt]#Enter choice:1 

 

Enter the password of MySql administrator.  

Note: In Linux FC10, the default password of Mysql Administrator is null.   

Press the ENTER key. 
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Note: 

If the above information is encountered, it should be ignored. Typically this appears when the Digi Wi-Point 

3G Remote Manager is reinstalled.   

 

1.2 Run Digi Wi-Point 3G Remote Manager System  
To start Digi Wi-Point 3G Remote Manager, start the Tomcat server (as Web Server) application and follow the  

instructions below: 

1 Start Tomcat service 
[root@localhost mnt]#service tomcat start 

 

2 Start Mysql service 
   [root@localhost mnt]#service mysqld start 

 
3 Start Digi Wi-Point 3G Remote Manager service 

[root@localhost mnt]#service rcmd start 
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Chapter 2 

Login to Digi Wi­Point 3G Remote Manager and System 

Management 

 

 

 

2.1 Login to Digi Wi-Point 3G Remote Manager 
Open a Web browser (IE6 recommend) and enter https://xxx.xxx.xxx.xxx:8443 in address bar (“xxx.xxx.xxx.xxx” 

is the IP address or URL of Digi Wi-Point 3G Remote Manager Server). Press ENTER, and the Digi Wi-Point 3G 

Remote Manager Login page will be displayed (Figure 2-1). 

Figure2- 1 Login page 

 

 

There are two choices: 
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 Server Management: Server Management can manage all the functions in Digi Wi-Point 3G Remote 

Manager System. Such as creating domain, managing domains and restarting Digi Wi-Point 3G Remote 

Manager Service. Choose System Management if you need to add license, set up domain to manage 

devices. 

https://xxx.xxx.xxx.xxx:8443/


 

 Device Management: Users can only manage devices authorized to their accounts.      

 

2.2 System Admin Login 
 

1. Login to Digi Wi-Point 3G Remote Manager web server with a system administrator account to manage all 

devices associated with this server.  

2. Click “Server Management.” The password page will be displayed (Figure2-2).  

3. Input the password (default is admin).  The home page of Digi Wi-Point 3G Remote Manager web site 

will be displayed (Figure 2-3).  

Figure2- 2 Password 
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Figure2- 3 System home page 

 

 

If this is the first time the Digi Wi-Point 3G Remote Manager has been used, the list of Digi Wi-Point 3G Remote 

Managers in the left pane is empty. To use the Digi Wi-Point 3G Remote Manager System, the system must be 

registered.     

This page allows the following functions: 

  Register the Digi Wi-Point 3G Remote Manager system 

  Register the Google key 

  Manage domains 

  Restart Digi Wi-Point 3G Remote Manager service 

  Manage devices 
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2.2.1 License 
The Digi Wi-Point 3G Remote Manager Server registration includes three parts: System License Code. This 

license code is necessary for registration of the Digi Wi-Point 3G Remote Manager. The number of domains that 

can be created in a Digi Wi-Point 3G Remote Manager server is limited by this code. Obtain a license code from 

Digi, International by contacting your Digi representative. Refer to session “2.2.2 Register the Digi Wi-Point 3G 

Remote Manager System.”  

 Domain Authorized Code 

When a new domain is created, the domain is unauthorized. This code restricts the number of groups, devices, 

firmwares and users in this domain. To authorize the domain and make it available later, a domain authorized code 

must be obtained from Digi, International. Refer to session “2.2.3 Creating Domain.”  

 Google key 

To use the Map View function, a Google key is necessary for registration of Digi Wi-Point 3G Remote Manager. 

Users can get a key from http://www.google.com/apis/maps/signup.html .  

2.2.2 Register the Digi Wi-Point 3G Remote Manager System 
This section describes how to register the Digi Wi-Point 3G Remote Manager System the first time the Digi 

Wi-Point 3G Remote Manager Server is used.  

 Register the Digi Wi-Point 3G Remote Manager system 

1. Click Register on the menu. The register page of Digi Wi-Point 3G Remote Manager web site will 

be displayed.  

2. Enter an arbitrary username.  

3. Enter the license key for your Digi Wi-Point 3G Remote Manager Server. Contact Digi, 

International for ordering details. 

4. Click Submit.   

 

 

 

http://www.google.com/apis/maps/signup.html


 

Figure2- 4 Register 

 

2.2.3 Create Domain 
Click Domains on the menu, and then select Create New Domain from the dropdown menu of Actions items.  

Figure2- 5 Add Domain 

 

Enter basic information and an administrator account in this page. Click Create and the new domain will be 

displayed in the domain list. This new domain status is unauthorized. 

 

 Basic information 

Domain Name: Domain name. 

Domain Desc: Domain description (optional). 
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Groups Limit: The maximum number of groups in this domain. 

Devices Limit: The maximum number of devices in this domain. 

Firmware Limit: The maximum number of firmware in this domain. 

User Limit: The maximum number of users in this domain. 

Auto Register: Automatically allow or deny registration of a device in this domain. 

 Administrator account 

User name: Username for domain administration. 

Password: Password for domain administration. 

Figure2- 6 Domain List 

 
To activate this domain, a domain authorized code must be entered.  

1. Click Domain Name to go to its management page.  

2. Select Authorize Domain from the dropdown menu of Actions items to register this new domain. 

Figure2- 7 License information 

 
3. Enter Domain Authorization Code.  

4. Click Submit. 
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Figure2- 8 Domain List 

 
5. Repeat this step to create more domains.  

2.2.4 Services management 
Use the Services management function to for monitoring the operational status of the Digi Wi-Point 3G Remote 

Manager Server or for performing remote administration on the server.  

Start button: Start the Digi Wi-Point 3G Remote Manager Service. 

Stop button: Stop the Digi Wi-Point 3G Remote Manager Service. 

Restart button: Restart the Digi Wi-Point 3G Remote Manager Service. 

 

Figure2- 9 Services 
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                              Chapter 3 

Device Management   
            

 

3.1 Device Management Login 
anaged with the Digi Wi-Point 3G Remote Manager web server.  

Manager login page, click Device Management. The Device 

unt (Figure 3-2). 

Figure 3- 1 password 

Only devices authorized to an account can be m

1. On the Digi Wi-Point 3G Remote 

Management password page will be displayed (Figure3-1). 

2. Enter the user name\password\domain. 

3. Access the home page to manage devices authorized to this acco

 

 

 

 

 

 

 

 

 

 



 

Figure 3- 2 Device Management home page 
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3.1.1 Sorting Devices 
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This section describes changing the display of the information in the Device List. If hundreds of devices are being 

managed, the device list will be lengthy. Going through the list to locate a particular device among all of the 

devices is inconvenient and time-consuming. This system provides two methods to sort devices.  

SN:  Sort devices by the SN numbers. 

Model: Sort devices by the Model types. 

   To display devices with SN or Model 

1. Go to All Devices page or any Group page. 

  Select one sort mode from the dropdown menu of Actions items, SN or Model. 

3.1.2 View Logs 
In the Digi Wi-Point 3G Remote Manager system, there are two logs, system log and device log. 

 Viewing system logs 

To view logs,  

1. Click System Log on the menu. Device connection information will be recorded in the system log. 

Figure 3- 3 System Log 

 

2. Clear the log by clicking Delete All or Delete Selected. 
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nd its 

tion 

Figur

View device logs  

When the device is connected to the Digi Wi-Point 3G Remote Manager Server, the device can se

log messages to the Digi Wi-Point 3G Remote Manager Server so that the administrator can view, 

monitor, and diagnose the device remotely. Select Log from the dropdown menu of Device Ac

items and log information can be examined.  

 

e 3- 4 Device Log 

 

Clear the log messages by clicking Delete All or Delete Selected. 

3.1.3 Map View 
The GPS function in Digi Wi-Point 3G can be enabled. Currently, Digi Wi-Point 3G GPS function supports a S720 

card. The Digi Wi-Point 3G mobile track will be displayed on the map when a location changes.  

1. Go to All Devices page or any group page.  

2. Click Map View from the drop down menu of Actions items.  

3. Select the device to view. 
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igure 3- 5 Map View F

 
A user can set up GPS transfer interval in Digi Wi-Point 3G configuration page (Figure4- 1) set up GPS log records 

(Figure3-5), and download GPS log information. 

3.1.4 Traffic Volume 

1. Check throughput of every device in this page. 

Figure 3- 6 Dataflow 

 

2. Click export button to save traffic log information into local host.  
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. 

4. Click the detail button to see the device traffic log information each hour. 

3.1.1 Add/Remove Devices or Groups 
When a device is added, by default it will be added into the All Devices group and be displayed in the device list. 

From there, the device can be removed or put into another group.. A number of groups can be created and used to 

organize devices. For example, create groups based on geographical locations or device types. After groups are 

created and devices moved into them, tasks can be performed on all the devices in the same group, rather than on 

each individual device. For example, the user can configure several devices and perform administrative tasks on all 

of them at one time. 

 

ger client (MobileBridge™) 

Configure devices to support remote management. To manage Digi Wi-Point 3G through Digi Wi-Point 3G 

e Digi Wi-Point 3G Remote Manager client on the devices. 

3. Select a device

3.1.5.1 Add device to Digi Wi-Point 3G Remote Manager 

 Configure Digi Wi-Point 3G Remote Mana

Remote Manager, configure th

Note: 

Usually, there are three steps to configure Digi Wi-Point 3G Remote Manager Client on devices: 

Digi Wi-Point 3G Remote Manager. 

2. Setup the Digi Wi-Point 3G Remote Manager server address or hostname.  

3. Specify the domain name which the device belongs to. 

 

 Adding device to Digi Wi-Point 3G Remote Manager 

To connect a new device to Digi Wi-Point 3G Remote Manager server, there are two methods. 

 If the domain is set to allow auto-register device, only enable Digi Wi-Point 3G’s Remote Manager and 

setup the domain on the device, then the device will automatically register to this domain. 

1. Enable 
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t to deny auto-register device, configure the device first (refer to the User’s Guide of 

device). Then add this device to Digi Wi-Point 3G Remote Manager server manually using the following 

1. Go to All Devices page or any Group page.  

nu of Actions items. 

 If the domain is se

steps. 

2. Select Add New Device from the dropdown me

Figure 3- 7 Create New Device 

 

3. Input the SN of the device which to be connect to Digi Wi-Point 3G Remote Manager System. 

4. Click Create and the device will be added to the list.  

A GPS l be set up in the GPS Number textbox.  

 

Users can

int 3G Remote Manager web site will be 

displayed.  

og number can 

3.1.5.2 Create a group 

 add several groups for the devices, so that the devices are managed as a group. 

Click Groups, and the group management page of the Digi Wi-Po



 

Figure 3- 8 Groups 

 

Enter the group name and description and then click New Group button. The new group will appear in the group 

list. 

 

3.1.5.3 Moving devices to a group, or groups 

 

2. Check the checkbox in front of the device which is to be added to the group.  

t is to be added from the dropdown menu on the lower right and the device will be 

 Adding devices to a group 

Add a device to group as follows: 

1. Click All Devices group to go to its management page 

3. Click one group tha

added to the group selected. 

Figure 3- 9 All Devices 
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 Add a device to groups  

A device can be added to other groups as follows: 

1. Select all devices or one group that contains the device to be added. 

2.  Click to the device serial number to view its management page.  
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3. Select “Join/Detach Group” option from the dropdown menu of Device Actions items.  

4. Check the box in front of the group list.  

5. Click save. 

Figure 3- 10 Join/Detach Group 

 

Note: One device can belong to multi-groups. 

group to another 

p to another use the following steps. 

-group 

 To move a device from one 

To move a device from one grou

1. Select the group that contains the device to be moved.  

2. Check the checkbox in front of the device in the device list.  

3. Click the group where the device should be placed from the dropdown menu on the lower right.   

 

Figure 3- 11 Device List

 

 



 

29          Digi Wi‐Point 3G Remote Manager User’s Guide 

To rem

 3G Remote Manager web 

e deleted (Figure 3-7). 

 

om a group 

A device can be removed from a group and remain in the All Devices group (Figure 3-10). 

1. Select the group from which you want to remove one or more devices. 

2. Check the checkbox in front of the device list to select the device or devices to be removed. 

3. Click Disjoin Group. 

 

3.1.5.6 Rem

When a device is removed from All Devices, the device is permanently removed from the server (Figure 3-8). 

1. In the All Devices page, select the device to be removed from the server. 

2. Check the checkbox in front of the device in the list to be deleted from the group. 

3. Click Delete Selected. 

. Add/Remove User 
ain users: domain right, group right, and device right (Figure 3-11). 

3.1.5.4 Remove a group 

ove a group,  

1. In the left pane, click Groups. The group management page of Digi Wi-Point

site will be displayed.  

2. Check the checkbox in front of the group in the list to select the group you want to delete.  

3. Click Delete Selected button. This group will b

3.1.5.5 Remove device fr

ove devices from the device list 

3 1.2 
There are three roles of right for dom
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e Figure 3- 12 Domain User privileg

 

Read only: The read only user is not allowed to change any configurations on domain/group/device. 

Full right: The full right user has full rights to change the settings on domain/group/device. 

 

3.1.6.1

page of Digi Wi-Point 3G Remote Manager web site 

will be displayed (Figure 3-13).  

 Add User to Digi Wi-Point 3G Remote Manager 

1. Click Users on the menu and the user management 

Figure 3- 13 Users 

 

2. Select Create New User from the dropdown menu of Actions items (Figure 3-14).   



 

Figure 3- 14 Create New Users 

 

Authorization information includes two items: 

 Right :  

Read only: If the user is limited to read only, configurations cannot be changed on Digi Wi-Point 3G 

anager. 

Full Right: User had the full rights to change the settings. 

 Scope : 

Domain Right: User had rights to manage one domain.   

Group Right: User had rights to manage one group. 

Device Right: User had rights to manage one device. 

3. Enter the user name, password and description. Assign a right role to user. 

4. Click Create. 

 

3.1.6.2 Changing user’s password and authorization 

 Changing password 

A new login password can be set if the old one is forgotten or for any reason needs to be changed. The new 

password will take effect when the user logins to the system next time.  

Remote M
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To change a password,  
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1. Click Users.  

2. Select a Username (e.g. admin), and a new page will be displayed for changing password. 

3. Click change to save the changes (Figure 3-14).  

Figure 3- 15 Edit User Properties 

 

 Cha ion 

To

k the User Name to go to its management page.  

2.

3.

4.

3.1.6.3 Remove user 

When a user is removed from the user list, the user is permanently removed from the server. 

 front of the user list to select the users to delete. 

3. 

nge  authorizat

 change access rights: 

1. Clic

 Set authorization (Figure 3-14).  

 Choose scope type and right.  

 Click Add Right.  

 

1. Click Users on the menu. 

2. Check the checkbox in

Click Delete selected.  
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 Chapter 4 

onfiguring Devices C
 

Overview 
When a device is configured, its characteristics are defined. These characteristics control many aspects of device 

behavior. To configure a device 

1. Go to All Devices page, or any Group page.  

2. Click the device SN number.  

3. Configure the device. The table below lists the types of configuration data that can defined and provides 

examples of each. 

Table 4-1 Configuration 

Type Function 

Digi Wi-Point 

3G 

◆The method to use to assign the IP address 

Basic ◆DHCP server settings 

◆DDNS setting 

◆The method to use to set the wireless LAN basic 

ters parame
Wi-Fi 

◆Wireless LAN security settings 

◆Access list settings 

◆Dial mode settings 
Mobile 

◆Keep-alive settings 

Security 
◆IP Filter 

◆Port Forwarding 
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Admin 
◆LAN/WAN Port settings 

◆WEB username and password settings 
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4.1 Basic Function 
Figure 4- 1 Basic 

 

Basic part includes the primary configurations of a device. 

There are four main categories of basic settings: 

1． LAN 

2． GPS-LOCATION 

3． DHCP server 

4． DDNS 

 

 Function introduction: 

 LAN: 

 IP Address: The IP Address of the LAN.  
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 Subnet Mask: The subnet mask of the LAN & WLAN.  

CATION：User can set GPS transfer interval. 

 DHCP Server: The DHCP server shows the current DHCP IP address assigned by the device when the 

DHCP on the router is enabled. This setting is used to configure device Dynamic Host Configuration 

Protocol (DHCP) server function. Device can be used as a DHCP server for the internal LAN network. 

The DHCP server automatically assigns an IP address to each computer in the LAN network. To enable 

the device DHCP server option, configure all of PCs in the LAN network to connect to this DHCP server, 

and make sure there is no other DHCP server on this network. 

 

 

 GPS_LO

Note: 

When the DHCP server IP address range is set, it must be assured that there is no other device in the 

network to use the IP address located in this address range, such as printer server, file server, etc. 

otherwise there is risk for address conflict.  

 

 DDNS: DDNS allows assignment of a fixed host and domain name to a dynamic Internet IP address. 

This is useful when hosting a website, FTP server, or other server behind the router. Before this feature 

s.com. 

 

 

 

 

 

can be used, request DDNS service at www.dyndn
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4.2
Figure 4- 2 Wi-Fi 

 Wi-Fi Function 

 

 

There are three main categories of Wi-Fi settings: 

1. Basic 

2. Security 

3. Access List 
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 to set the wireless LAN basic parameters. 

i Radio: If this checkbox is set to disabled, no other parameters page is available. 

 SSID: The SSID must be identical for all access points in the wireless network. It is case-sensitive      

and must not exceed 32 characters (use any of the characters on the keyboard). For added security, 

change the default SSID to a unique name. 

 Wireless Channel: Select the appropriate channel from the list provided. All client devices in the 

wireless network must be broadcast using the same channel in order to function correctly. 

 Station Isolated: Enable this option if different client stations are being connected to the device to 

communicate with each other.  

 SSID Broadcasting: When wireless clients survey the local area for wireless networks, they will 

detect the SSID broadcast by the Router. To broadcast device's SSID, keep the default setting checked. If 

the device SSID, should not be broadcast, select Disabled. 

 Security: This configuration is used to set wireless LAN security parameters. 

 Network Authentication: Select Network Authentication mode from the dropdown menu. 

 WEP: There are two levels of WEP encryption security, 64-bit and 128-bit. The bigger encryption     

bit number used, the more secure the wireless network is. However, the transmission speed is sacrificed 

at higher bit levels WEP security. 

 Key Index (for transmit): Select WEP key (1-4) to determine which key will be used during the 

data transmission. 

Access List: This configuration is used to set the station connection control to assure the wireless 

network secure. This configuration assures the communication security in Wi-Fi network through 

encryption and authentication. It allows or denies special station connection sin the Wi-Fi network.  

 

 

 

4.3 Mobile Function 

 Function introduction: 
 Basic: This configuration is used

 Wi-F



 

Figure 4- 3 mobile 

 
There are two main categories of Mobile settings: 

1. PPP Options 

2. Connection Settings 

 Function introduction: 

 PPP Options: There are some advanced settings for the PPP dial up: the MTU and MRU. Unless the user 

is familiar, leave this option empty or follow the instructions from a network operator.  

 Connection Settings: 

 Auto: This option enables a device to automatically dial to the Internet each time it is powered on. 

This keeps the device connected to the Internet, even if the connection is idle. 

 Dial-On-Demand: When Connect mode is set to Dial-On-Demand, the device will disable and keep 

alive automatically. The device can be configured to automatically disconnect from the internet after a 

specified period of inactivity (Max Idle Time). If the internet connection has been terminated due to 

inactivity, Dial-on-Demand enables a device to automatically re-establish the internet connection when 

needed again. The number of seconds the device should stay connected can be specified by the user. 

 Manual: In the Manual mode, the device will not make the internet connection when the device is 

powered up. To establish the cellular connection, use the client software found in the CD or on the web 

e. 

 

configuration pag

39          Digi Wi‐Point 3G Remote Manager User’s Guide 
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: This option can detect whether the WWAN connection is in good status. When the WWAN 

connection is abnormal, it will be detected and the router will try to reconnect automatically. When the 

system is still abnormal, the modem will be restarted. After consecutively restarting for several 

(configurable) times, if the system still could not turn well, the router will reboot itself automatically.  

4.4 Security Function 
There are two main categories of Security function: 

1. IP Filter 

2. Port Forwarding  

4.4.1 IP Filter 

 Keep-alive

Figure 4- 4 IP Filter 

 

 Function introduction: 
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ule will be passed by 

 default services and 

ecking this box. 

4.4.2 Port Forwarding 

Figure 4- 5 Port Forwarding 

IP Filter is one of the most important functions of device firewall. The IP Filter of the firewall in the device 

has many access rules. Maintain these rules with the operations of Add and Delete. 

Each rule consists of the following parameters: 

 Action: There are two Action options: Drop or Pass. Drop means the data packet which matches this

rule will be blocked by firewall. Pass means the data packet which matches this r

f

the service type of this rule including the system

user defined services.  

 Source: This parameter indicates the IP addresses range of data source. 

 Destination: This parameter indicates the IP addresses range of destination. 

ox: Enable or disable a rule by checking or  not ch

irewall. 

 Service: This parameter indicates 

 Enable this rule Checkb

 

 

 Function introduction: 

This feature allows forward incoming traffic to be received on certain ports to devices behind  router in order to 

d the NAT from the internet. This feature allows a web server, mail server, 

 the

allow the user access to servers behin
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FTP

para

 interface of the device will implement this port Map rule.  

protocols are: TCP, UDP and TCP/UDP. 

r indicates the IP address of the internal host which wants to provide service to   

4.5 Admin Function 
d management port can be changed on this page.  

 server, or DNS to b set on the LAN and accessed from the internet. Each item consists of the following 

meters:  

 Interface: This parameter indicates which

In most cases the interface should be WAN.  

 Protocol: This parameter indicates which protocol will implement this port forwarding rule. 

 Possible 

 External port: This parameter indicates the port for public access.  

 NAP IP: This paramete

the outside.  

 Internal port: This parameter indicates the service port of internal host. 

The management username\password an

Figure 4- 6 Admin 

 

 Function introduction: 

 device web administration. The default username is root.   Username: Username for

 Password: Password for device web administration. The default password is dbps.  
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fy the 

value.  

 

 WAN port: The service port for HTTP. A user does not normally need to modify this value. To allow 

someone to manage the device from WAN, check Allow Manage device from WAN, and modi

port 

 



 

      Chapter 5 
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Managing Devices 
 

Overview 

This chapter describes how to perform administrative tasks such as: 

 Restoring one or some device factory default settings 

 Rebooting one or more devices 

 Committing configurations 

 Upgrading one or more device firmware 

 Upgrading one or more device configurations 

5.1 Restoring device’s factory defaults settings  
Device manufacturers ship devices with some configuration settings already defined. Device factory defaults can 

easily be restored if needed. 

 To restore factory defaults: 

1. Go to the All Devices page or any group page. In the Device list, select one or more devices for 

which to restore factory defaults. 

2. Click the Factory Defaults option from the dropdown menu of Actions items. These devices will 

be reloaded.  

Reload operation restores the device configuration to factory defaults. 

Note: If the device has been reloaded, it will be disconnected from Digi Wi-Point 3G Remote 

Manager. 
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e or any group page.  

o reboot. 

pdown menu of Actions items (Figure 5-1).  

5.2 Rebooting device 
 To reboot device: 

1. Go to the All Devices pag

2. Select one or more devices t

3. Click Reboot from the dro

Figure 5- 1 Actions 

 

 

5.3 Committing Configurations  
Submit to device operation saves configuration changes. To change a device configuration, click Submit to 

 ctive: 

1. Change device configuration.(refer to chapter 4) 

 in device configuration page.  

3. Click Submit to device option from the dropdown menu of Actions items in device configuration 

Device. 

To make device configurations effe

 

2. Click Submit

page.   

4. Click Reboot option from the dropdown menu of Actions items. 



 

Note: After device configurations 

configuration will take effect af

have been changed, click the Submit to device option. The new 

ter the device has been rebooted. 
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5.4 U
 

When a new firmware version becomes available, download and save it on the Digi Wi-Point 3G Remote Manager 

server. More than one device can be upgraded.  

 Download firmware:  

1. Download the firmware to local host. 

2. Click firmware. 

3. Click browse button to find the file in local file system. 

4. Click the upload button. To upload the firmware to Digi Wi-Point 3G Remote Manager server. This 

firmware will show at firmware list (Figure 5-2).  

Figure 5-2 Add new firmware version 

pgrading Firmware  

 

 To update device firmware 

1. In All Devices page or any Group page, select one or more devices to upgrade. 

2. Click Upgrade Firmware option from the dropdown menu of Actions items. The upgrade 

firmware page opens:  
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Figure 5- 3 Upgrade firmware 

 

1. Select the firmware version. 

2. Click Upgrade Firmware. 

5.5 Upgrading Config 
The user can download the config file to Digi Wi-Point 3G Remote Manager Server, then use the config file to 

 same time. 

 Download config:  

1. Click config on the menu. 

2. Click browse button to find the config file in local file system. 

nt 3G Remote Manager server. This 

config file name will show at firmware list (Figure 5-4).  

 

upgrade one or more devices at the

3. Click the upload button. To upload the config file to Digi Wi-Poi



 

Figure 5- 4 Add config file 

 

 To update device config 

1. In All Devices page or any Group page, select one or more devices to upgrade. 

2. Click Upgrade Config option from the dropdown menu of Actions items and the upgrade config 

page will open: 

Figure 5- 5 Upgrade config 

 

1. Select the config file. 

2. Click Upgrade Config. 
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Chapter 6 

 

Monitoring Device Status 
 

Overview 
The Device Management application gives quick access to detailed state and statistics about a device, such as: 

 Device overview  

Device s monitoring of the device connection. 

rview  
 To view an overview of statistics about a device: 

1. Go to All Devices page or any Group page.  

2. Select one SN number. 

3. Click Overview. The device overview information will be display.  

Figure 6- 1 Device overview 

 Network settings 

 Wireless LAN settings 

 DHCP assign status 

 Management also allow

6.1 Device ove

 



 

6.2 Device status   
When monitoring a devic state, quick access to inf

The status page includes four submenus: 

 Global(Figure 6-2) 

ection status: 

1. m the dropdown menu of Device Action items.  

ormation about the device connection status is required.  

 I/F(Figure 6-3) 

 DHCP(Figure 6-4) 

 To view a device’s conn

Select Status fro
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e details of a device through its Status page.  2. Enter the status page. Se

 
Figure 6- 2 Global 
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Figure 6- 3 I/F 

 
 

Figure 6- 4 DHCP 

   

 

Note: If the status information does not display normally, press Query Status. 
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